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The Problem
• Software we do not understand and trust

• Complex data formats

• We are not supposed to understand

• or we are not willing to understand

• Massive exchange of documents in this 
complex formats. 

• Covert channels everywhere!
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Who we are
• Cambridge Security Group - if you don’t know 

them you must have been living under a rock.

• Laboratory for Dependable Distributed 
Systems at RWTH-Aachen University

• Founded in late 2003 for theoretical & 
practical security research, topics include:

• Security Education

• Honeypot technology

• Sensor Networks

• Notable classes include “Hacker Seminar”, 
“Hacker Praktikum”, “Pen-Test Praktikum”, 
“Aachen Summerschool applied IT-
Security”, “Computer Forensics”

• http://mail-i4.informatik.rwth-aachen.de/
mailman/listinfo/lufgtalk/

Laboratory for Dependable Distributed Systems
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Agenda

• The MS Office Document problem

• Problems with PDFs

• So go for simple formats?

• p0rn! 

• Never trust a girl named .jpeg



The MS Office 
Document Problem

Monsterous!
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Tools to investigate
• Antiword

• Word 2, 6, 7, 97, 2000 and 2002

• http://www.winfield.demon.nl/

• catdoc & xls2csv

• no support for OLE streams

• http://www.45.free.net/~vitus/ice/catdoc/

• word2x

• http://word2x.sourceforge.net/
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Laola

• Laola “is a collection of documentations and perl programs dealing 
with binary file formats of Windows program documents.”

• Contains

• lclean - Laola Clean: “Saves the trash sections of e.g. Word 6, 
Word 7 or Excel documents to own files.”

• ldat -Laola Display Authress Title: “Lists author, title, creation 
date and some other information  sticked in a laola file. Gets 
printer information from Excel and Word  files.”

• lls - Laola List: “Lists the structure of a Laola document.”

• Elser - “password resolving, macro decoding”.

• Development ceased for 5 years.

• http://www.cs.tu-berlin.de/~schwartz/pmh/index.html
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wvWare

• used by abiword 

• tested by kword

• actively developed, but development lines 
are hard to understand:  WordView, wv, 
wv2, wvWare ...

• Tools

• wvText, wvHtml

• wvSummary, wvVersion
http://wvware.sourceforge.net/
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WordDumper



Problems with PDFs
A document exchange format is becoming a document 

editing format.
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PDF

• Looks like an “open standard” ...

• ... but very hard to decode in depth

• Designed for document publishing 
distribution.

• Very wide deployment

• Adobe is pushing PDF as the default file 
format of their applications

• The Problem of censorship / redaction
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Redacted Documents
• Documents where the public has “a right to 

know” ...

• ... but contain confidential or private 
information

• Or documents a party is forced to hand 
over to another party

• Typical classes of documents:

• court documents

• public files
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Who is using redaction?

• The “legal community”

• Historians

• Journalists
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Types of Redaction
white text on white ground

black text on black ground

black boxes over text

black boxes over graphics
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Legal Redaction
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PDF Scrubbing 
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PDF Scrubbing 
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PDF Scrubbing 
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Removing Redactions
• Methods

• Very dependant on the amount of Adobe 
software you have at hand.

• Copy black/white text on same ground

• Copy text under black bars

• Copy graphics under black bars

• Remove overlaying graphics

• Write your own tool
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Coding your own
• Strategy:

• convert to Postscript

• replace ‘box’ operators by NOOPs

• (actually by poping the parameters to 
box into the bitbucket)

• Problem: Real world postscript uses no 
boxes
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2204.84 5683.09 2.21 -63.26 1198.27 41.84 -2.21 63.26 -1198.27 -41.84 f* 
1299.72 5515.11 2.21 -63.26 340.15 11.88 ^ ^ f* 
1805 5374.75 2.21 -63.26 340.15 11.88 ^ ^ f* 
2375.79 5245.32 2.21 -63.26 489.41 17.09 ^ ^ f* 
2116.53 5081.14 2.21 -63.26 351.07 12.26 -2.21 63.26 -351.07 -12.26 f* 
1833.88 4950.36 3.29 -94.24 1179.92 41.2 ^ ^ f* 
2620.39 4798.75 2.21 -63.26 277.01 9.67 ^ ^ f* 
5772.52 6352.31 2.21 -63.26 527.48 -12.31 ^ ^ f* 
6151.04 8283.32 2.21 -63.26 705.89 19.75 ^ ^ f* 

/^{3 index neg 3 index neg}!
/f*{P eofill}!
/!{bind def}bind def
/P{N 0 gt{N -2 roll moveto p}if}! 
/p{N 2 idiv{N -2 roll rlineto}repeat}!
...
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Works!

% perl -npe 's/ f\*$//;' \
< washpost_sniperletter.ps \
> washpost_sniperletter-\
unredacted.ps

% pdf2ps washpost_sniperletter.pdf\
 washpost_sniperletter.ps
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Miserable Failure

% perl -npe \
's/^\d+ \d+ \d{3,10} \d+ rf$//' \
< 01.ps > 01-unredacted.ps

% pdf2ps 01.pdf 01.ps



So go for simple 
formats?

Simple things are easy to understand, aren’t they?
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Plain Text Formates bite
• Mail/News headers

• Signatures

• Configuration files

• HTML

• META, Comments

<img src=”c:\...\Jon Doe\My Documents\coolpix.jpg”>
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% curl -q http://www.affordablehairtransplants.com/robots.txt
 <?php
 header("Content-type: text/plain");
 if (strstr($_SERVER["HTTP_USER_AGENT"],"lurp")) print "User-
Agent: Slurp\nDisallow: /";
 ?>



Girls named .jpeg
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The techtv moderator 
incident

• Moderator adds picture to her
weblog

• People download it, archive it, view it with 
image browser

• Picture was cropped, thumbnail remains 
uncropped

• Male teenage geeks get totally mad
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How did it happen?

• Software glitch?

• Widespread?

• Desired behavior?

• ... actually it is.
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EXIF
• JPEG works surprisingly fell considering 

that there is such e wide variety of JPEG 
standards and implementations.

• EXIF is the standard way to store headers

• Applications usually are leaving unknown 
EXIF headers (thumbnails?) untouched.

• So we expect the problem to be quite 
widespread.
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 JPEG image data, EXIF standard 0.73, 10752 x 2048
 JPEG image data, EXIF standard 0.77, "AppleMark", 42 x 0
 JPEG image data, EXIF standard 0.77, 42 x 0
 JPEG image data, JFIF standard 1.01, aspect ratio, 1 x 1
 JPEG image data, JFIF standard 1.01, resolution (DPI), 180 x 180
 JPEG image data, JFIF standard 1.02, resolution (DPI), 150 x 150
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Experimental Setup

• Get as many images as possible from the 
Internet

• Compare thumbnails to images
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Spidering the Web
• We use a patched Version of Niels’ Provos’ 

crawl-0.4. Modifications:

• Do not overload filesystem with 100.000 
entries in a directory 

• Keep HTTP headers for fingerprinting

• See http://c0re.23.nu/c0de/misc/crawl-*.patch
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Comparing Images
• We need a way to find among a million 

pictures the ones with a substantial 
difference between thumbnail and image.

• Steven J. Murdoch found a Way for doing so

• compare image proportion

• compare image contents

• analysis
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Image Proportion
• Scale both dimensions of the full size image equally, 

so that the larger dimension of the full size image is 
equal to the larger dimension of the thumbnail

• Compare the smaller dimension of the scaled full 
size image to the smaller dimension of the 
thumbnail

• The difference should be 0 but, if the generator used 
a different rounding technique, it could be +/- 1

• Repeat for the full size image rotated 90 degrees, 
and choose the minimum
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Image Content
• Scale the full size image to the size of the 

thumbnail

• Use "nearest" interpolation method for 
speed

• Subtract one image from the other, and 
calculate to root-mean-squared

• If the ratio was closer with the swapped 
dimensions then do this for 90 degree 
rotation (clockwise and anti-clockwise) and 
choose the minimum
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Analysis

• Use GNU R to find a suitable criteria on ratio and 
RMS difference

• Pick a random sample, check manually and 
compare histograms

• Output full size image and scaled thumbnail side-
by-side, for comparison
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Analysis

• Filter out false positives manually, mainly due to:

• Images with sharp edges cause phase difference 
in scaled image because of “nearest” 
interpolation, and so increases RMS difference

• Images where thumbnail has been padded to a 
fixed ratio, different from that of the full size 
image
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% sh process.sh
372105 files in 7073s processed (0.019s per image), 69603 thumbnails found (18.7%)
processing in './results.data', writing output to './flagged.data'
372105 files processed, 6441 found interesting(1.7%) out of 69603 with thumbnails (9.3%)

ca. 19% of the images have thumbnails
ca. 9% of the thumbnails are “interesting”
how screen ca. thousands of images?
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What did we find?

• Completely unrelated images

• Cropping

• People removing their friends

• Stolen Images

• Privacy violations



Removing Friends





Stolen Images
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Photoshopping



Unrelated Images





Cropping



















Maximillian Dornseif • Laboratory for Dependable Distributed Systems







Maximillian Dornseif • Laboratory for Dependable Distributed Systems











Maximillian Dornseif • Laboratory for Dependable Distributed Systems

Reference
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• http://www.user-agent.org/word_docs.pdf
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