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Presentation Outline

Crash Course to Grid Computing

Grid Security in Nutshell

State - of - the - art

Some Ideas
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Grid computing?

   Grid computing is about 
virtualization of resources, 
and on­demand provisioning of 
these resources in the utility 
model
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Advantages

Virtualizat ion and usage opt imizat ion of IT resources
Saves
✔ Cost
✔ Speed
✔ Work

Introduces eff icient collaborat ion environment
Integrat ion of large or highly distributed 
infrastructure
Facilitat ion of data centers management
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Understanding Grid Computing

technology

standards

industry trends

architecture

complexity

   The concept is difficult, as it is cross-cutting 
several layers of understanding.

Grid
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Grid Computing: Requirements

2. d iscover  resou rce

3 . su bm it  job

4. t ran s fer  d a ta

1. s ecure  env ironm ent
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What is Grid Architecture?

Three t ier architecture
✔ Presentat ion (access)
✔ Service (could be mult i- t iered SOA)
✔ Resource

Highly distributed (geographically and 
administrat ively) and loosely coupled
Standard protocols & adherence to standard 
resource sharing procedures
Scalable Virtual Organizat ion security layer 
vert ically cross- cutt ing the t iers
Not applicat ion specif ic; can host many applicat ions
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Grid Architecture Diagram

Portals with 
application GUIs

RESOURCE TIER
Resources use services 

as interfaces
To external world

SERVICE TIER
Multi-layered services 
represent resources, 
applications and Grid 
functional units to 

users

PRESENTATION TIER
Location independent, 

infrastructure-
transparent human access

service

service

service

serviceservice

service

Subsystem-specific
interfaces
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Grid Resources

Distributed IT resources:
✔ CPU, storage, network, applicat ion, administrat ive unit  (UNIX 

account), information system

Distribut ion can be geographic or administrat ive
Grid helps share and access these resources in a controlled 
manner

Data 
resource

Execution 
resource

Application
resource

Information
resource

Grid middleware
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Grid Services

We introduce Service 
Oriented Architecture to 

✔ Achieve resource 
virtualizat ion

✔ Enable users to access 
resources

✔ Enable inter- applicat ion 
communicat ion

✔ Improve system 
maintenance and 
integrat ion f lex ibility

service

service

service

serviceservice

service

resources

users
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Grid Presentation Layer

Locat ion independent
Human- friendly interface to 
Grid services
Implements end user 
security, and locat ion 
specif ic GUIs
Browser- accessible portals 
frequent ly used

✔ Applicaction oriented 
portals – the future!

Note: not all Grid systems 
need human interface resources

service service

service

service

human 
interface
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Grid Security: Requirements

Single sign- on
Mutual authent icat ion
Delegat ion (impersonat ion)
Mutual t rust domains
Different users -  dif ferent access permissions
Support for mult iple security mechanisms
Dynamic establishment of t rust domains



< number>

Single sign- on

User  u ses  h er  
cer t ificate to  
p rod u ce a 12- h  
p roxy

Th e p roxy 
rep resen t s  th e u ser  
in  th e secu re 
com m u n icat ion  th at  
follows
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Delegation

User  A wan ts  to  
access  a rem ote 
d ata resou rces . Sh e 
h as  accou n t  at  th e 
d atabase bu t  n ot  a t  
th e login  server

A asks  service B to  
ret r ieve d ata on  h er  
beh alf, an d  gives  B 
h er  p roxy cer t  for  
th is  p u rp ose

Data server  gran ts  B 
acces s  to  A’s  
accou n t  becau se th e 
p roxy h as  A’s  
s ign atu re
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Mutual Trust Domains

To setu p  a  vir tu al 
organ iz at ion  on  th e 
fly, A is su es  p roxies  
to  a n u m ber  of 
rem ote s ervices

Services  can  
es tab lish  secu re 
com m u n icat ion  
based  on  th eir  
n ewly ass ign ed  
id en t it ies . Th ey will 
t ru s t  each  oth er  
becau se th eir  
id en t it ies  com e 
from  th e sam e 
sou rce
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Basic Facts about Grid Security Infrastructure

Public Key Infrastructure (PKI)

Cert if icate Authority (CA)

TLS (SSL) / WS - Security

User

CA

User

cer t cer t



< number>

Virtual Organization

   A Virtual Organizat ion is a group of 
individuals or institutions who share the 
computing resources of a “grid” for a 
common goal.

VOs are scalable, dynamic, distributed
VOs dynamically create ent it ies (services)
VOs need to obey policies of local organizations

Source: h t t p :/ / en .wikip ed ia.org/
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Without VO

Resou rce 
m ain tain s  on e 
accou n t  for  each  
u ser

User  accesses  
resou rce 
d irect ly
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VO in action

R
R

R

R

R

R

R

RR

R

VO-BVO-A

R

R

R

R

Source: Ian  Fos ter , Globu s  Tu tor ial  a t   e- Science
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Some Interesting Solutions

Community Authorizat ion Service
Grid Account Management Architecture
Grid Authorizat ion Service
Higgins
MyProxy
PERMIS
Shibboleth
VOMS
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MyProxy

Credetial Management Service
do not store your credent ials on your each client 
machine
store them in repository
retrieve a proxy credential

Perfect solut ion for Grid portals

Open Source

CA

User

Proxy1

Proxy2

X.509

X.509

X.509
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Higgins

Software framework that integrates 
identity data 
profile data 
relationship data

within and across mult iple systems 

Eclipse: IBM, Novell, Parity Communicat ions
Open Source
Java Reference Implementat ion (in the future)
Extensible (plug- ins)
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Higgins: Why it is important?

YOU

Em
ail
 or
 

IM
Co
mm
un
itie
s o
f 

Int
ere
st

WebsitesBuddy
 Lists

Enterprise Apps

Virtual 

Spaces

Higgins Trust Framework

Context Plug­ins

Social Networks

• Healthcare Provider System

• Sales Force Automation

• Corporate Directories

• eCommerce (e.g. Amazon, eBay)

• Social Networking (e.g. LinkedIn) 

• Alumni websites

• Lotus Notes, Groove

• P2P Apps

• Book club

• Family 

• Professional networks

• Dating networks

Eclipse

Source: Higgin s  Tru s t  Fram ework, {m ary,p au l}@socialp hys ics .org
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PERMIS

policy based authorizat ion system (RBAC)
uses X.509 at tribute cert if icates to hold 
roles/ at tributes
PMI +  PKI

University of Salford (?), sponsored by EC (?)

Standards based, f lex ible (X.509, LDAP)

Open Source (but watch out!)
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PERMIS: Usage Scenario

Sou rce: David  Chad wick, The EC PERMIS Project
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Shibboleth

Internet2 consort ium (universit ies, industry, gov)

Standards based, but f lex ible

Open Source

Large set of Shibboleth- enabled products

Attribute - based Authorizat ion

SSO, decent user privacy
Simple trust model, no support for RBAC
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Shibboleth: Usage Scenario

Sou rce: h t tp :/ / www.switch .ch /
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PERMIS +  Shibboleth

Sou rce: David  Ch ad wick, Th e EC PERMIS Project
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Taxonomy once again

Tech n ical
com p lexity

Cross  - d om ain  access

Clu s ters

En terp r ise
gr id s

Dep ar tam en tal
gr id s

Par tn er
gr id s

Op en
gr id s
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The Challenge

which services are available?
what capabilit ies do they have?
which resources may authorize me?
where my tasks may be executed correct ly?

should I allow this user to run this computat ions?
how important her tasks are?
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Trust

French hard rock band?

Allow without fear? (WordNet)

Source: h t t p :/ / en .wikip ed ia.org/

Trust in sociology is a relationship between people. It 
involves the suspension of disbelief that one person will 
have towards another person or idea. It especially 
involves having one person thinking that the other 
person or idea is benevolent, competent / good, or 
honest / true. 

Source: h t t p :/ / en .wikip ed ia.org/
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Reputation

Reputation is the general opinion of the public 
towards a person, a group of people, or an 
organization. It is an important factor in many 
fields, such as business, online communities or 
social status. 

Source: h t t p :/ / en .wikip ed ia.org/
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Online Reputation

eBay / Allegro

LinkedIn / grono

Amazon / Merlin

Forums

Google

Wikipedia?

Grid computing?

Source: h t t p :/ / t ru s t .m ind swap .org/
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Reputation Metrics Features

No authority given a priori

Feedback and responsibility

Decentralizat ion

Considering both direct experience and 
recommendation
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Reputation Based Authorization

Source: Rep u tat ion - Based  Grid  Resou rce Select ion
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Summary

Grid technologies are secure
They provide the same security level as other 
network technologies

Grid technologies provide many mechanisms 
support ing cross- domain collaboration

Grid technologies are not yet ready for a t ruly 
open environment
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Thank you!

Quest ions?

Continue on http://jakub.dziwisz.org/


