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Who am 17

® Undergraduate Computer Science Student




Disclaimer

All the content In this presentation is entirely
hypothetical. Any similarity with real lite people,
companies, situations or places is entirely
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What is this all about?

—asy ways to forge a valid Passbook Boarding Pass
® No technical knowledge required
® Can be done in a Chrome Book




What you'll need




FINnd screenshots of an original

STEP 1 : boarding pass or use some you
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Three valid passes

| was lucky to have those. If
you aren’t, search on Bing

or Google :)
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Use a WYSIWYG online service

STEP 2 or Apple’s PassKit If you're an
= &+ enrolled developer to make an

B Ny




Now let's assume there’s a website called
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| ¥ passkit.com

¥ pPassKit

Create, Distribute and Manage Apple®
Passbook® Content Across All Major
Mobile Platforms

How to use PassBook? Click Here

vithin a matter of minutes

Click to Create Passbook Passes

The Passbook Pass Lifecycle
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|_ 4, > | [é] [E[ ¥ hups @ create.passkit.com

¥ PassKit

_— T N Y

Choose a pass
Transit

¥ Passxr v s ¥ Passir

e vic il 10%

ull Passk.it 7 10096 ) AR MmN & W o

Pick the proper type

Store Card Membership Event Ticket

Do Covbewve

Pacy Pamkd A% WA Porcy Ponakt 10 Zop. 204 Procy Pusest %8 Swn 2004

Cancel Boarding Pass

¥ Passkit

Template Name *

Pass Certificate *

Organization Name *

i 0NN Pass Description*

I
. ﬁ Grouping Identifier

Pass Serial Number*

Pass Timezone

» Integration Options

T B B

Lets Fly

pass.com.passkit.public *

To learn more about Pass Certificates and how to upload or get a
private certificate for your organization, please click here.

Hacker LLC

This pass is used by 1337 people

wtfisthis
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¥ PassKit
= - ITpyorepyeepgm—p gy

You can customize the look and feel of the Pass by changing the colors and images below.
Only options relevant to the selected pass type will be displayed.

Background Color* 6D6E71
il Passkit = 10096 )
. Label Text color- [ EEE
Cancel Boarding Pass

W Value Text Color- FFFFFF | NO Idea Wh a't IS
Icon Image * gj /this, |eave it

PassKit
lcon images should square and at least 120px wide

Logo Image

.8 N Logo images should be at least 100px high

s
' o Footer Image L Bl |

Footer images should be 572 - y 30px high
i

Here you have to No need for this

place the airliner logo
(Notice the 100 px barrier)




| < > | |A§‘[ IEJ E) images.google.com

+You Search Images Maps Play YouTube News Gmail Drive Calendar More -

Google

Images

Aegean logo filetype:png

YOu can use a search engine to find a proper image.
Look for “$CompanyName logo filetype:png”

olutions Privacy & Terms  +Google  About Google




L<|> | |§| \E| Q https @ Aegean logo

+You Search Images Maps Play YouTube News Gmail Drive Calendar More -

GO\ /gle Aegean logo

o [HEE
Web Images Maps Shopping More ~ Seal ool
o
Size ~ Color ~ Type ~ Time ~ PNG files Mgy t v Cljgar
o
'.‘\ : N > 'r- S \‘ -
\
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A . c / A\ .
7’% 3 % \ R N | -‘ ) 4% )
-+~ AEGEAN % | FThs AT 1 X
7 : ‘- ': g = 7, Z s

A STAR ALLIANCE MEMBER V:: E

Now locate & o050 that Icoks ke the cne in the Passbook.
It doesn’t maltter If It i3 thie same Scior Cr size, you can
always resize it, paint it and crop it later.

Keep in mind: The bigger resolution the better

© AEGEAN AIRLINES S.A. - Use under Directive 2001/29/EC



If your image editing skills are decent, you
will come to something like this here:




But this Is not quite
# il Passict > To0%. = identical, now Is it?

ailod@ . & 1845 1 62% W}
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B - e
FLIGHT DATE BOARDING CLASS
AN O N Mo,
NAME OF PASSENGER

LA o, Y Mr

You need to pad the
logo within the image
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¥ PassKit
i) R R Y S S )

You can customize the look and feel of the Pass by changing the colors and images below.
Only options relevant to the selected pass type will be displayed.

Background Color-

il Passkit =

T _— Labe~xt o P T € W - G
Cancel Boardin Pasl P«.dd. 4 - 3 i
®

A —— Value Text Color* FFFEFF
i O L

ACCU ELY SF

image

ON T _ Ic¢ uu e | squar ank !*_'_ M ijpxwide NOW What

about the
HEX colors”? This

Logo images should be at least 100px high

A R IS the easiest
IHM&HXF:QH I — roarimagm sosaesocwsesy oo DA, Use the

color picker

on the valid

pass image
to get the
hex value
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¥ PassKit

DT o Xy gy— e gy

ol Passk.it =

Cancel Boarding Pass

GATE SEAT

=5 AEGEAN 7 11A

—

IR

maximum number of fields. Passbook will automatically shrink long text values and very long text
values may be cut short.

Use the dynamic option if the label or data value will be different on each pass. If you add a
change message, an alert will appear on the user's lock-screen or notification centre whenever
the pass is updated with new data.

Logo Text

|Z'| ltem Name* |seat
Item Labe)”(®) Fixed:* Value* |SEAT

Dynamic:

Item Data Fixed: *
Dynamic: Default |11A

Passholder can change default value

Notification to display when data changes

» Formatting Options

IQ'I ltem Name* |gate

() Item Name *

© AEGEAN AIRLINES S.A. - Use under Directive 2001/29/EC




¥ PassKit

ol Passk.it =

Cancel Boarding Pass

= AEGEAN

@ NEW YORK SAN FRANCISCO

JFK = SFO

it |

Transit Type Generic

IZ ltem Name* |flyfrom

Item Label Fixed: *

®) Dynamic: Default | NEW YORK

assholder can change default value

Item Data Fixed: *

® ) Dynamic: Default |JFK

Passholder can change default value

Notification to display when data changes

» Formatting Options

Iz Iltem Name* |flyto

© AEGEAN AIRLINES S.A. - Use under Directive 2001/29/EC




¥ PassKit

Iz ltem Name* |passengername

Item Label (®) Fixed:* Value* |NAME OF PASSENGCER

ol Passk.it =

Cancel Boarding Pass

Dynamic:

GATE SEAT
=5 AEGEAN 7 11A

Item Data Fixed: *

@ NEW YORK SAN FRANCISCO

JFK = SFO

FLIGHT DATE BOARDING CLASS

1337 O01JAN14 13:37 First

NAME OF PASSENGER

Appleseed/John Mr

it |

I:l ltem Name *

®) Dynamic: Default |Appleseed/John Mr

) Passholder can change default value

Notification to display when data changes

» Formatting Options

I_’l ltem Name *

Name formatting is usually $Last/$First $

© AEGEAN AIRLINES S.A. - Use under Directive 2001/29/EC







lypes of bar codes




Decoding the bar code

All smartphones can read these codes
INn our days. You can download a free
app and decode them. At this point
es 1o

FEY

3 g




Decoded Aztec Codes

LASTNAME/FIRSTNAME MR

LASTNAME/FIRSTNAME MR

ABCDEFG

ABCDEFG

D99A




¥ PassKit

Each pass may contain a barcode that can be scanned by the pass issuer to identify a pass or to
trigger some sort of action (E.g. update afield on the pass and push an update). Passbook
suppons 3 types of barcode. Which barcode is most appropriate will depend upon the amount of
information you wish to encode, the capability of your scanning technology and the design of

your pass.

il Passk.it =
Cancel Boarding Pass
Square barcodes (Aztec and QR Code) work better for large messages but reduce the amount of
other information the pass can display for certain pass types.

= AEGEAN

Barcode Type | Aztec Code
Q NEW YORK SAN FRANCISCO

JFK -> SFO Encoded Message Encode the same message on each pass

FLIGHT  DATE BOARDING  CLASS
1337 01JAN14  13:37 Text to Encode M1LASTNAME/FIRSTNAME

NAME OF PASSENGER | MRABCDEFG JFKSFOA7 1337

Iternative Text Display the same message on each pass

ext to Display A7 1337 04 99C 01)an

v Advanced Options

Encoding Format

PassVerifier App Encryption

If you would like to digitally sign your Barcodes for use with Pass Verifier App, please
enter your Pass Verifier credentials below. To stop signing passes, delete your
credentials.

Issuer ID

© AEGEAN AIRLINES S.A. - Use under Directive 2001/29/EC




¥ PassKit
Ty ... FTpge—pye—y

You can include up to 20 fields on the back of the pass. Fields take up the entire width of the
pass and each additional field will appear below the previous one. If the field is dynamic and a
change message is set, an alert will appear on the user's lock-screen or notification centre
whenever a change is pushed to the pass.

il Passkit =

If you are using your own certificate, you are reminded that Apple requires that your Company
Cancel Boardi ng Pass name, address and telephone number appears in one of these fields,

never updated I'ZI' Iltem Name* | br a

Item Label (®) Fixed:* Value* |Booking Reference l
Automatic Updates

Dynamic:

Item Data

®) Dynamic: Default |ABCDEFG

Passholder can change default value

Notification to display when data changes

» Formatting Options

I’Zl' ltem Name* | tickt

Extremely difficult to find pictures of the back side.
Extremely rare to be checked by anyone though.




¥ PasskKit

S -

|Q'| Pass link type * Public

Disallow multiple installs | | Limit to 1 pass per user

ol Passk.it =

Cancel Boarding Pass

Void Passes l : | Flag all passes as expired

Auto expire passes after
GATE  SEAT

{% AEGEAN 7 11A Quantity restriction* Unlimited quantity

@ NEW YORK SAN FRANCISCO Date restriction* Pass is permanently available

JFK - SFO

FLIGHT  DATE BOARDING  CLASS
1337 O1JAN14  13:37 Frst
NAME OF PASSENGER

Need password to issue* No password required
Need password to update* | No password required

Social Sharing l:\ Enable social side panel

Pass URL
https://pass.is” fife »

Pass Update URL
https://p.pass.is/ "9 €& A wu% »

Scan this QR code to create a pass

© AEGEAN AIRLINES S.A. - Use under Directive 2001/29/EC







W = oo bR

"formatversion": 1,

"passTypeldentifier": "pass.com.aegeanair.mbp”,
"serialNumber": " - . i
“teamIdentifier": " ",

"organizationName": "Aegean",

"description": "Aegean - Mobile Boarding Pass - Flight
"foregroundColor": "rgb(255, 255, 25%5)",
"backgroundColor": "rgb(@, 47, 1l07)",
"labelColor": "rgb(1l82, 203, 233)",
"relevantDate": " v,
"locations": |

{

"longi tude": ’
"lati tude":

h
]J
"barcode": {

"message": " . -- -

"messageEncoding": "iso0-8859-1",

"format": "PKBarcodeFormatbiztec",

"altText": "A3 , , 1A, , ¥
}.-
"boardingPass": {

"transitType": "PKTransitTypedir",

"headerFields": [

{

"key": "seat",

“label": "SEAT",

"walue": "1A",

"changeMessage": "Seat changed to %@"
}J
{

"key": "gate",

"label": "GATE",

"value": "Check",

"changeMessage": "Gate changed to %@"

(HER-SKG)",




27 {

28 "key": "seat",

29 “label": "SEAT",

10 "walue": "14",

31 "changeMessage": "Seat changed to %@"
32 ¥

33 {

34 "key": "gate",

35 “label": "GATE",

36 "value": "Check",

37 "changeMessage": "Gate changed to %@"
38 }

39 ],

40 "primaryFields": [

41 {

42 "key": "origin",

43 “label": "HPRKAEIO",

44 "wvalue": "HER",

45 "changeMessage": "Origin changed to %@"

"key": "destination",

“label": "ODEZZAAONTKH",

"walue": "SKG",

"changeMessage": "Destination changed to %@"

i
1.
"secondaryFields": |
{
"key": "passenger",
"label"”: "NAME OF PASSENGER",
"value": " ",
"changeMessage": "Passenger name changed to %@"
}s
{

llkeyll : llfqtvll'
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Nameic;frpassenqer

FLIGHT NO: BOARDING TIME: GATE:
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ENJOY YOUR FLIGHT SEQUENCE NO:

MapakahoUpe eAEyXeTe TUX6V aAAayég oTnv MUAN avax@pnong. ETKT
Please observe gate changes at short notice.

www.aegeanaircom Print your boarding pass at home. A STAR ALLIANCE MEMBER v 7~
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6.3. Boarding gate

There are two key issues when a passenger shows up at the gate with a BCBP: ensure that the
BCBP belongs to the owner, and handle the boarding pass properly.

The passenger must present a piece of identification and a BCBP at the airport. The following
identification process (see fig. 62) is recommended:

1.The passenger and the |.D. are matched by looking at faces

2.Then the |.D. and the BCBP are matched by looking at names

3.The BCBP are matched with the PNL by sequence and flight number

4.The passenger can access the flight

Sequence number should be unique for a given flight. However an airline may use a blank
sequence number for an infant. The seat number helps to differentiate the infant (usually INF)
from the adult.

If a duplicate BCBP is detected at security check:

e [t may be that a passenger went airside, came back landside, and returned airside
e Otherwise the airline and other agents are alerted




Home printed boarding passes are not pre-cut. Mobile BCBP are stored on mobile phones: there
is nothing to cut. Although some agents feel more comfortable or secure with the stubs, fallback
solutions should be defined to cope with system failures. The new boarding process should be
based on the majority of cases, not on the exception such as a system failure.

Recommendation
e Airlines and ground handlers should reconsider their boarding procedures to prevent from
tearing up boarding passes, as it is not convenient with home printed boarding passes
and not possible with digital boarding passes (nothing to tear up).
e Airlines and ground handlers should instead consider fallback procedures in case of
system failure or scanner failure.

In case of system outage the connection to the host is lost, and as there is no software locally,
the agents have to go manual. Manual boarding is a fallback solution, consisting in keeping the
stub and counting passengers manually. Dealing with bar codes when there is no reader is not
considered manual boarding. It is just called typing the sequence number in.




6.8.1. Fraud prevention
lll-intentioned persons may falsify their BCBP by changing the flight number or class of service.
They may also simply print two copies of the BCBP and pass one to a friend, or even create a
counterfeit BCBP. Technical solutions exist, e.g. algorithms, called certificates, which can for
example secure the bar code if necessary.

Duplicate 2 copies of the same valid Reject second copy of a boarding pass
boarding pass
Modified A feature of a valid boarding pass | - Check that the passenger is on the PNL
has been modified - Add a certificate to the bar code that
proves that the bar code has been modified
Forged A forged bar code has been - Check that the passenger is on the PNL
created - Add a certificate to the bar code that
proves that the bar code is not the original

Of course, a forged BCBP will not entitle the person carrying it with any right to travel, nor will it
create any confusion with the system. The official information is stored in the airline’s system. It
Is recommended that a disclaimer state on the BCBP that the document itself has no value and
Is being issued for ease of processing only.

Hence when confronted with a problematic BCBP, e.g. the sequence number is not found in the
system, the staff should request that the passenger return to the check-in desk.




6.8.3. ‘Go show’ passengers
Passengers without booking willing to travel may show up at the airport at the last minute. Those

passengers, called ‘go shows’, are not on the PNL. The agent at the check-in desk or at the gate
may be able to add them to the list of passengers. It is recommended that the agent check the
validity of the ticket, especially when it is an e-ticket (ET).







