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Who we are & why we are giving this talk

The what, why & who - GRX

GRX architecture & protocols

GRX landscape — what we found & why it is interesting

Vulnerabilities, attack vectors & techniques interesting to spy agencies

Mitigation & best practises

Conclusions

« Q&A
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Who we are & why this talk

Stephen Kho & Rob Kuiters

KPN CISO Team

KPN-CERT & REDteam

Penetration Testing & Incident Response

Overview of GRX & why the interest (from spy agencies)

Provide understanding of components, protocols, vulnerabilities
& attack vectors

2 On Her Majesty's Secret Service - GRX & A spy @ k p n

agency



This Talk?

On Her Majesty's Secret Service - GRX & A spy
agency




Why this talk?

TOP SECRET STRAP 2
One Month Later — OP SOCIALIST

« Scoping session conducted — main focus to be on enabling CNE
access to BELGACOM GRX Operator

« Ultimate Goal — enable CNE access to BELGACOM Core
GRX Routers from which we can undertake MiTM
operations against targets roaming using Smart Phones.

« Secondary focus — breadth of knowledge on GRX Operators
« Operations Manager assigned, team assembles

a;% bics
a belgacom company



Why this talk?
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Why this talk?

THERE ARE SOME
- QUESTIONS THAT
GOOGLE

CANNOT ANSWER
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The Concept
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The Concept

Death by abbreviations

Mobility identifiers

Cell Identifier - ClI

Routing Area Code — R
Mobile Country Code — MCC

Mobile Network Code = MNC =~ = .' o
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W Isy

MCC MNC ISO Country Network

Code
204 14 nl  Netherlands 31 6GMOBILE BV
204 23 nl  Netherlands 31 Aspider Solutions
204 05 nl  Netherlands 31 Elephant Talk Communications Premium Rate Services Netherlands BV
204 17 nl  Netherlands 31 Intercity Mobile Communications BY
204 10 nl  Netherlands 31 KPN Telecom B.V.
204 08 nl  Netherlands 31 KPN Telecom B.V.
204 69 nl  Netherlands 31 KPN Telecom B.V.
204 12 nl  Netherlands 31 KPN/Telfort
204 28 nl  Netherlands 31 Lancelot BV
204 09 nl  Netherlands 31 Lycamobile Ltd
204 06 nl  Netherlands 31 Mundio/Vectone Mobile
204 21 nl  Netherlands 31 NS Railinfrabeheer B.V.
204 24 nl  Netherlands 31 Private Mobility Nederland BV
204 98 nl  Netherlands 31 T-Mobile B.V.
204 16 nl  Netherlands 31 T-Mobile B.V.
204 20 nl  Netherlands 31 Orange/T-mobile
204 02 nl  Netherlands 31 Tele2
204 07 nl  Netherlands 31 Teleena Holding BV
204 68 nl  Netherlands 31 Unify Mobile
204 18 nl  Netherlands 31 UPC Nederland BV
204 04 nl  Netherlands 31 Vodafone Libertel
204 03 nl  Netherlands 31 Voiceworks Mobile BV

204 15 nl  Netherlands 31 Ziggo BV



The Concept KPN NL = 21117 89% )

£ Terug Mobiele data

Death by Abbreviations

MOBIELE DATA

APN internet

Access Point Name — APN

Gebruikersnaam

International Mobile Subscriber Identity — IMSI Wachtwoord
Universal Integrated Circuit Card — UICC e

APN portalmmm.nl
Packet Data Protocol Context — PDP Context Gebruikersnaam

Wachtwoord

internet. mMnc008.mcc204 . gprs
internet.mnc008.mcc204.3gppnetworks.org MMSC http://mp.mobiel kpn/mmsc

Mms-proxy 10.10.100.20:5080

mobile network

Maximale mms-grootte 307200

any packet data network

Gateway
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The Concept

Elements

(ﬁg) Radio (BTS / nodeB)

Home Location Register

Serving GPRS support node

The Element

of Surprise!
Q Gateway GPRS support node

Domain Name Server
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The Concept

Elements

Networks

Protocols

Data Link

12 On Her Majesty's Secret Service - GRX & A spy @ k p n

agency



Connecting the Dots

HLR / HSS

Gr/st /

11001100101000101

<«

& »
<« >

SGSN / S-GW O

DNS

GGSN / P-GW
Packet Data Network
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GPRS Tunneling Protocol

Y

(1]
ilu::: & § -—Iﬁllﬂll — End User Data

i'g
pet %@ N

—— Mobile Network Operator

| L
T

Data Link
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GPRS Tunneling Protocol

GTPvO0 GPRS

- UDP 3386

GTPv1 GPRS/UMTS

>  « UDP 2123/2152

GTPv2 LTE

F . UDP 2123

Data Link
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GPRS Tunneling protocol

Header

GTPv1

+ 0-2 3 4 5 6 7 8-15

16-23 24-31
Extension| Sequence| N-PDU
. Protocol
0 Version tvpe Reserved| Header | Number |Number Message Type Total length
Ve Flag Flag | Flag
32 TEID
64 Sequence number N-PDU number Next extension header type

GTP or GTP’

GTP tunnel end point
Should be 1

Create
Update
Delete
And 20 more
3GPP 29060
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GPRS Tunneling protocol

Information Elements in a Create PDP Context

Information element Presence requirement Reference
IMSI Conditional 7.7.2
Routeing Area Identity (RAI) Optional 7.7.3
Recovery Optional 7.7.11
Selection mode Conditional 7.7.12
Tunnel Endpoint Identifier Data | Mandatory 7.7.13
Tunnel Endpaoint Identifier Control Plane Conditional 7.714
INSAPI Mandatory 777
Linked NSAPI Conditional 7717
Charging Characteristics Conditional 7.7.23
Trace Reference Optional 7.7.24
Trace Type Optional 7.7.25
End User Address Conditional 7.7.27
Access Point Name Conditional 7.7.30 ° AP N
Protocol Configuration Options Optional 7.7.31
SGSN Address for signalling Mandatory GSN Address 7.7.32 i I MS I
SGSN Address for user traffic Mandatory GSN Address 7.7.32
MSISDN Conditional 7.7.33 °
Quality of Service Profile Mandatory 7.7.34 E n d U Se r Ad d reSS
TFT Conditional 7.7.36 H H
Troger T Opiond 77 » User Location Information
OMC Identity Optional 7.7.42
Common Flags Optional 7.7.48 L d I M E I
APN Restriction Optional 7.7.49
RAT Type Optional 7.7.50
User Location Information Optional 7.7.51
MS Time Zone Optional 7.7.52
IMEI(SV) Conditional 7.7.53
CAMEL Charging Information Container Optional 7.7.54
Additional Trace Info Optional 7.7.62
Correlation-ID Optional 7.7.82
Evolved Allocation/Retention Priority | Optional 7.7.91
Extended Common Flags Optional 7.7.93
User CSG Information Optional 7.7.94
APN-AMBR Optional 7.7.98
Signalling Priority Indication Optional 7.7.103
Private Extension Optional 7.7.46
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GPRS Tunneling protocol

SGSN DNS GGSN

DNS Query APN IP address

F

DNS Response APN IP address

Cre Context Request

2123 { Create PDﬁontext Response

2152 {

2123 { Delete PDP Context Resp

|
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GPRS Roaming eXchange
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GPRS Roaming eXchange

MCC 234 HLR MCC 204

MNC 076 MNC 008

UK BT sST NL KPN
10101011100 o

¥

Q acket

GGSN
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GRX architecture & protocols

(<0))

A Q

) < )
( ) /FI\/INO4 -

oz (< )
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GRX architecture & protocols

Linking the “islands™ — backwards compatibility & roaming

= GRX will support
LTE/EPC Roaming

* |ncluding support for
GTPv2, MIP, Diameter

.r"'--- -1“'-
r’f TO-SCOMA ™,

e

=  GSMA Project will deliver
Next Gen. roaming
capability on time for
service launch

A . * Work carried out by

existing GSMA expert
working groups

(=={pp
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GRX providers

Name

AMS-IX
Astelnet
Telefonica Spain
NTT

Neustar

TELEZ2

Etisalat

Telenor
Telecom-Austria
Comfone
Syniverse

Citic

Telecom ltalia Sparkle
Aicent

Portugal Telecom
T-Systems

TDC
Telstra/Reach
OTE Globe
TATA

MTT

iBasis/KPN
BICS
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City/Country
Amsterdam/Netherlands
Prague, Czech Republic
Madrid, Spain

Tokyo, Japan

Sterling, VA, USA
Stockholm, Sweden
Abu Dhabi, UAE

Oslo, Norway

Vienna, Austria

Bern, Switzerland
Florida, USA

Beijing, China

Rome, ltaly

California, USA
Lisbon, Portugal
Frankfurt, Germany
Copenhagen, Denmark
Melbourne, Australia
Athens, Greece
Mumbai, India
Moscow, Russia
Burlington, USA
Brussels, Belgium




GRX providers - HQ

Telenor TELE2 . MTT
Y

Neustar .

elefonica
OTE Glob
 Tele. Italia

CITIC

Syniverse NTT

iBasis/KPN

Astelnet
T-Systems

Telstra
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GTP Traffic — why the interest?

« GTP traffic captured from GRX router: looks like this in Wireshark:

No. | Timeu | | Source |Pestinatin:-n |f[°t°m| | Info

T =TT T = T T =F T T =T oF=F T T O T T T T T T o T o —— o

TOTTO T T orrT T

146 2014-04-04 14:34:26.354 10.243.21. 226 66.28.0.45 GTP =DNS= Standard que

¥ Frame 146: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
P Ethernet II, Src: JuniperN_a3:18:5d (00:1f:12:a3:18:5d), Dst: Cisco 40:f2:40 (00:1le:f7:40:12:40)
[» 802.10 Virtual LAN, PRI: ©, CFI: 0, ID: 304

P Internet Protocol Version 4, Src: 145.7.[ N (145.7. . st 83.137. N (s3. 157

I User Datagram Protocol, Src Port: gtp-user (2152), Port: gtp-user (2152)
[* GPRS Tunneling Protocol
T-PDU Data 64 bytes

[ Internet Protocol Version 4, Src: 10.243.21.226 (10.243.21.226), Dst:

[ User Datagram Protocel, Src Port: 58238 (58238), Dst t: domain (53)
= Domain Name System (query)

[Response In: 2467]
Transaction ID: 0xf402 : i
I Flags: 0x0100 Standard query UE End pOInts GTP tunnel end pOlntS
Questions: 1
Answer RRs: 0
Authority RRs: ©
Additional RRs: 0 User plane traffic
+ Queries
P www.sanomamedia.nl: type A, class IN

(66.28.0.45)
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GTP Traffic — why the interest?

-

@ Metwarkbdiner 1.4.1 EIE o Network fOl'enSICS

File  Tools  Help

[---Selectanetwark adapter in the ligt --- v] | B Start | [li St

* NetworkMiner, Explico

FParameters [4] I Kewwords I Cleartesxt I .-'-‘-.nu:nmalies|
Huoszts [1 EIEE]| Frames [33xmx] |Files I Imagesl Meszages | Credentials | Sessions [2]| DMS 1 ?’1]|

= Frame 1 [4-4-2014 14:34:26] ' T 7
) EMvemet2 (01473 B * Frames loaded but...
- BOZ.10 WLAN [14-1473]
G- P4 [18-1473)
= UDP [38-1473]
: Source Port = 21562
.. Destination Port = 2152
Pikscun [46-14
-Frame 2 [4-4-2014 14:34:26]
-Frame 3 [4-4-2014 14:34:26]
-Frame 4 [4-4-2014 14:34:26)
-Frame 5 [4-4-2014 14:34: 2]
H
-Frame E [4-4-2014 14:34:26] Can t user p|ane data
-Frame 7 [4-4-2014 14:34:26]
-Frame 8 [4-4-2014 14:34:26]
-Frame 9 [4-4-2014 14:34:26]
-Frame 10 [4-4-2014 14:34: 26]
-Frame 11 [4-4-2014 14:34: 26]
-Frame 12 [4-4-2014 14:34:26]
- Frame 13 [4-4-2014 14:34: 28]
- Frame 14 [4-4-2014 14:34: 28]
-Frame 15 [4-4-2014 14:34: 26]
-Frame 16 [4-4-2014 14:34: 28]
- Frame 17 [4-4-2014 14:34: 261 x

Clear ] [

Live Sniffing Buffer Usage: | | k
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GTP Traffic — why the interest?

27

Need to remove GTP headers
Here's Wesley - CERT team

Cool shirts
(http://en.wikipedia.org/wiki/Brainfuck)

gtpstrip.c

* identifies link layer header

» detects VLAN tag

» checks for IP header

» checks for UDP header

« confirms GTP user plane traffic
 removes IP, UDP & GTP headers
* re-write frame

On Her Majesty's Secret Service - GRX & A spy
agency
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GTP Traffic — why the interest?

&Y Networkbiner Ld.1
File  Tools Help

[—Sslocianewotadsptesinthe i — * Re-load stripped PCAP
Cleastest | Anomalies| file
Hosts [1107) | Frames (82wx] | Files [1455] | Images [30]) | Messages | Credentials (39] | Sessions (2140) | DMS (4613) | F
Soit Hosts O [ IP Address [ascanding) =) .
@1 2.21.2 234 [26156.a sk amaedge.net] [www.paypal.com edgekey. nel] * Now can see info:

i Wi 2.21.5.109 [=5731 b.akamaiedge.net] [pixel mathtag com. edgek ey net]

[ W0 2.21.5.52 (05987, 09.akamaiedge.net] [g3paS-sslk. apple. com. edgekey. net]

[ W 2,21 8105 (27537 b sk amasiedge. net] [sarmideard. aitbnb, com. edgek ey, net] .

- W 2.21 8 216 [=7546.a sk amaiedge net] [contari dela com edgekay net] [www. daita com edgekey nat] [www. dek:  ® Hosts details
(x-S 5.3.203 245 [app. adpst.io]

- 0 5.9.221.144 [app. adpst.io]

[£3] 500 726 [ap mpgpanel com]
3] 510 7IET [apl mixparsl com]
= 51007368 |aplmixparsel com]
L& 51007269 |api mixpanel com]

=) 0 51073 70 [api misparel com]

-l 5,39 44,195 [adventor com)

[+ W0 5.44.16.203 [amp. thazam com] [sple. shazsmid com]

[+ 50 5.44.16.214 [amp. shazam.com] [spike. shazamid.com]

[#- &0 54416223 [amp, shazam.com] [spie. shazamid,com]

-0 544,16 228 [amp. shazam com)] [spie. shazsmid com]

- Wi 5.44.16.251 bl bescon pre_thazamecloud com] [bescon shazam. com]
[+1- &0 5.57.16.96 [iphone-wml c. booking.com] [iphone-anl booking com]

€3] 557 18207 |bookmng-ads. com)]

[ {0 557 18 98 [secuie-iphone-xml c. booking, com] [secure-iphane-oml booking com|
- 100100100020 [Lirs)

[+ &0 17.130.137_72 [gep-22l ls-apple. com.akadne net] [gsp-s:l lz.apple. com)
(- Wl 17.130.137.75 [gsp-3:l Is-apple. com. akadnz. net] [gsp-ssliz.apple. com]
[l 0 17.130,137 77 [gsp-ssl ls-apple. com akadrs net] [gep-s5l 1. spple. com]
| it ]

.l.'r'u't Sniffing Buffer Uzage: | 1|
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GTP Traffic — why the interest?

 Now can see info: Sessions
2N MetworkMiner 1.4.1 ===
File  Tools Help
[ Select a network adapter in the list - v] [ B Star | [ Stop ]

Cleartext I Anamalies [Easclians)

Hosts [1107) | Frames [82xsx] | Files [1455] | Images (30] | Messages | Credentials (33)| Sessions (2140) | DNS [4613] | Parameters (5561] | Kepwords | Filename  MD5
Frame nr.  Client host C. port Server host 5. port Protocel [applic...  Start time i KoerBos... Badd3Z..
51 100,104, 245,65 54455 194.221.65.73 [a1441.94. akamai.net] [init-p... 80 Hitp 20-5-2014 20:58.... (3
348 100104 246 65 54472 162.217.102.127 [adz.mopub.com] an Http 20-5-2014 20:58: ...

353 100,104, 245,65 54473 216.52.203.13 [data. flurry, com] g0 Hitp 20-5-2014 20:58....
421 100104 246 65 54475 FA.277.78.7 [data.fAurry. com] an Http 20-5-2014 20:58: ...
425 100,104, 246,65 54475 162.217.102.228 [ads.mopub. com] g0 Hitp 20-5-2014 20:58:...
434 10010424665 54477 216.52.203.13 [data. flurry. com) an Http 20-5-2014 20:58: ..
502 100104246 65 54479 74.125.136.102 [wann-google-analytics L go... 80 Http 20-5-2014 20:52: ..
501 10010424665 54480 23.52.59.27 [eB218. ce.akamaiedge. net] [oc... 80 Http 20-5-2014 20:58: ..
204 100104246 65 54497 74.125.136.139 [wwn-google-analytics L go... 80 Http 20-5-2014 20:59: ..
932 100.104.246.65 54439 93.184.220.29 [cs9. wac.edgecastcdnnet] [, 80 Hitp 20-5-2014 20:59....
991 100104246 65 54498 93,184 220,29 [c:8. wac.edgecastcdnnet] [, 80 Http 20-5-2014 20:59: ..
1062 100.104.246.65 54501 216.52.203.13 [data.flurry. com] ] Hitp 20-5-2014 20:59....
1172 100104246 65 54503 23.52.59.27 [eB218.ce.akamaiedge. net] [oc... 80 Http 20-5-2014 20:59:...
1707 100,104, 246,65 54508 17.254. 3216 [wu. apple.com] [iphone-wu.ap... 80 Http 20-5-2014 2069
1708 100104246 65 54503 98.137.205.233 [any-appleweather-cache.i... 80 Http 20-5-2014 20:59:...
3308 100,104, 246,65 54529 95.101.0.83 [a675.dal. akamai.net] [a675.p... &0 Hitp 20-5-2014 21.00....
3310 100104246 65 54530 95.101.0.97 [a98E.dal.akamainet] [a986.p... 80 Http 20-5-2014 21:00:....
3449 100,104, 246,65 54533 95.101.1.208 [a442 wd5. akamai.net] [gepa.. &0 Hitp 20-5-2014 21.00....
23451 100104246 65 54534 95.101.1.208 [a442 w45 akamai.net] [gzpa... 80 Http 20-5-2014 21:00:....
3453 100,104, 246,65 54535 95.101.1.208 [a442 wd5. akamai.net] [gepa.. &0 Hitp 20-5-2014 21.00....
2347 100104246 65 54538 95.101.1.208 [a442 w45 akamai.net] [gzpa... 80 Http 20-5-2014 21:00:....
3726 100,104, 246,65 54545 74.125.136.100 [wwaw-google-analptics.l.go... &0 Hitp 20-5-2014 21:.01:...
a7Ea 100104246 65 5454 95.101.0.96 [a1412.gi3. akamai.net] [gepaZ... 80 Http 20-5-2014 21:01:...
3938 100,104, 246,65 54553 162.217.102.42 [ads.mopub. carm] g0 Hitp 20-5-2014 21:.01:...
3339 100104 246 65 54554 216.52.203.13 [data. flurry. com]) an Http 20-5-2014 21:01:... .
. e e e . e ... . . . .. .. ke Reload Case Files ]
Live Sniffing Buffer Usage: | |
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GTP Traffic — why the interest?

« Now can see info:

Images

&8 MetworkMiner 141

File  Tools Help

[ Select a network adapter in the list ---

-]

| b Start| [ Stop]

5 Caze Panel
Cleartext I Anomalies
Hosts [1107) | Frames [82x4] | Files (1458)| Images [90] | Messages | Credentials (39] | Sessions [2140) | DNS [4813) | Parameters [5561) | Keywords Filename  MD5
koenBos.. Baddiz..
= 1698841 C[3]. gif = 5A 420325 3] gif + FDE2521 03] gif _ utrn.gif. 457 33E 7C[3]. gif Defaulf{3].ipg
11, 43 B %1, 43 B 1«1, 43 B 1x1,35B 480=270, 4 V58 B
p2.BCOCEASD 3] gif imp. FADDADEA[3]. gif MYSEMT c2MiM10TUZ[3].. MWEBMTRzNzcSNDk:[3]... p2 CFES21 DC[3]. gif
141.43 B 1x41.43 B 1764262, 5 377 B 1444144, 2E7F B 1«1.43 B
i3 16254770 [3].gif w3, TFF28203[3]. gif trackkyBags_thumb_2:[3]... __ utm.gif. FFOF1A9E6[3]. gif
141,43 B 141,42 B 2504110, 2120 B 141,35 E
+ n in
il
! :u Ih [
21915427[3] jpeg MSPEOZTha19.7FDOSFIES[. . collect[21]. gif collect[22]. qif mlmzmtnacchi_wd320[3] jpg
88-88.1 362 B 351x34, 2301 B 1«1, 356 1x1,35B 320x180, Y055 B
Feload Caze Files ]

Live Sniffing Buffer Usage: |
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GTP Traffic — why the interest?

« Now can see info:

31

Cr_edentials

-

a8 MNetworkMiner 1.4.1

File  Tools Help

[ Select a network adapter in the list ---

Anomalies

Show Cookiss

Show MTLM challenge-rezponze

[T Mazk Passwords

Huoszts [873] I Frames [17xmx] I Filez [117] I Images [32] I Messagesl Credentials (3] | Seszzionz [1216] I DS I Farameters [445E6] I Keywords I Cleartest

Client

2133
100.110...

10.6.45...
95135,
10.6.37...
10,202
10,195,
10.100....
10,243,
10.243...
10.243....
192.16...

10,243
10,243
10,243
10.116....
10,243,
101838,
1010....

Server

213.254...
24213
46.441 ...
192.71....
93247,
213.206...
54229
1731594,
21774,
EE.136....
85158,
201.229...
217.148..
1731594
85171,
B2.204....
54.236....
92.146....
E3.58.1..

HTTF Coakie
HTTF Cookie
HTTF Cookie
HTTF Cookie
HTTF Cookie
HTTF Cookie
HTTP Cookie
HTTP Cookie
HTTF Cookie
HTTF Cookie
HTTF Cookie
HTTF Cookie
HTTF Cookie

U zemanme

uLid= -bd25-4807-9E.
PREF=ID=329022b4200dd3c3. .
_iwa_wid=fBa3e853-fEb4-4bZ. ..
V'=vw=1&n=1cbfz2b8pro8kEl=bE. .
aw-b=2edcf 781 24f357ebfbbel.
PREF=ID=423a754E8b231 30d...
madsid=100174749478249059.
MID=67=cTP4R4-hF&_n-M_JE. .
wordpress_logged_in_378fbEE...
_utma=41702949. 885847388,
__utma=1.1961434162.133600. ..
_utma=267201390.140531115...
_bit=H2abc36a-0001 d-01F21-24. ..

Pazzword

MAA
MAA
MAA
M/
M/
A
A
MAA
MAA
M4
M/
M/

ot ol e o o o el o et oy i £

Login timestamp

4-4-201414:34:25
4-4-2014 14:34:25
4-4-2014 14:34:26
4-4-201414:34:25
4-4-201414:34:25
4-4-2014 14:34:24
4-4-201414:34:24
4-4-201414:34:24
4-4-2014 14:34:24
4-4-2014 14:34:24
4-4-2014 14:34:24
4-4-2014 14:34:24
4-4-2014 14:34:24
4-4-2014 14:34:24
4-4-201414:34:24
4-4-2014 14:34:24
4-4-2014 14:34:25
4-4-2014 14:34:25
442014 14:34:25

m

Live Sniffing Buffer Usage: |
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GTP Traffic — why the interest?

=~ GPRS Tunneling Protocol

I Flags: 0x32
Message Type: Create PDP context request (0x10)
Length: 160
TEID: 0x00000000
Sequence number: Bx2519
M-PDU Number: ©x00
IMSI: 204091004

IMSI

.00 = Selection mode: M5 or network provided APN, subscribed verified (8]

TEID Data I: 0x384debfe
TEID Control Plane: 0x9cf72016
NSAPI: 5

End user address (IETF/IPv4)
Access Point Name: data.lycamobile.nl

Protocol configuration options
G5N address : 145.}'.-
GSN address : 145.7.

MS international PSTN/ISDN number
Quality of Serwvice

MCC
MNC
LAC
Cl

Common Flags :

RAT Type: GERAN

User Location Information
Length: 8
Geographic Location Type: ©
Mobile Country Code (MCC): Netherlands (Kingdom of the) (204)
Mobile Network Code (MNC): KPN-Mobile The Netherlands B.V. (08)
Cell LAC: 0x0c62 (3170)
Cell CI: Oxc@9c (49308)
P M5 Time Zone: GMT + 1 hours @ min
P IMEI(SV): 0114720062758705

[Response In: 41370]
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What else?
Location details
Device detail

IMEI




GTP Traffic — why the interest?

MCC, MNC, LAC, CI = your location

. http /lunwiredlabs.com/api

- |
ij API Documentation - Unw._. ‘5\ e 12
'.\(- | @ @ unwiredlabs.com/api v l (B~ imei Q) wB ¥ # |
[&] Most Visited ~ [} Gerting Started [ IT-Securityand S... [ | Apple @ iCloud [BJ Facebook [ | Twitter W Wikipedia &I Yahoo! [] News ~ »

= unwiredlabs

* LocationAP!

Home Pricing API Use Cases

Request: 1 cell | 3 cells | 6 cells Response: Location:
t A -~ Al L e

1o 1o il Ea s R .
2 "token": "21607164B", 2 "status": "ok", E[ .'i""gl'zﬁﬁé’?;;ff--{yap r 5
3 "radio": "gsm", 3 "balance": 49, h! = = T :
4 "mec": 204, 4 "lat": 51.92552, = s -
5 "mnc": 08, 5 "lon": 4.49542, | | -Zui Het La
6 "cells": [{ 6 "accuracy": 1379, ) - Las
7 "lac": 3170, 7 "address": "Willem Schhu0(
8 "gid": 49308 8}

lg "]éd. "y 1

address":
11 } 5Gra.ue|

-~ ralingen -
<4 Crooswijk

cﬁmw N|euwep1 P van, \ \f S
|fshave|-'|'l Werkf i . De Edch

SN W

: Map Data 1 kmLESizay Terms ofuse
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GTP Traffic — why the interest?

MCC, MNC, LAC, CI = your location

Request @[ H'ggﬁﬂli?;éf = . §
{ Het La:
"token": "216071648", Land
"radio": "gsm",
"mcc": 204,
"mnc": 08, Response "5-Gravel
"cells": [{ {
"lac": 3170, "status": "ok",
"cid": 49308 "balance": 49,
1, "lat": 51.92552, W b
"address": 1 "lon": 4.49542, Atshaver (Werdl” 2uid :
} "accuracy": 1379, = =il - B
"address": "Willem .l:;a;;[:;;t-a; 1 km e Terms of Use

Schurmannstraat, Rotterdam,
Stadsregio Rotterdam, South
Holland, Kingdom of the
Netherlands, 3061CT, The

Netherlands, European Union"
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GTP Traffic — why the interest?

IMEI - International Mobile Equipment Identity

= -~ "
- [ & International Numbering P... -

I(ﬂl_'d) www.numberingplans.com/?page=analysis&sub=imeinr v | (B~ imei Q)% 8 ¥+ 1 ° http://WWW_numbering

{0 Im-Securityand 5... | | Apple @ iCloud |[EJ Facebook [} Twitter W wikipe

: lans.com/
INTERNATIONA L G P

NUMBERING PLANS

{i&] Most Visited = [ | Getting Started

Analysis of IMEl humbers ,

Services It's gone. Undo
All mobile phones are assigned a unigue 15 digit IMEI
Subscriptions code upon production. Below you can check all known
information regarding manufacturer, model type, and

Numbering plans country of approval of a handset. () Inappropria

- Samsung 19505
Galaxy S4

IMEI

What was wrong with this
ad?

—

Tip! The IME! can be displayed on most mobile handsets  (
by dialling *#06#. Otherwise check the compliance pla

~
]

Number analysis tools

On-line dialling tools | YN9er the battery.

Enter IMElI number belo Google

Databases | [357634-05-201395-6 || analyse |
Example: 350077-52-323751-3
Information on IMEI 357634052913956
Instant Gramnis,” | Type Allocation Holder Samsung /
Checker Mabile Equipment Type Samsung 19505 Galaxy 54

0 o GSM Implementation Phase 2/2+

Corrects All Grammar IMEI Validity Assessment - - Very likely H a n d Set

Errors! Check Your
Wiriting For Free Now. Information on range assignment Specific

Est. Date of Range lssuance Around Q3 2012
Reporting Body British Approvals Board of Telecommunications (BABT) payl oad ?
Primary Market Europe

Your account Legal Basis for Allocation EU RETTE Directive

E-mail add
e Information on number format

|
S Full IME! Presentation 357634-05-291395-6
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GRX landscape — overview

36

Now we know the what, who, why
Now need to find and work out How to get unauthorised access?

Reconnaissance

Kill Chain (Reconnaissance - Weaponization) W
 ldentify hosts, enumerate service ONLY 'T
- Exploitation
GRX BGP routing table (MNOs)
» Total number of subnets: 4.8K
« Total IP address space: 320K

Installation

Command & Control

Actions on Objectives

Host discovery - limited port scan & GTP ping
./masscan <target> p21,22,23,25,80,139,443,445,3868,1433 -oB out-$b.bin —ping

Approximate live hosts: 42K
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GRX landscape — Looking for GGSNs

» Search for GTP ports: UDP 2152 & UDP 2123
* GTP echo request looks like this:

No. |Time |Soun:e |De5tination |Protoco| 'llnfo -
13352 2014-04-04 14:34:26.570  212.23.___ . _ Echo request

-4

P Frame 13352: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)

P Ethernet II, Src: Cisco 40:f2:4@ (00:1e:f7:40:f2:40), Dst: JuniperN_a3:18:5d (0@:1f:12:a3:18:5d)
P 802.10 Virtual LAN, PRI: 0, CFI: @, ID: 304
b
b
W

Internet Protocol Version 4, Src: 212. 23N (212.23 . ost: 1457+ -

User Datagram Protocol, Src Port: gtp-control (2123), Dst Port: gtp-control (2123)
GPRS Tunneling Protocol
w Flags: 0x32
001. .... = Verslon: GTP release 99 version (1)
..1 .... = Protocol type: GTP (1)
. 0... = Reserved: 0
0., = Is Next Extension Header present?: No

Message Typed
Length: 4
TEID: 0x00000000
Sequence number: 0xB5ad
N-PDU Number: 0x00
[Response In: 13708]
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GRX landscape — Looking for GGSNs

38

 GTP echo response looks like this:

No. |Time |Sour-:e |De5tination Protocol ~ |Info i
13357 2014-04-04 14:34:26.570 145.7. 193. 254, ‘ Echo response :r

F"ﬁ Tp.'

P Frame 13357: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) 4

P Ethernet II, Src: JuniperN a3:18:5d (00:1f:12:a3:18:5d), Dst: Cisco 40:72:40 (00:1e:f7:40:f2:40)

b 802.10 Virtual LAN, PRI: ©, CFI: 0, ID: 304

b Internet Protocol Version 4, src: 145.7 {145 7 . st 193. 254 (195.25+ )

P User Datagram Protocol, Src Port: gtp-control (2123), Dst Port: gtp-control (2123)

~ GPRS Tunneling Protocol

— Flags: 0x32
0ol. Version: GTP release 99 version (1)

Protocol type: GTP (1)
Reserved: ©
Is Next Extension Header present?: No
. Is Sequence Number present?: Yes

cevs ... 0 =T N-POU m present?: No
Message Typ
Length: &
TEID: Ox00000000
Sequence number: 0x5623
N-PDU Number: 0x00
Recovery: 12

]
- = - -
— = = s
mwomn mnm n u
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GRX landscape — Looking for GGSNs

39

Scan for GTP ports
« zmap (https://zmap.io/)
* Async & fast — ICMP, TCP, UDP
« Can scale up to 1.4 million packets/sec, good idea to rate limit

zmap -M udp -p 2123 <IP> --probe-args=file:GTP-2123-echo.pkt -o GTP-
2123-<IP>.csv-B 1G

Now you’ve found a GTP port, then what?
« Send PDP context request to confirm active GGSN

OpenGGSN project (http://sourceforge.net/projects/ggsn/)
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GRX landscape — Talking to GGSNs

« SGSNEMU (part of OpenGGSN)
« connections to the GGSN
* ping request, create PDP context
« forward packets to connections on Gn/Gp interface.

# sgsnemu --listen 192.168.253.249 --remote xx.xx.xx.xx --timelimit 10 --contexts 1 1 --apn internet --imsi
240011234567890 --msisdn 46702123456 —create

<ship>

Initialising GTP library

openggsn[21672]: GTP: gtp_newgsn() started
Setting up interface

Done initialising GTP library

Sending off echo request GTP daemon ready to talk!

Setting up PDP context #0

Waiting for response from ggsn........
Received echo response

Received create PDP context response.
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GRX landscape threat profile — DNS servers

 DNS on GRX used for resolving APNs to set up GTP tunnel

« Typical query for KPN looks like this:

« dig internet.mnc008.mcc204.gprs @ <DNS IP>
globally agreed APN

DNS response:
:» Got answer:
;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 26251
;; flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 4, ADDITIONAL: 8

;; QUESTION SECTION:
;internet.mnc008.mcc204.gprs. IN A

;; ANSWER SECTION:

internet.mnc008.mcc204.gprs. 300IN A 145.7.xx.xx
internet.mnc008.mcc204.gprs. 300IN A 145.7.xx.xx
internet.mnc008.mcc204.gprs. 300IN A 145.7.xx.xx
internet.mnc008.mcc204.gprs. 300IN A 145.7.xx.xx
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GRX landscape threat profile— DNS servers

 Enumerate versions of DNS

« Command to get Bind version:
* dig chaos txt version.bind @<DNS IP>

* BIND versions 9.2.3 t0 9.8.1-P1
* Microsoft DNS 6.0.6002

» Outdated versions with publicly known vulnerabilities
DoS

CVE-2012-516
| | / CVE-2012-4244
* Bind version 9.2.3
DoS & Buffer Overflow
* Bind 9.8.1-P1\ CVE-2013-4854
CVE-2013-3919

CVE-2013-2266

* Aside from GTP & DNS — what else?
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GRX landscape threat profile — SMTP

. : e Remote Root Exploit
Cisco PIX sanltle CVE.2010-4344

 Exim smtpd 4.63

* Microsoft ESMTP 5.0.2195.6713

« Postfix smtpd Remote Code Execution

. Sendmail 1.0, 2.5.3 CVE-2006-0058
. Sendmail 8.11.1, 8.116+Sun,8.11.7p1+Sun/8.11.7
. Sendmail 8.12.9+Sun/8.12.9, 8.13.3 rev 1.001

« Sendmail 8.13.7+Sun,;8:13.8+Sun/8.13.8, 8.14.1/8.14 1,
8.14.5+Sun/8.13.4
Remote Code Exec

« Sendmail 8.9.3 CVE-2003-0694
« netgmail smtpdN
. qma” Smtpd Buffer Overflow

CVE-2002-1337
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GRX landscape threat profile — FTP servers

- BSD ftpd 6.00 Buffer Overflow « 3Com 3CDaemon ftpd

. Cisco ftpd 5.3.1 CVE 2001-0053 . Axis 211M Network

. HP-UX ftpd 1.1.214.8 Buffer Overflow | -+ BulletProof FTPd

+ Microsoft ftpd 5.0 CVE-2003-0466 | . Fjezilla ftpd 0.9.33, 0.9.40

* OpenBSD ftpd 6.4 (Linux port 6.4)  ProFTPD 1.3.0, 1.3.1

« Sun Solaris 8 ftpd  Pure-FTPd

» TopLayer/Alcatel ftpd « Serv-U ftpd 6.0

* VxWorks ftpd 5. BoF/DoS

+ WU-FTPD 2.6.1 (revision 4.0), wu- | CVE-2002-2300 RO o care
2.6.1-16

« vsftpd 2.0.4, 2.0.5, 2.0.7,2.2.2\ DoS

CVE-2011-0762

Banner based only!
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GRX landscape threat profile — Web servers

» Apache Tomcat/Coyote JSP engine 1.0, 1.1 Remote Code Exec
- Apache httpd 2.0.59, 2.2.14 (M CVE-2010-0425

* Apache httpd 2.2.14 (Win32)

« Apache httpd 2.2.15 (Red Hat)> Remote Code Exec
« Apache httpd 2.2.21 (Unix) CVE-2013-1862

» Apache httpd 2.2.22 (FreeBSD)

* Apache httpd 2.2.26 (Unix)

« Apache httpd 2.2.3 (CentOS)
» Apache httpd 2.2.9 (Debian)
» Cisco ASA firewall http,Cisco I0OS

Remote Code Exec
CVE-2008-1446

inistrative httpd DoS/Code Exec

* Microsoft IIS webserver 5.0, 6.0, 7.5 CVE-2002-0392

* MiniServ (Webmin httpd)

* Netscreen administrative web server (Virata-EmWeb/R6_0 1)
* Oracle HTTP Server Powered by Apache 1.3.22

 lighttpd 1.4.13

Why are these servers even here??
45 On Her Majesty's Secret Service - GRX & A spy ,. k p n

agency



GRX landscape threat profile — Telnet daemons

46

Alcatel 7750 SR router telnetd
BSD-derived telnetd

DoS

CVE-2001-0348

Cisco I0S telnetd

Cisco PIX 500 series telnetd
Cisco or Edge-core switch telnetd
Cisco router
HP-UX telnetd
Huawei Quidway Eudemon firewall telnetd
Linux telnetd
Microsoft Windows 2000 telnetd

Microsoft Windows XP telnetd

Netscreen ScreenOS telnetd

Nortel Extranet Contivity Secure IP Services telnetd
Openwall GNU/*/Linux telnetd

Sun Solaris telnetd

Seriously?!

On Her Majesty's Secret Service - GRX & A spy
agency

Remote Code Exec

MS01-031

Login Bypass
CVE-2007-0882

@wkpn



GRX landscape threat profile — SMB (Server

Message Block)

« Mainly used for providing shared access to files
« directly over TCP/445
« via the NetBIOS API (TCP/139)

« SMB null sessions = blank username & password Remote Code Exec
. /smbclient —N —L //<IP> CVE-2012-1182

Some OS seen: Remote Code Exec

- Domain=[WORKGROUP] OS=[Unix] Server=[Samba 3.6.3] / CVE-2008-4835
CVE-2012-1182

* Domain=[XX] OS=[Windows 5.0] Server=[Windows 2000 LAN Manager]

* Domain=[WORKGROUP] OS=[Windows Server 2008 R2 Standard 7601 Service Pack 1]
Server=[Windows Server 2008 R2 Standard 6.1]

* Domain=[WORKGROUP] OS=[Windows Server 2003 3790 Service Pack 2] Server=[Windows Server
2003 5.2]

Looks like people are mixing GRX and

office network!
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GRX landscape threat profile — SMB

* Information disclosure via null session

#winfo XX XX XX.XX -n
winfo 1.6 - copyright (c) 1999-2002, Arne Vidstrom
- http://www.ntsecurity.nu/toolbox/winfo/

Trying to establish null session...
Null session established.

USER ACCOUNTS:
* udadmin PASSWORD POLICY:
(This account is the built-in guest account) min pw length: 5
* udadmin min pw age: 0 (in days)
* root max pw age: forever.
* ftouser1 pw hist len: 0
No account lockout.
SHARES:
*IPC$
* DataDisk2
48 On Her Majesty's Secret Service - GRX & A spy " DataDisk1 @ k p n

agency



GRX landscape — SNMP (UDP/161)

» Default community strings: PUBLIC & PRIVATE
» Possibly execute arbitrary commands
« Shutdown machines
« Stop & start tasks, change settings
- Gain valuable information Cisco 10S 1841
sysDescr.0 = STRING: AGENT++v3.5.27 ATM Simulation Agent CiSCO IOS 2800

- sysDe{ Cisco 10S C2600 e 1841 Software (C1841-IPBASE-M), Vers Cisco 10S 3800

* sysDe;g i are, 2800 Software (C2800NM-ADVIPSERV c

- sysDe{ Cisco IOS C2900 |re, 3800 Software (C3825-IPBASE-M), Vers Cisco 10S 7200

* sysDe;j . are, 7200 Software (C7200-ADVENTERPRISERY-M), Version TZ2.4{4)T1

. syspe] CiSCO I0S C3560 |, 1900 software (C1900-UNIVERSALK9-M), Version 15.1(4)M4

* sysDe;j CiSCO |os C3900 are, C2600 Software (C2600-IPVOICE_IVS-M), Version 12.4(9)T

* sysDe;s re, C2900 Software (C2900-UNIVERSALK9_NPE-M), Version 15.1(4)M3

» sysDescr.0 = STRING: Cisco I0S Software, C3560E Software (C3560E-UNINMERSAL K9-M) Version 12 2(50SE?2

» sysDescr.0 = STRING: Cisco I0S Software, C3900e Software (C3900e-UNI :

+ sysDescr.0 = STRING: Cisco I0S Software, c7600rsp72043_rp Software (c7 C!SCO IOS C7600 n
15.1(3)S5 Cisco I0S-XE

+ sysDescr.0 = STRING: Cisco I0S Software, C880 Software (C880DATA-UN -

. sysDescr.0 = STRING: Gisco I0S Software. 10S-XE Software (PPC_LINUX | C1SCO CSP VPN Gate 3.1

» sysDescr.0 = STRING: Cisco I0S Software, MWAM Software (MWAM-G8IS

+ sysDescr.0 = STRING: CSP CSP VPN Gate 3.1.10330 DrayTek COl'p

+ sysDescr.0 = STRING: DrayTek Corporation Ericsson IPOS-12.1

+ sysDescr.0 = STRING: DT 815

» sysDescr.0 = STRING: Ericsson IPOS-12.1.109.8p1-Release
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GRX landscape — SNMP

- SNMP UDP/161
« Default community strings: PUBLIC & PRIVATE

Windows 2000

Windows 2003 6 Family 15 Model 4 Stepping 8 AT/AT COMPATIBLE - Software: Windows Version

Hexabyte ADSL 6 Family 6 Model 11 9

Huawe’:tVRp I orfree) | Huawei Quidway E300 FW/VRP Router
SL

Linux ADSL2PlusRouter hile Routing Plator Redback Networks SmartEdge OS

SYySDESUI.U — O TNV, LITTUX rooczPlusRouter 2.6.19 #2 \ SUN NETRA X4250
sysDescr.0 = STRING: Linux iTOP-01 2.6.32.59-0.7-defaul

sysDescr.0 = STRING: Product: MG 2K;SW Version: 5.60.( SUI‘IOS 51 0
sysDescr.0 = STRING: Quidway E300 Firewall, Huawei Ve| Sun Netra-240
sysDescr.0 = STRING: Redback Networks SmartEdge OS VETSIOn SEUS-TT. 1.Z.9-RKEEase
sysDescr.0 = STRING: RouterOS CCR1036-12G-4S

sysDescr.0 = STRING: SUN NETRA X4250, ILOM v3.0.3.30, r47608

sysDescr.0 = STRING: SunOS dpireport 5.10 Generic_127128-11i86pc

sysDescr.0 = STRING: Sun SNMP Agé
sysDescr.0 = STRING: TANDBERG ¢{ TANDBERG Codec

sysDescr.0 = STRING: ucd-snmp-4.1.3
sysDescr.0 = STRING: ZXR10 ROS V¢4 RedHat eCOs n ZXR10 G-Series&8900&6900

V2.8.01.C.27.P06 Copyright (c) 2001-2 ZTE ZXR10 ROS V4.8.11.01 |17:15:50

» sysDescr.0 = STRING: ZXR10 xGW-1{ 5SN)V4.10.10(1.0.0)
» sysDescr.0 = STRING: ZyXEL MAX-20 ZTE ZXR10 GGSN V4.10.10

ZyXEL MAX-207HW2
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GRX landscape — the numbers

« Summary of open ports on GRX hosts found during this “light” survey

Open port Number

NNS | INDP/RA 413
These were found from the Internet!
UDP/2152 1042

Diameter TCP/3868 177

Out of the 42K GRX live hosts
5.5K hosts from 15 operators were reachable from the

Internet!
SMB TCP/139 208
TMDI/IAAR 11K
May not need to be in GRX to access GRX
SNMP UDP/161 219

_ Y
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On Her Majesty's Secret Service - GRX & A spy

agency - Conclusion

GRX traffic is interesting (and definitely for spy agencies!)

GRX is not a closed off network as was agreed

15 operators distribute BGP route prefixes to both GRX & Internet

5.5K GRX hosts reachable from the Internet

Misconfigurations, vulnerable & unnecessary services running

Security best practices such as ingress filtering not commonly adopted

Mobile operators need more security awareness & testing
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Mitigation & best practises

All systems

BGP

53

i bllvadi P

Frs ] wﬂmhmﬂln = it ,l!ll.ll"ﬁ'i'hl]

Don't buy angw one — fix

How to Fix
Everything

Remove GRX prefixes from Internet routers DLEMMIES

Use BGP authentication —
Routers import only specific prefixes from specific AS fx it yoursel

frafipful Rints!
numbers with roaming agreements A Reference
ilteri Rest of Us!
Ingress filtering S

FTLE a7 ol ey ey

Update & apply security patch
Harden and remove all unnecessary services

« permit BGP sessions Gy O
 block spoofed IP addresses (RFC1918,3330 & mpim e R

own |Ps)

« permit GTP (v1&2) towards GGSNs

« permit DNS traffic to DNS systems

« permit ICMP echo-reply & request from upstream
interface

* block all others
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Thank you! Resource list

OpenGGSN project
http://sourceforge.net/projects/ggsn/

Location API
http://unwiredlabs.com/api

Network Miner
http://www.netresec.com/?page=NetworkMiner

ZMAP
https://zmap.io

Masscan
https://github.com/robertdavidgraham/masscan

GTP specification
http://www.3gpp.org/DynaReport/29060.htm

rob.kuiters@kpn.com
stephen.kho@kpn.com
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