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Google Toolbar:
The NARC Within

“The” Google

What would we do
without them/it?

Pleage allow four to six weska for results.




00gle Toolbar:

JRLs, URLs
everywhere...

Home, work,
on the go?



Google Toolbar:
The NARC Within

Google Toolbar is the
Solution?




oolbar:
C Within

ease”?




Google Toolbar:
The NARC Within

Of course it's good, it's
free!
Adobe Flash Player

Install Adobe Flash Player

Adobe Flazh Player version 9.0.124.0
Windows, Internet Explorer
Different operating system or browser?

Learn mare | System requirements | Distribute Flazh Playver | Installation instructiong

Also install:

. Gt = GawGE M s D= 1 beckewins G0 LT Baded
Search Google from amy web page, block popups
Leam mare | Privacy policy | License

2 Agree and install now




gle Toolbar:
IARC Within |

enever | w .,

you need it
No more lost URLS!

Happy!

~SOME DAYS~

they just start better than others



Google Toolbar:
The NARC Within

Time passes....

You bookmark your
discoveries

Happy!




Google Toolbar:
The NARC Within

bookmark any prOn?

| <~ MIDGET PORN




oogle Toolbar:
he NARC Within

You log in to google
and of course use the
toolbar with all your
handy bookmarked
urls.



Corporate Security

You probably have
a corporate
security
department?

They probably
watch you?
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Toolbar Traff

?

What happens
when you access
the toolbar*

Lets untangle



Demonstration

— e R
- T T H




2 Google - Microsoft Internet Explorer

File Edit Miew Faworites Tools  Help

Wh at We & </ \ﬂ @ h /r.—_xj Search “E::(’ Favorites ,@:} [_:, :i .3

Address |@h| htkp: /e, google. cann) v Go | Links ¥

SaW Go glE| v (Y search - - Pl share B~ ‘i:i‘| v| B €, ~ @ defeonia -

Web [mages “ideos Maps MNews Bookmark this page... .com | iGoogle | Settings ¥ | Sign oot
Manage all. ..

@ DEF COME Hacking Conference - The Hacker Cammun, ..
U Freaky Midgets - We Know How To Get Qur Freak Onl
&I Yahoo!

Refrash
Import IE Favorites. ..

For every url,
google
attempts a hit
to the
favicon.gif or
favicon.ico url i

Advanced Search
Language Tools

Google Search ] l I'm Feeling Lucky ]

ﬂ Inkernet
a Google - Microsoft Int... 4'! :,.- 10024 PM

L %

v

Alab/documenks-deFeonld

round  Terrninal

A1, 1

rk HTTP<1.,1 f{applications x—imwu

A1,1
nark HTTP-1,1 {applications



Favicon.peap - Wireshark

File Edit View Go Capture Analyze Statistics Telephon! Tools Help
SE@eege tEXEE WeruwF R EE QA MMEER O
E] Filter: [|http contains favicon Ll + Egpression...l % CIea[l anply

Time Source Destination Protoco

2010-06-19 23:01:47,135391 72.14.213.138 10.200.1.6 HTTR/¥ML HTTP/1.1 200 OK
2010-06-19 23:01:49,154271 10.200.1.6 173.14,.243.228 GET /favicon.ico HTTP/1.1
2010-06-19 23:01:49, 300198 10.200.1.6 67.195.145.137 GET ffavicon.ico HTTP/1.1

= HTTP chunked response
b Data chunk (1032 octets)
P End of chunked encoding
= eXtensible Markup Language
bo<?xml
= <xml_apl_reply=>
version="1"
= <bookmarks>
= <hookmarks>
= <title=
DEF COW%3024.256 Hacking Conference - The Hacker Commun...
</title>
=urls
<timestamp=>
<id>
<attributes=
</bookmark>
<bookmark>
<bookmark>
= <title=
Freaky Midgets - We Know How To Get Our Freak On!
</title=
Boaurl=
b <timestamp=
bo<ids
¥ <attributes>
= <attribute=>
¥ <names>
favicon_url
</name=>
¥ <valuex
http://www. freakymidgets.com/favicon.ico
</value>
</attribute=
</attributes>
</bookmark=
</bookmarks>
</xml_apl_reply=
m |
(O] Frame (frame), 194 bytes {| Packets: 1846 Displayed: 4 Marked: 0 {| Profile: Default
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luecoat
tch traffic in realtime:

ersecret --no-check-certificate -O - -q



Forensics
iIndex.dat files?

Nope..the toolbar generated the traffic, not IE.

41
»

Favicon.peap - Wireshark

File Edit View Go Capture Analyze 5Statistics Telephony Tools Help

Basee cEXEL A evpTF L ERE QQAAR WM H
E]Filter: http contains favicon L|+E5pressicn... & ar

184 2010-06-19 23:01:47,13539]1 72.14,.213.138 10.200.1.6 HTTR/XML HTTR/1.1 200 0K

215 2010-06-19 23:01:49,154271 10.200.1.6 173.14. 243,228 HTTP GET /favicon.ico HTTR/1.1
228 2010-06-19 23:01:49, 300198 10.200.1.6 67.195.145.137 HTTF GET /favicen.ico HTTR/1.1
236 2010-06-19 23:01:49,.380124 10.200.1.6 66.11.115,139 GET /favicon.ico HTTR/1.1

Frame 236 (239 bytes on wire, 239 hytes captured)
Ethernet II. Src: RealtekU 00:ee:92 (52:54:00:00:ee:92), Dst: 0a:d9:9a:b5:ff:61 (0a:d9:9a:b5:ff:61)
Internet Protocol, Src: 10.200.1.6 (10.200.1.6), Dst: 66.11.115.139 (65.11.115.139)
Transmission Control Protocol, Src Port: mil-2045-47001 (1581), Dst Port: http (80), Seq: 1, Ack: 1, Len: 185
Hypertext Transfer Protocol
P GET /fawvicon.ico HTTR/1.1%r\n
User-Agent: Mozilla/4.0 (compatible; GoogleToolbar 6.4.1321.1732; Windows XP 5.1; MSIE 6.0.2800.2180)%r\n
Host: www. Treakymidgets. comirin
Connection: Keep-Alive'rin
R ail




Workarounds
Firefox Plugins to the rescue?:

Places pack from Andy Halford:

SyncPlaces:
https://addons.mozilla.org/en-US/firefox/addon/8426/

CheckPlaces:
https://addons.mozilla.org/en-US/firefox/addon/10897/

SortPlaces:
https://addons.mozilla.org/en-US/firefox/addon/9275/



C;') http:/iwww. andvhalford. com/syncplaces

Remote

[ Send Bookmarks/Passwords j

[ Receive Bookmarks/Passwords

Yy

Last sent
Last received

Local

[ Backup ‘F) [ Restore "':]
XBEL

[ Export ) I: Import j
Status

[{:T-:j r:ancelj (v options)

C;') http:/iwww. andyvhalford. com/syneplaces

Gptinnslhdvanced|

Protocol  (Ohttp (O https (ftp @file
Host
User

Password

[ Run Wizard next time

[@Cancel} [ v OK ]




vicon.ico?
generated by syncplaces:

,faviconuri":"http://s.com/favicon.ic

O

"mimeType":{"value":"image/png"},"data":
[137,80,78,71,13,10,26,10,0,0,0,13,73,72........






hat to do?




What else to do?

Or, write some
code to straighten
up the .json and
remove bookmarks
that you don't want
ending up at work.




File Edit Wiew Go Capture Analyze Statistics Telephony Tools Help

= &l B EEHXEE A o F ETEE Qe lEEE B

E] Filter: {|http Ll + Expression... | % Cleagl q?ﬁtpphrl

Mo, . Time Source Destination Protocol | Info
0 2010-06-19 21:21:21.9859713 10,200.1.6 74.125,127.103

10 (734 bytes on wire, 734 bytes captured)

b Ethernet II, Src: RealtekU 00:ee:92 (52:54:00:00:ee:92), Dst: 0a:d9:9a:b5:ff:61 (0a:d9:%9a:b5: ff:61)
b Internet Protocol, Src: 10.200.1.6 (10.200.1.6), Dst: 74.125.127.103 (74.125.127.103)
P Transmission Control Protocol, Src Port: novation (1322), Dst Port: http (BO). Seq: 1. Ack: 1. Len: 580
= Hypertext Transfer Protocol
P GET / HTTR/L.1%r\n

Accept: */*\rin

Accept-Language: en-ush\rin

Accept-Encoding: gzip, deflate’rin

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0: Windows NT 5.1: SV1: GTBS.4)\r\n

Host: www.google.comirin

Connection: Keep-Alivedrun

[truncated] Cookie: PREF=ID=b34056e0173ecOb4d:U=ded58cf4e8988a77: TB=5:TM=1248145528: | M=1277007471 : DN=BZ2250AhG6zcH: S=21bv rSHTkHfD40ZM; NID=35=cDCwXY!

A

K1 |

*

[»]

[«]

(O] Frame (frame), 734 bytes | Packets: 86 Displayed: 13 Marked: 0 | Profile: Default




File Edit \iew Go Capture Analyze Statistics Telephcmg Tools Help

EL L

[ EEHXSE AaesnF LT EE QAQQF WEMEX B

E] Filter: Ihttp contains favicon

ﬂ + Expression... | % Clea[| qﬂ?hpphr|

Mo, . | Time Source Cestination Protocol | Info =
184 2010-06-19 23:01:47,13539]1 72.14,.213,138 10.200.1.6 HTTR/XML HTTR/1.1 200 0K
215 2010-06-19 23:01:49,154271 10.200.1.6 173.14,.243, 228 HTTF GET /favicon.ico HTTP/1.1
228 2010-08-19 23:01:49, 300198 10.200.1.6 67.195,145,137 HITF GET /favicon.ico HTTP/1.1
236 2010-06-19 23:01:49, 380124 10.200.1.6 65,.11.115.139 GET /favicon.ico HTTR/1.1

K

B Frame 236 (239 bytes on wire, 239 bytes captured)
b Ethernet II, Src: RealteklU 00:ee:92 (52:54:00:00:ee:92), Dst: 0a:d9:9a:b5:ff:61 (0a:d9:9a:b5:ff:61)
b Internet Protocol, Src: 10.200.1.6 (10.200.1.6), Dst: 66.11.115.139 (66.11.115,139)
B Transmission Control Protocol, Src Port: mil-2045-47001 (1581), Dst Port: http (80), Seq: 1, Ack: 1, Len: 185
< Hypertext Transfer Protocol

b GET /favicon.ilco HTTR/1.1%r\n

User-Agent: Mozillas4.0 (compatible; GoogleToolbar 6.4.1321.1732; Windows XP 5.1; MSIE 6.0.2800.2180)\r\n

Host: www.freakymidgets.com\rin
Connection: Keep-Alive\rin
W




ating? (aka stalking)

from coffee shop wifi?

http://tagcrowd.com/

http://www.wordle.r

Python/regex= new tool gtoolbarsnoop.py?
tcpdump -i ethO -sO -w — port 80| ./gtoolbarsnoop.py --icons --titles -f -


http://tagcrowd.com/
http://www.wordle.net/create




ookmarks?!

2l Google - Microsoft Internet Explorer, E@
File  Edit 4 Favorites  Tools  Help

L.com | (Google
r A faster way to browse the web

Install Google Chrome

\E10 DSIC

rookEge!~homes jab-/documents/deFecaniB

Eterm Font B und  Te

Cookie; PREF=ID=eB03865fcebBbl92;TM=1277612210: L M=1277612210:5=5BNdwekgtumyfH5z: NID=36=R-zoyxjIFY(
EHiIszMSRvramOokzE56tYxdg_IdlgedpbnSonl0vylveedi: SID=DUAARAHWAAREBEDWYRd-DLLpAF JF<Jic2xs9e2l Z11i0l1M
F-kPEzJE-Vz3To-DktonbOg2AllonueGEZRYILEpRyTplFgty0S3y re_aOh_aH7vZpEUg: HSID=AnHY1L_d3JdzgBclT

al

gtoolbarsnoop: Found hookmarks

Converszation: (('192,168,1,11', 2561, ('74,125,127,102', B8O}

clientIP: 192,1658,1,11

HTTF~1,1 20 0K

Fragma: no-cache

Cache-Controlt private, no-cache. no-cache="Set-Cookie", proxy-revalidate
Expiresy Fri, Od4 Aug 1978 12:00:00 GMT

Content-Typet: texts/xml: charset=UTF-8

Set-Cockie; PREF=ID=e803865Fceb8bl192 1 U=c26ddecdBhBE26289: TM=127751 2210 LM=127 7612225 DW=822250Ah5zc
omain=, goozle, com

#-Content-Type-Options: nosniff

Date: Sun. 27 Jun 2010 04:17:085 GMT

Servert Search-History HTTF Server

®-¥55-Protection: 1: mode=klock

Transfer-Encoding: chunked

ddd

<?xml version="1,0"7r<{xml_api_reply version="1"»<bookmarksr<bookmark><title>DEF COMA® Hacking Confs
ctimestamprlZ277012341026006 4 timestamp» (idrdB0OR0IZTO071 876824 < id> {attributesr {attrikbuter {namekfav
buter < attributes? { bookmark><bookmark><titleXYahoo! < titler<urlrhttp:s/ Ao, yahoo, coms P r0=12770108
2oe/idryattributesr <attributel {nameXfavicon_url < namer<valuerhttpi Awag,yahoo,comsFavicon, icod /value
- e Know How To Get Our Freak Onl<Atitler<urlrhttpis A, freakymidegets, comstour, html?hitsid=43382¢
dx5156140249493760326 4 1dr <attributesr <attribute? {name>favicorn_url < name> <valuerhttp: /A, Freakuym
kmark»<title*The Church of Jezus Christ of Latter-day Saints< title<urlrhttp: A, lds, org’/ldsorg
timestamprl12770108235750dE < timestamp> <id>1206d4102051571604541 <~ id> <labels><label’> k< lakel> < labe
z,orgsfavicon, icod valuer < attributer <attributer <name>favicon_timestamp < namer <valuer < valuer < att
wWitterd titlek<urlrhttps: /“twitter,coms/_defocon_< url><timestamp>l2770108235756d6 < timestampr {id>Z9]
ttributer <namerfavicon_url< namer <valuerhttp: "~ twitter,com favicon,icod valuer < attribute> {attribuf
ezr < /bookmark? <bookmark> <title*Yahoo! < titleX url>http: i, yahoo, com’ < url><{timestampr 127701082 3"
elx<label>" k< lakelr < labelsr<attributesr<attribute? {namexfavicor_url </ nameX<valuerhttp: A, yahos
FebitledMSH, com< /titler <urlrhttp: Au, man, comsS<Surlr <timestampr 127 7010823570040 < " timestamp? <id>1 31
attributer <namerfavicon_url< /namer<valuerhttp: /' col,stc,z-m=n, com brsc/ i DF - 854Fd951FCEFEC4R0B9Z20
amerivaluer s uvaluer < attributer < attributesk < hookmark: <hookmark><title>BP Global | BP<4 titleX<url
Ao urlr»<timestamp» 127 70108235706 da < " timestamp> {id>1 7021067 2d27R3E22d402 </ 1d> <label =¥ {label > k< Labs
luer < attributer<attribute’ {name>favicon_timestamp < namer walouerl27 7006525 valuer {/attributer </ att
Atitler<urlrhttp: A, xxxmideetporn, coms < urls <timestampr 1 2770107995087 37 < timestampr <id>10504804¢
cattributesk <attribute? <namerfavicon_url< name><valuer < valuer < attributer<attribute? <name:favicon
ookmarky {/bookmarks? </ xml_api_replyk



ark forensics

0878</url>

tamp>

<attributes>
<attribute>
<name>favicon_url</name>
<value>http://www.yahoo.com/favicon.ico</value>
</attribute>
</attributes>

</bookmark



kmark forensics

copyarticle.do?
2055</url>
3575646</timestamp>
>17521067242763822402</id>
<labels>
<label>*k</label>
</labels>
<attributes>
<attribute>
<name>favicon_url</name>
<value/>
</attribute>
<attribute>
<name>favicon_timestamp</name>
<value>1277006535</value>
</attribute>

</attributes>
<c/hnoakmark>



Shocking
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