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Cypherpunks
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Dangerous
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Scared
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The Fuck
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Out Of Them
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Ultimate Control  No Control→
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As Dangerous?

=
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Cryptography Is Not A Banana

!=
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Cypherpunks Write Code!
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“PGP: source code and internals”
MIT Press 1995
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2000 == game over?
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the spread of information is 
inevitable
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predictions

● Anonymous digital cash will flourish. 
● Intellectual property will disappear.
● Surveillance will become impossible.
● Governments will be unable to continue 

collecting taxes.
● Governments will fall.
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10 years on
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Is This Victory?

● Everyone's mother has an illegal copy of an 
mp3 somewhere.

● Cryptography is everywhere.
● There are actual darknets which should make 

the eradication of information impossible.
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surveillance > privacy
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What Happened?
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future
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facism
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social democracy
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Choice



  
Moxie Marlinspike

Institute For Disruptive Studies



  
Moxie Marlinspike

Institute For Disruptive Studies

Bob

Eve

Carol

Alice

Trent

Mallory

ZoeMe



  
Moxie Marlinspike

Institute For Disruptive Studies

Bob

Eve

Carol

Alice

Trent

Mallory

ZoeMe



  
Moxie Marlinspike

Institute For Disruptive Studies

Bob

Eve

Carol

Alice

Trent

Mallory

ZoeMe

Codified
Communications

Channel



  
Moxie Marlinspike

Institute For Disruptive Studies

Bob

Eve

Carol

Alice

Trent

Mallory

Zoe

Me

Codified
Communications

Channel

“No Network Effect”



  
Moxie Marlinspike

Institute For Disruptive Studies

Me

Codified
Communications

Channel
Zoe

Carol

Trent

Mallory

Eve

Bob
Alice



  
Moxie Marlinspike

Institute For Disruptive Studies

Me

Codified
Communications

Channel
Zoe

Carol

Trent

Mallory

Eve

Bob
Alice



  
Moxie Marlinspike

Institute For Disruptive Studies

Me

Codified
Communications

Channel
Zoe

Carol

Trent

Mallory

Eve

Bob
Alice

“No Network Effect”



  
Moxie Marlinspike

Institute For Disruptive Studies

What kind of choice?
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The push to expand choice scope

Mobile Phone

Lo
ng distance locals

Texts from
 friends

Make plans

Society
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Small Chocies  Big Choices→



  
Moxie Marlinspike

Institute For Disruptive Studies

everywhere
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Another Example
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Another Example
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google analytics == not evil?
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Another Example
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Expand the scope of the choice
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significant?
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Total Information Awareness

“...data must be made available in large-scale 
repositories with enhanced semantic content for easy 
analysis...” 

-John Poindexter
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A System For Easy Data Mining

● Store all:
● Email
● Web Traffic
● Credit Card History
● Medical Records

● Develop the technology to easily mine the 
massive amount of data you collect.
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the totalitarian future,
the cypherpunk nightmare
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People Freaked Out
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A System For Easy Data Mining

● Store all:
● Email
● Web Traffic
● Credit Card History
● Medical Records

● Develop the technology to easily mine the 
massive amount of data you collect.
● That's Google's jam!
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Intent
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Surveillance Business
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Effect is the same
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Who knows more about the citizens in their own 
country, Kim Jong-Il or Google?
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Choice
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The choice is expanding
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society
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Trends Have Changed

● Technology alters society.
● Information accumulates in distinct places as a 

result.
● Eavesdroppers move to those points of 

accumulation.
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Past was direct
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Present is subtle
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Present is subtle
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Thoughts for the future

1. Deal with the choices that aren't choices.
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Acknowledge
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Choices  Expanding→



  
Moxie Marlinspike

Institute For Disruptive Studies

Choices  Demands→
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Some Projects
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What's up with Google?

● They have an awful lot of data.
● They record everything. Your IP address, the cookie they 

issue, your search requests, the contents of every email 
you've sent or received, the news you read, the places you go, 
even your TCP headers. They're even collecting realtime GPS 
location and DNS lookups.

● The know who your friends are, where you live, where you 
work, and where you spend your free time. They know about 
your health, your love life, and your political leanings.

● They know not just what you're doing, but also a lot about 
what you're thinking.
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Control the terms

● “We anonymize your data after nine months.”
● “Anonymize” means drop the last octet of an IP 

address. And cookies are simply translated.
● “We take privacy so seriously that we put it 

under your control.”
● Only shows you some of the information that they 

are most obviously capable of connecting to you.
● Requires that you have an account, be logged in 

while using services, and maintain a consistent 
cookie in order to participate.
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“If there's something 
you don't want 
anyone to know, 
maybe you shouldn't 
be doing it in the first 
place.” 

– Eric Schmidt, 
Google CEO
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“aurora” was about intercept
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GoogleSharing
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Premise

● The scope of the “Google choice” has become 
quite large.

● We need some innovation that allows us to 
reject this type of false choice while still 
maintaining anonymity.

● We need anonymous access to Google 
services that is fast and reliable.
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GoogleSharing

+
GoogleSharing
Proxy Server+
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GoogleSharing
Proxy

G  o  o  g  l  e

Internet
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GoogleSharing
Proxy

Identity

Identity
Identity

Identity
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facecloak
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Prof. Urs Hengartner
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twitter
broadcast || conversation
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Second thesis
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crypto war  data freedom→
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Future of data control
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Projects born out of reality
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darknets, data havens, hidden 
services
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Not the future we got
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Privacy advocates love “the other.”
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“Iran launches national email service”
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loss on crypto
giving up  changing strategies→
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Key escrow  Key disclosure→
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Regulation of Investigatory Powers Act
(RIPA)
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key disclosure
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no forward security
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Tasks For The Future

1. Deal with the choices that aren't choices.

2. Worry a little less about information freedom.

3. Worry a lot more about forward security.



  
Moxie Marlinspike

Institute For Disruptive Studies

“Off-the-record communication,
or, why not to use PGP”

- Nikita Borisov, Ian Goldberg, Eric Brewer
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PGP Model

BobEmail 1

Bob's
Public Key

+

BobEmail 2

Bob's
Public Key

+

BobEmail 3

Bob's
Public Key

+
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PGP Model

● One key compromise affects all previous 
correspondence.
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PGP Model

● One key compromise affects all previous 
correspondence.

● The secrecy of what I write is function of your 
security practices.
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PGP Model

● One key compromise affects all previous 
correspondence.

● The secrecy of what I write is function of your 
security practices.

● There is authenticity, but no deniability.
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PGP Model

-----BEGIN PGP SIGNED MESSAGE-----

Hash: SHA1

Hey Bob, today I was thinking that Eve is a real jerk.

-----BEGIN PGP SIGNATURE-----

iEYEARECAAYFAkumY0MACgkQ2yS3tG03iIJhAACgiufmacfyU
M/9PYcVS2Mdb9tdmhYAoO4P0pZug2D7BuFEPkLovKpipore=8
rKh

-----END PGP SIGNATURE-----
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undeniable
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OTR Model

BobKey Exchange Part 1

Signed With
Alice's Private Key

Alice

BobAlice Key Exchange Part 2

Signed With
Bob's Private Key
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OTR Model

BobMessage 1 || Key Exchange Part 1

Current
Key

+Alice

Bob

Current
Key

+Alice Message 2 || Key Exchange Part 2

BobMessage 3 || Key Exchange Part 1

Current
Key + 1
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Bob
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Key + 1

+Alice Message 4 || Key Exchange Part 2
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OTR Model
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Encrypted
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OTR Model

Message
Encrypted

With
Session

Key

Authenticated
With MAC

Signatures are undeniable because they have only one possible author.
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OTR Model

Message
Encrypted

With
Session

Key

Authenticated
With MAC

MACs have two possible authors.
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OTR Model

Message

Authenticated
With MAC

After a broadcast, anyone can forge an old message.
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OTR Model

● A key compromise does not affect previous 
messages.

● You get authenticity, but also deniability.
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Future
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Whisper Systems
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Bring forward secure protocols
into mobile phones
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Whisper Systems
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Whisper Systems
But doesn't voip Suck?

Asterisk
Signaling

SignalingRTP
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Whisper Systems
But doesn't mobile voip Suck?

Signaling (SMS)

Signaling (SMS)RTP



  
Moxie Marlinspike

Institute For Disruptive Studies

Whisper Systems

● Your phone doesn't need to maintain a constant 
network connection to a SIP server.
● (Your phone can go to sleep!)

● You don't need the equivalent of a Skype ID.
● (Addressing is based on existing phone numbers!)

● You don't need to run a VOIP server.
● (Just install the app and you're ready!)
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Whisper Systems
But doesn't mobile voip Suck?

Signaling (SMS)

Signaling (SMS)RTP
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Whisper Systems
But doesn't mobile voip Suck?

Signaling (SMS)

Signaling (SMS)ZRTP
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ZRTP

ZRTP
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ZRTP

ZRTP

Negotiate ephemeral session key.
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ZRTP

ZRTP

Negotiate ephemeral session key.

Derive “Short Authentication String”.
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ZRTP
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Whisper Systems
OTR-Derived SMS
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Whisper Systems
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OTR Model
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OTR Model
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Small hope to reduce choice scope
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www.thoughtcrime.org
moxie@thoughtcrime.org
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