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CYPHERPUNKS




(FJOVERNMENT
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DANGEROUS




SCARED




THE Fuck




Out Or THEM




UrriMATE CONTROL = No CONTROL




As DANGEROUS?







CrYPTOGRAPHY Is NoT A BANANA




CYPHERPUNKS WRITE CODE!







(46 »
PGP: SOURCE CODE AND INTERNALS
MIT PRress 1995




2000 == GAME OVER?




THE SPREAD OF INFORMATION IS
INEVITABLE




PREDICTIONS

« Anonymous digital cash will flourish.

* Intellectual property will disappear.
» Surveillance will become impossible.

e Governments will be unable to continue
collecting taxes.

 Governments will fall.
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IO YEARS ON

@ A 1: Going R \n Ame!
File Edit View History Bookmarks Tools Help
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Is Tais VICTORY?

* Everyone's mother has an illegal copy of an
mp3 somewhere.

* Cryptography is everywhere.

* There are actual darknets which should make
the eradication of information impossible.
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SURVEILLANCE > PRIVACY




WHAT HAPPENED?




FUTURE




FACISM




SOCIAL DEMOCRACY




CHOICE













Codified
Communications
Channel




“No NETwoRK EFrecT”

Codified
Communications
Channel




Mallory

Codified
Communications
Channel




Mallory

Codified
Communications
Channel




“No NETwoRK EFrecT”

Codified
Communications
Channel




WHAT kind OF CHOICE?




THE PUSH TO EXPAND CHOICE SCOPE

Society

Make plans
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THE PUSH TO EXPAND CHOICE SCOPE
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THE PUSH TO EXPAND CHOICE SCOPE
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SmarLr CHocies = Big CHOICES




EVERYWHERE




ANOTHER EXAMPLE

-
rﬁ Adblock Plus Preferences

Filkers  ©ptions  Help

Add the addresses you wish ko black, For suggestions check the dropdown
lisk, %ou can u card ko te more general filkers, Advanced
users can use regular expressions like fbannertd+,. gifg).

Filter rule Enabled Hits B

i vertisernent filkers
I faskclick| akdmk|tribalfusion|abwola|bluestre, ., @
idiel). =]
I {dyn|online)?ads?\d]#{erver | vert|online. ..
1 .[a-hj-z]0\d]. virmg. com/
fgeocities, com'/js_source/

ledl | ¥ snap.com)®

| add Filker. .. |
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ANOTHER EXAMPLE

Dashboard

»
[ /h'h"'—l-—-/.
e s iy L
g gt g

-
e i
April 18, 2007 April 21, 2007 April 30, 2007

44. 198 | a1kl L)

00:03:28 s Tirse on Sl

BO11% %

His Vigite

B,072 Visliors

Pageviews % Pageviews
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GOOGLE ANALYTICS == NOT EVIL?




ANOTHER EXAMPLE

t type="t
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EXPAND THE SCOPE OF THE CHOICE




SIGNIFICANT?




N
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ToTAL INFORMATION AWARENESS

“...data must be made available in large-scale
repositories with enhanced semantic content for easy
analysis...”

-John Poindexter
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A System For Easy Data MINING

» Store all:
« Emall
* Web Traffic
» Credit Card History
 Medical Records

* Develop the technology to easily mine the
massive amount of data you collect.
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THE TOTALITARIAN FUTURE,
THE CYPHERPUNK NIGHTMARE




PeorLE FrREAkeED OQuT




PeorLE FREAKED OuT
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PeorLE FREAKED OuT
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PeorLE FREAKED OuT
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PeorLE FREAKED OuT
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A System For Easy Data MINING

e Store all;

CM 1

 Emall >
» Web Traffic a Google Analytics
 Credit Card History . GO .-'31(3 checkout =

« Medical Records —» \GESERELEEI

* Develop the technology to easily mine the
massive amount of data you collect.

* That's Google's jam!
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INTENT




SURVEILLANCE BUSINESS




EFFECT 1S THE SAME




Who knows more about the citizens in their own
country, Kim Jong-Il or Google?




CHOICE




'THE CHOICE IS EXPANDING




SOCIETY




TRENDS HAVE CHANGED

e Technology alters society.

* |nformation accumulates in distinct places as a
result.

* Eavesdroppers move to those points of
accumulation.
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PAST WAS DIRECT




PasT




PRESENT IS SUBTLE




PRESENT

INTERNET =J¥ry
EXCHANGE 11
— NSA
iggpi T INTERNET e T A
= |EXCHANGE SSs™iman o i INTERNET
e Ll =Ryyy : Sizzzogzz5 EXCHANGE

%

|N|.'—i5N".i E
EXCHANGE NSA
L sal= TAP
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PRESENT




PAST WAS DIRECT
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PRESENT IS SUBTLE

Google

facebook.
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THOUGHTS FOR THE FUTURE

1. Deal with the choices that aren't choices.




ACKNOWLEDGE




CHOICES = EXPANDING




CHOICES = DEMANDS




SOME PROJECTS




WHAT's uP wiTH (FOOGLE!?

« They have an awful lot of data.

« They record everything. Your IP address, the cookie they
ISsue, your search requests, the contents of every email
you've sent or received, the news you read, the places you go,
even your TCP headers. They're even collecting realtime GPS
location and DNS lookups.

« The know who your friends are, where you live, where you
work, and where you spend your free time. They know about
your health, your love life, and your political leanings.

« They know not just what you're doing, but also a lot about
what you're thinking.
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CONTROL THE TERMS

* “We anonymize your data after nine months.’

* “Anonymize” means drop the last octet of an IP
address. And cookies are simply translated.

* “We take privacy so seriously that we put it
under your control.”

* Only shows you some of the information that they
are most obviously capable of connecting to you.

* Requires that you have an account, be logged in
while using services, and maintain a consistent
cookie in order to participate.
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“If there's something
you don't want
anyone to know,
maybe you shouldn't
be doing it in the first
place.

— Eric Schmidt,
Google CEO




“AURORA’ WAS ABOUT INTERCEPT




(FJOOGLESHARING




PREMISE

* The scope of the “Google choice” has become
quite large.

 We need some innovation that allows us to
reject this type of false choice while still
maintaining anonymity.

* We need anonymous access to Google
services that is fast and reliable.
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(FJOOGLESHARING

Y -
+ 5775 | + roxy Server

GoogleSharing
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GoogleSharing
Proxy
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GoogleSharing
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GoogleSharing
Proxy
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GoogleSharing
Proxy
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File Edit WView History

o| Getling Started

Bookmarks Tools
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Web Images Videos Maps News Shopping Gmail

Help

G[)' ,'81(:’ MAapS |pizza, san francisco

Get Directions My Maps
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Escape From NY Pizza - s
Order Pizza Online or Call Now.

Free Pizza Delivery, San Francisco.
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CA - (415) 433-2444

¥

@ MNorth Beach

"Whenever | order a North Beach
pizza, I'm always disappointed by the

511 Hayes Street, San Francisco, CA
- (415) 558-9991
B il ]
{ “This place has great chicago-style
pizza-- something you see too little

L

I'1km | E

pizza, san francisco - Google Maps - Mozilla Firefox

. -'] http:ﬁmaps.gungle.com;‘

[ Latest Headlines ~

more

Search Maps

B

Help | Sign in

Show search options

--;P' ] Send |«

» Link

| Trafic ||

] Map | satelite | Terrain

(]
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{1013
F"-:{red (1)
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Report a problem | =,
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Google Sharing Enabled
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File Edit View History Bookmarks Tools Help

@ ‘ii, httpﬁnew5 googte commewsmectmn?pz l&cf—atl&pec_i us&topfc b&ict= ln

f5 Most Visitedv o] Getting Started [ Latest Headlinesv

2 Business - Google News

Web Images Videos Maps News Shopping Gmail more v

GOL- ’glc NEWS | | search News | Search the Web | 2.anced news search

Preferences

u.s. % | Business Updated 5 minutes ago

Top Stories Fed gets new oversight powers under Dodd bill: sources Finance Powered by Google Finance
I Starred %7 : Reuters - Jim Young - 15 minutes ago
g Senator Christopher Dodd (D-CT) addresses the AFL-CIO Building and Construction Trades +0.43%
Presidential Candidates Forum in Washingtonn,in this March 28, 2007 file phutu
Dodd's Financial Overhaul Plan Said to Transform Fed Powers BusinessWeek
Dodd seeking middle ground on new financial rules The Associated Press
New York Times - Politico - Financial Times - WEBUR
all 144 news articles »

| scirmech

| Entertainment
Wen Rebuffing Yuan Calls Risks Retaliation From US Congress
Business\Week - 4 hours ago
March 15 (Bloomberg) - Chinese Premier Wen Jiabao rebuffed calls for the yuan to appreciate,
risking a further downturn in relations with the US where lawmakers and economists say his 10,628.59
0 stance is hampering a global recovery. S&P 500 1,149.99

Most Popular mes Crline  Chinese premier slams US ‘protectionism.' says yuan is not too low Los Angeles Times Nasdaq 2 367.66
Wen links inflation to Communist party future Financial Times
Wall Street Journal - Economic Times - Washington Post Quotes

Headlines all 2,185 news articles » [ GOOG =i '

Get quotes

Images
Toyota, US Can't Replicate Prius Acceleration (Correct)
BusinessWeek - Angela Greiling Keane - 58 minutes ago
March 15 (Bluumberg} - Tests by Toyota Motor Corp. and US regulators on a Prius hybrid 2y
whose driver said it accelerated out of control couldn't replicate his account, according to a L .

report prepared for US lawmakers. 76.99 +0.05 (0.06%)
Investigation questions Prius driver's story: report Relters 28.19 0.10 (-0.37%) |¥
Goaogle Sharing Enabled
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FACECLOAK




Pror. UrRS HENGARTNER




Ermail

Full Name | Wanving Luo Full Mame! | @@&lohn Doe

Your Email: Your Email:

Male v am: | Male

Birthday:

e Jul
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TWITTER
BROADCAST || CONVERSATION




SECOND THESIS




CRYPTO WAR — DATA FREEDOM




FUTURE OF DATA CONTROL




PROJECTS BORN OUT OF REALITY




DARKNETS, DATA HAVENS, HIDDEN
SERVICES




NOT THE FUTURE WE GOT




PRIVACY ADVOCATES LOVE ‘THE OTHER.




“IRAN LAUNCHES NATIONAL EMAIL SERVICE

=i

Compose Mail

Archive Raport spam Cralete hove 1o

=elect: All, None, Read, Unread, Starred, Unst:

Buzz @

Starred *":F' L '
Sent Mail L] L
Spam (13) & -‘3
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LOSS ON CRYPTO
GIVING UP — CHANGING STRATEGIES




KEY ESCROW — KEY DISCLOSURE




REGULATION OF INVESTIGATORY POWERS ACT
(RIPA)




KEY DISCLOSURE




NO FORWARD SECURITY




'Tasks For THE FUuTURE

1. Deal with the choices that aren't choices.
2. Worry a little less about information freedom.

3. Worry a lot more about forward security.
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“OFF-THE-RECORD COMMUNICATION,
OR, WHY NOT TO USE PGP’

- N1krta Borisov, [IaAN GOLDBERG, ERIC BREWER




PGP MobpEL

Bob's
Public Key

» Bob

_+°

o B
Bob's
Public Key

 Bob

En-©
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PGP MobpEL

y

—»Q > BOb

y

—»Q  Bob

y

En-©

Moxie Marlinspike
Institute For Disruptive Studies



PGP MobpEL
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PGP MobpEL

* One key compromise affects all previous
correspondence.




PGP MobpEL

* One key compromise affects all previous
correspondence.

* The secrecy of what / write is function of your
security practices.
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PGP MobpEL

* One key compromise affects all previous
correspondence.

* The secrecy of what / write is function of your
security practices.

* There is authenticity, but no deniability.
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PGP MobpEL

IEYEARECAAYFAKkumYOMACgkQ2yS3tG03ilJhAACgiufmacfyU
M/9PYcVS2Mdb9tdmhYAoO4P0pZug2D7BuFEPkLovKpipore=8
rKh
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UNDENIABLE




OTR MobEL

AI i Ce _a Key Exchange Part 1 e B O b

Signed With
Alice's Private Key

Alice - - Bob

Signed With
Bob's Private Key
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OTR MobEL

AI i Ce _a Key Exchange Part 1 e B O b

Signed With
Alice's Private Key

Alice - - Bob

Signed With
Bob's Private Key
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OTR MobEL

Alice I~ © ~  Bob

Current
Key

AI I Ce - Message 2 || Key Exchange Part2 B = B O b

Alice ->§
Current
Key + 1

- Bob

Message 4 || Key Exchange Part 2 B o B O b
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OTR MobEL

Alice -~ © - Bob

Current
Key

Message 2 || Key Exchange Part 2

Alice - <-Bob

Alice ->§
Current
Key + 1

» Bob

Message 4 || Key Exchange Part 2 <—BO b
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OTR MobEL

Message 1 || Key Exchange Part 1

-0

Current
Key

Alice » Bob

Message 2 || Key Exchange Part 2

Alice - <-Bob

Alice ->§
Current
Key + 1

» Bob

Message 4 || Key Exchange Part 2 <—BO b
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OTR MobEL

Message 1 || Key Exchange Part 1

-0

Current
Key

Alice » Bob

Message 2 || Key Exchange Part 2

Alice - <-Bob

Alice ->§
Current
Key + 1

» Bob

Message 4 || Key Exchange Part 2 <—BO b
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OTR MobDEL

Encrypted
With

Message pummad  session
Key




OTR MobDEL

Encrypted

MeSSage pmmmak  seesion

l Key

Authenticated
With MAC




OTR MobDEL

Encrypted

MeSSage pmmmak  seesion

l Key

Authenticated
With MAC




OTR MobDEL

Encrypted

With
Message gmmma  session

l Key

Authenticated
With MAC

Signatures are undeniable because they have only one possible author.




OTR MobDEL

Encrypted

With
Message pmmal  session

l Key

Authenticated
With MAC

MACs have two possible authors.



OTR MobDEL

After a broadcast, anyone can forge an old message.




OTR MobEL

* A key compromise does not affect previous
messages.

* You get authenticity, but also deniability.
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FUTURE




WHISPER SYSTEMS




BRING FORWARD SECURE PROTOCOLS
INTO MOBILE PHONES




WHISPER SYSTEMS

g H @ 4:33pPm

Secure dialing

Stuart
Mobile 1-412-482-7222
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WHISPER SYSTEMS
Burt pDoEsN'T voIr Suck?

RTP Signaling




WHISPER SYSTEMS
BuT DOESN'T mobile voir Suck?

ﬁ

:

A
RTP Signaling
A

:

~ Signaling >




WHISPER SYSTEMS
BuT DOESN'T mobile voir Suck?

ﬁ

@ Signaling

RTP Signaling




WHISPER SYSTEMS
BuT DOESN'T mobile voir Suck?

A 0

@ Signaling

RTP Signaling
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WHISPER SYSTEMS
BuT DOESN'T mobile voir Suck?

A 0

@ Signaling (SMS)

RTP Signaling (SMS)
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WHISPER SYSTEMS

e Your phone doesn't need to maintain a constant
network connection to a SIP server.

* (Your phone can go to sleep!)
* You don't need the equivalent of a Skype ID.

* (Addressing is based on existing phone numbers!)
* You don't need to run a VOIP server.

* (Just install the app and you're ready!)
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WHISPER SYSTEMS
BuT DOESN'T mobile voir Suck?

A 0

@ Signaling (SMS)

RTP Signaling (SMS)
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WHISPER SYSTEMS
BuT DOESN'T mobile voir Suck?

A 0

@ Signaling (SMS)

Signaling (SMS)
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/ZRTP




/ZRTP

5 ®
!

Negotiate ephemeral session key.




/ZRTP

Negotiate ephemeral session key.

Derive “Short Authentication String”.
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B R @ 12:34 pm

Stuart

Mobile +14124827333

flatfoot Eskimo
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WHISPER SYSTEMS
OTR-Der1ivED SMS




WHISPER SYSTEMS

B H@ 12:43 pm

New Message

Compose new message.

Jen Internet (55)

Cool, send me a text some time when ...
Stuart (48)

I am now available

Leslie Stem (282)

The sky sure made a liar of me.

Lisa Not Landslide (22)

Hey kids! Soccer tomorrow under bloo...
Justin Cummings (43)

Thanks

Myka (35)
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OTR MobDEL

Message 1 || Key Exchange Part 1

-0

Current
Key

Alice » Bob

Message 2 || Key Exchange Part 2

Alice - <-Bob

Alice ->§
Current
Key + 1

» Bob

Message 4 || Key Exchange Part 2 <—BO b
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OTR MobEL

Message 1 || Key Exchange Part 1

-0

Current
Key

Alice » Bob

Message 2 || Key Exchange Part 2

Alice - <-Bob

Alice ->§
Current
Key + 1

» Bob

Message 4 || Key Exchange Part 2 <—BO b
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SMALL HOPE TO REDUCE CHOICE SCOPE




WWW.THOUGHTCRIME.ORG
MOXIE@THOUGHTCRIME.ORG
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