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QrU]rJ?lHy given at Cornference for Cyper Conflict, it
e NATO Cooperailve Cyoer Defense Cerire of

The audience was sorne technnical, some policy types

This version is a little more tecninical (and nogefully
furiny)
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PnD In Mainemaiics, University of Notre Darne
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A Glopal Network Exploltaiion Analyst
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4 years, consuliant for Independent Security Evaluators

Application and neiworik peneiration esting
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roject planning and scoping

First remote explolis against iIPnone, G1L Android prione
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3 trne winner Pwn20wn cornpetltion



My career as a govie

Bullets frorn ry NSA approved resurme
Cornpuier Networik Exploiiaiiorn

Perforred cornputer network scanning ard

reconrnalssarnce

_l

EA2CUt 2 d nurnerous cormpuier neiwore exploltations
agalnst forelgn targeis

Networi Intrusion Analysis

Designed and developed network inirusion deieciion iools
to find and stop exploitaiion of NIPRNET nosis, as well as
locate alreacdy comprormised nosis



Wy | gave tnis talx

Clarre's *Cyoerwar” was clearly writien oy
S0rMNeone WnNo Krnows rotnirg eaoout ine
tecninological detalls

To nelp those capaole of rnaking decisions
concerning cyoerwar to discern fact frorn ficior)






FOr COrMpearisorn

US Annual military spending: $708 Billior)
US Cyper Cornrnancl: 9105 Million
Nortn Forea rmilitary spending: $5 Billion
North Yorearn cyber warfare soending: $56 Millior)
Irzin cyper werfare spending: $76 Million

My nypotnetical cyoer army 1s a bargain at $49
Million!



Aspects of Cyoerwarfare

3

Collect inielligence

Control systerr

U)

Deny or disaole sysierns

()

narrn on tne lavel of “kKinetic

Causer



S0me siarsics

# 1P addresses: ~3.7 pll
# personal cornputers: ~2 ol

# 1pnones worldwide: ~41 il

Zezus: 3.6 mil (L% of personal cornpuiers)
oopface: 2.9 mill
TidServ: 1.5 mil

Conficlker: 10 rmil-+
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Aporaviated RAT

Prograrn wnicn allows remoie control of a
device/cornpuier

Allows attacker to searcn/rmonitor nost,
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searcr/ronitor local network, attack otner
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O-claty, the Krown Ursrowns

A vulneraoility or exploli thei e\ds 'S Ir) sofiware for

whicr inere 1s no availaple paich or 1l

Oftentirmes, tne existence of inis

e/ 0lolt Is unkrowrn
oy ine comrmunity ai large, evenir

12 vericor

Difficult to defend against tne ait

2l ac youl don't xnow
200UT



| founc a oug In Sarmoa in Aug 2005, Sold in Aug
2006, Fixed in May 2007

Adope JBIGZ vulneraoility. Discovered ] 2008 sold
Ir Jan 2009, Discussed In Feo 2009, Patcrn Mearch

2009

Fournd a oug preparing for Pwn20wrn 2008, Used It if)
Pwn20wn 2009, Fixed 2 monins laier



Average lifespan of zero-day ougs is 348
T

(Qh)

V&

OUYS nave peern mecde puolic witnin

lﬂ_

(D
W

12 snoriesi-lived o

Ly

O
B,
()

|

o
03

The longest lifespan was 1080 days
nearly tnree years.

Fror: Justine Altel, CEO Immunity (frorn 2007)



O-clay detection

oW

O
Qs
S
—
D
C'W
—
(‘3
=
=
=
<
%
&L
%)
=
—
=
D
(L
D
=
U )
R
L/ )
0 Y
2
D



Infiliraiie xey sysierms in advarice

rely onres
gelinering

wrern and inielligence
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Use xnown explolis wrien possinle,
O-clztys whnern necessary
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“Dorminzie cyperspace”, L.e,

2. conirol as many devices
arounc ine world a5 possiole

C orJrroIJmJ JOb Of rlenges ]ncreaaes a0llity to siill act

Meuces attrioution easier for your side, narder for
opporeri

-
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sornetimes you find yourself inside nard targets oy luck
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Meiny pasic atiacks work oy using rmany nosis and
nore effecilve wiin rmore rnosis



Acdvance Planning
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Attacring vveH secuUred networks rec ]Lnres res
aric planning, It cannot be done overnigrii

Mery offensive capaoilities (cornrmunicailor),
scanning, gic) are easlily detected if perforrmed
cuickly, not If perforrnec slowly
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Carn oe grepared to disaple/destroy ey sysierns
whern needed
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Researcr arnd Intelligerice

networks consiru rrerl’/

Wt nearcware/software co core Internet routers,
DNS servers utllize?

Whait defenses and rmonitoring sysierns are Ir place?



To O-cay or not

oeclally during early stages, It meares

J
sense o look I]ke alf) average atiacrer

riowrn vulneraoilities, knowrn tools
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Flarder to atirioute to miliiary

Inexpensive If caugnt

rect,
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arcler to
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O-clay exolo]"r lmrl Lstorn tools are 1
re expensive and tirne consurning to
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out If found, ¢

replace
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25 to consider
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Clarxe's logic pormnos
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Siealing frorn/paying cyoer crirninals for access

UW

Insicler packdoors, e, employees at VIS, Clsco, eic
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Potenilal Cyoerwar Atiacrs
Snut dowr the Internet

Take financlal rarkeis offline, corrupt or destroy
financial data

Disrugi snipping, alr iraensporiatiorn

Disaole cormrmunication wiinin rnilitary

Disaple cell pnone networis



Cyoerarry ases
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Cyperarrny

Cornrnunicatiorn redundancy
Disiriouied Denial of Service
Flard targets

Core Infrastruciure

Attacking alr gapped networis
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OfMNLUNICaton
recluncdarncy

Operators will oe geograpnic
Offices i)

Multlple offices In target ¢

N

Direct, reduncdarnt

(D
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Moclerns over pnone lines, sai

Ever witnourt

Intarnet car be

rougnout ine world

ally distriputed

OLIrItry

cornrnunicatior poss]ble to cornrneard
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Flood target witn too rmucr iraffic

Deny DNS, pancdwidin o server, serv alye:
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r(s) inerri
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Need to control (arnd r*oord]nate) 2 large numoer of
nosis to perforrn inis atack
BTYW, Norin rorea functions Just fine If tne Iniernet

(OES 2wy



Collecting nosts

Assurme OWH#‘LJJJO Of r‘AL)FJHJ 0oinets

client sicle vulneraollitles
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Browsers, Flasr, Reader, Java, eic

Mezce some effort to clean Up exisiing rmalweare, paicr
ysierms

UW
()

Otner poinet rmasters may try to take your 0ois
Use only xnown vulneraoiliiies

Don't wasie ine O-days, urless you nave exiras



Tne |\, forearn Boinats

Warit to avold “string wnicn unravels all”

Develop a large nurnoer of different varieties of not
software

Avold central conirol

Bots snould ne geograonically diverse

U



Multiple potrniets witr)
cliversity



Large corporaions
Banying and Finarcial Services
Alr traiffic controls

NIPRINET

ermploy multiple security mecnarnisms, meny distine
regions in network, dedicaied security iearms
Boinet size figures suggest inere are no “nard” tar

rgets!
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0 1. get a fooinold
Fesearcr arget network and users

5035L0r)
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Carn tracy viciims wiin GSM inforrmeatiion (SOURCE

Exarnine soclal networks of users

Getinside nelp, infiltrate or puy access

Send taryeis ernalls witn realware/lings to O-day explolis

g8,

Mezyoe you alreacly conirol sorme irusied nodes via tne oot

f



Record xeysirores, sniff p 5
services
tire local network

Slowly take over tne enil

Lezirn now iney rmeue changes Wizl intranet sit

ronitor ernails, crack all o
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FPolsoning routing tanles

Galn access via “nard target” approacr)

DOS attacks agalnst vulneraolliiles in routers,

Cisco 105, JunOs, BIND, MS DNS



Alr gapped sysierns

The rmosit secure systems are “alr JrlO( ed” frorrn the

Eleciric power grid
Alr traffic control?
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rmotely cied out difficult

JWICS was cormnprornised oy USE



Jn-airgeoping

The easiest solution Is o gut inese neiworks pacK orn ine
Internet

rlave an operailve siicr a 39 modern and a RAT on a
cornpuier/device on i he networy

oradd awnole new device 1o network
Or a satellite priorne
Or a rnoclern over exising pnorne lines

If ternpest snielding is a groolerrn



Cyoerwayr feferses



Target couniry can tare defensive actions during or

Segregaiion (e, disconnect frorn ine Internet)
Deoloy large scale IDS/IPS systerms
Ararmni-like DOS proieciion of critical systermns

Alrgalo sensiilve neiwores



oelredel (o)

Target country car isolate itself frorn the Internet to
protect ltself frorn forelgn atiacy

Courniry may install aggyressive filiers on forelyn
inoourid traffic

BY posltloning potnet nosts and maxing operations ir-
coLuniry, tne atiack can sill occur
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Flltering

[arget couniry ey use flltering on Internet traffic

All votnet clients ancd thelr cornrmunications are custorrn
writter), so no signaiures will exisi

/ M) N\ e o~y ~
All RATs arnd thelr cornrnunicatlons are custorn writien

S0 no slgnaiures will exist

dancy of pois and RATS ensure If one is
ontinue frorn reraining ones
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Akarnl-lka dafanseas

Akerni works oy mirroring and cacring content in rmuliiple,
onysically diverse locaiions

Ararmi delivers conteni close to ine recuesier
Target ey Use Akarnl lrﬁlr or clevelop similar approach to

try to stop DDOS attack against critical infrastructure
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Our poiret ’5 nysicelly diverse so will nawve rmany rnocdes
r\mrm server
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Our potnet s IlJrI pe large enougr o overwnelrn ever



Alrgapped systermns

("
O
—
—
(D
W
“
W
D
—
.
(D
h 'ﬁ
>
)
O
@
(D
k)
—
(S
k)
O
"W
(D
TN
(D
O
S
—
R
)
D
—
(D
N——



The Cyoerarrmy

Joo roles

Nurnoers ancd cost oer role

/

EqUiprmnent

Total cost

Uﬁ



Joo roles

Vulnerapility Anzlysts
Exploit developers
Bot collectors

Bot maintainers
Operators

Rermote personnel
Developers

Tesiers

Tecnnical consultants

\clrnins
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\
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Q)
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Viulneraollty anelyst

BuUg nuniers, find vulnerailities in software via fuzzing and stai

analysis

/

Need to ne world class, nard to *grow”
Try to nire up all tne pesi people

ougs In client side applications (orowsers) as well as
servers (DINS, FITTPR) and networking equiprmernt, smart pnones

Find ougs in xernels for sandpox escape and privilege escalation

As needed, exploltacle or DOS DuUys



Explolt developers

Turn vulneraoilities into nignly relizole exololis
For poin O-cay and kKnown vulneraoiliies

This used to ne easy, UL now takes a irermerndod

(D
2

Will need to ne aple to write exploiis for various
olatforrms: Windows, Mac OS /4, Linux

aple to defeat latest ant-exploltatiorn
| .
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Fesponsiole for using client side explolts 1o take over
and install bois on as many cormpuiers and cdevices

X rarali r
clS JODDD].OIL_)

Mosily Use exololis ased on known exploits, sorme 0-

clay usage

Deliver explolis via sparn, advertising vanners,
rnelwere

Meintzin and monitor explolt servers



ners

Collection of vot macnines will consiantly e changing
Some will dig, ne reinstalled, eic

Otners will be added

Mornitor size and nealin of potnets, as well 25 geograprnic
cliversity insicde and outside target country
Test poinets

Meice efforts to rmeaintalin Dots Dy Keeping ine systems or
wriicrl iriey reside paicned, rernoving otner mealware, if
J

)
OODDJ( SliS



Qperators

Actively exploiting nard targets (elite pen tesier

)

U)

Advarnced usage of exploiis, mostly O-day

ﬂd[WOf:{

Install RATs, moniior keysirokes and cornmunicaions
to expand reacn in neiwory



Fermoie persornel

Fesponsiole for setting up operations arourid tne
world

N

-

Getting jobs, access to airgappad systern

Y

J'Jstalling, rnonitoring, anc tesing un-alrgzoping

clevices



Develooers

Need to develop a variety of nots wiin differing
cornrnunication rmetnods

1

Need to develop a variety of RATS

Develop tools to ald oiner personnel
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Fequlres user and kernel level develoorment on a
varlety of platforrms



Test exploits, RATs, and oois for functionality,
reliznility

FLInN rlll o oL/erJ Its agalnst a varlety of ant-virus,
DS, IPS, tu ensure siezlin



These are experis in various dornain specific and
ooscuUre nardware and software sysiernms

/

SCADA engineers

Meclical device experts

Aviatlorn scnieduling experis
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sysadrmins

7

o ysiermns running, updaied
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Install sofiware, clienis and target software

Mearage tesi networrks and sysierns



Nurnoer and Cost per role

Vulneraoility Analysts
Exploit developers
Bot collectors

Bot malrtainers
Operators

Rermote personnel

Develogers

T

sters

o))

Tecnnical consultants
Sysadrmins

Marnagers
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Sorme Irfo e0olt cosis

| only factor in nardware, sofiware, ancd personnel

salaries
| clo not include
sullding rent, utlliiles, iravel
support staff: Eleciricians, janitors, guards...

~

Yo
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Intelligence analysis



sorne risg I tnis Joo

| pay slignily inflated salaries o cornpensate for tnis
[s

/1

Could start rnany srell cormpzanies (or contract oui to
e/Isting cormpanias) sucr tharl ro one groug ©riew
WHeLL Wels golrg or

inis Is petier opsec, If all tne suddern all xnowrn

]‘ty researcrniers disappeared, people would get



Well knowr, world class experts
$250,000/yr
I

N
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College level CS mejors

()

$40,000/yr
Total: $2,900,000



= 0lolt developers

World class experts: devise generic ways to peat antl-exploitation, write exploits
Prolific Metasploit coniriputors: write exploits

100k

Collegye lzvel CS mejors

Total: $7,300,000
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Bot mealntalners

avel 1: 200

B

/N

U

BSIn C

Total: $12 900,000



S100k
Layel 2: 10
CS Majors
'f /IO

Total: $5,400,000



Fermoie persornel

| 1: 10
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Experienced spys
Pay cormes frorm spy agerncy

| 2: 10
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CS Majors
a /I O

Total: $400,000



Develooers

Experienced ¥ernel developers



CS Majors

a /|O

Total: $800,000



Irnins

‘\)/DC
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L0 at 50k
$500,000
Marnagers
| for every 10 people, 1L for every 10 meangers
52 meanagers (€100rK), 5 senior rmanagers (C200k)

56.2mil



Eculormnent

Flarclware

'-

Average of 2 computers per persor

Exploltation/Testing lzeo witn 50 computers, variety of routers
ard network equiprment, srartprnones, ic

Software

MSDN suoscrigtion, IDA Pro, Flex Rays, Canvas, Core Irmpact,
010 eduor, Bin Navi, etc

Fermote exploitaiion servers

=n, we'll just use some owned Doses



The arrmy

592 people
$45.9 mil in annual salary

— r

Average annuzl salary $77,534

D3 il In equipment
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Operaiors

Explolt clev

Bot ralntiners



A 2 year orojectorn



Flrst 2 rnontns

taflons

U)

Fernote personnel set up s

(D

Rermote personnel iry 1o get joos In financial indusiry,
alrlines, and elecirical/nuclear indusiries, join rmilitary

Vulneraoility analysis start looking for ougs

explolt developers write and polisn (xnown) browser
2x0lolts for bot colleciion

Developers wriie pot sofiware, RATS

arered
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[flacl ancl 1
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rlard targeis iden



Mornins

— ~
Explolt developers pedin wriiing O-day exploits
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r]cl.fd 'Eargeis researcr contnues, soclal neiworks

staolisned
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Vontns 6-9

Witn O-cdays in nand, nard target peacn
esizolisned

(P
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Bot collection and clean-up continues

500k nosts compromised (a0 srmall potnet by
cyoercriminel standards)

Fernote siailons operational, cornrmuniceaiion
recluncdant

Developers writing additionzal pois and iools

D
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Conirol over sorne systermns in nard targets

Systern of bots continues to grow

/

rillion nosis (large potnet oy cyoercrirmninal
St amrlrlrrb)

/

/

O-clary exploiis availaole for many orowser/OS
cormnpinations, sorne srartpnones

Inside access to critical milltary, financial, and utllities
acrievied



L year & rmonins

Most nard targeis thorougnly comorornised

It would e nard to ever lose control over these networks,
aver If cletected

Sysiern of Dois continues o grow

/

100 rillion nosts

O-clay exololts availaole for all orowser/OS comoinations,
DOS conditions knowr for BIND, rmeany Cisco 103
configuraiions

N

Conirol of rany alrgapoed sysiems
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All nard targets inorougnly comorormised
Sysiern of Dots coniinues to grow

500 million nosis (20% personal comouters), rmerly
SNt prones

Alrgapped and criiical sysierms tnorougnly controlled



Flnanclal cata alteraed

Militeiry and governrment neiworrs deoilitaied

a

N
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Utllities affecied, olackouts e
Ticret pooking and alr traffic conirol sysiermns offline
DOS launcried against root DNS servers

BGP routes aliered

U

Prione systerrn jarmrnec wiin calls frorm owned srmaripnones

Nortn foresa wins!



Concluslons
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[t's an offernisive darne, alinougn pernaps I'rm oiased

lis more apout people tnan equiprnent (94% of my
cost Is for salaries)

Taring dowrn ine target's Iniernet wiinout taxing dowrn
your own would pe narder out possiole (not a proolerr
nere)



Lessorns learned (cont)

A lot of tali concerning sofiware and nardware
pacrdoors in the media

l 1

Norin rorez can't easily do 'UJ]S, anc tnis attack suffer:
frorm peing nard to carry out and largely unnecessary

'_l

Y ?

Cyperwer Is silll alded oy nurnarns oeing loc
tne world and performing covert acilons

ifed around

0 '\
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Can’'t nave all the cyoer warriors in a gunrger at Fort
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Dino Dal Zov]

Jose Nazario

Dion Blazakis

Twitier people wno gave cormrments
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Contact rne at cmiller@securityevaluators.com
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