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By pen testing, | mean...

m Black/gray/white box testing
m Ethical hacking

m Security auditing

m Vulnerability assessment

m Standards compliance

m Training

m All of the above



SHODAN for Penetration Testers

WHAT IS SHODAN?
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What is SHODAN? (1)

m SHODAN (http://www.shodanhg.com/) is a
computer search engine designed by web
developer John Matherly
(http://twitter.com/achillean)

m While SHODAN Is a search engine, it Is
much different than content search
engines like Google, Yahoo or Bing
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What is SHODAN? (2)

m Typical search engines crawl for data on
web pages and then index it for searching

m SHODAN Interrogates ports and grabs the
resulting banners, then indexes the

banners (rather than the web content) for
searching
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What iIs SHODAN? (3)

m Rather than to locate specific content on a
particular search term, SHODAN Is
designed to help the user find specific
nodes (desktops, servers, routers,
switches, etc.) with specific content in their
banners

m Optimizing search results requires some
basic knowledge of banners



SHODAN for Penetration Testers

BASIC OPERATIONS



@ SHODAN - Computer Search Engine - Mozilla Firefox (Build 20100202165920) =J=&d
File Edit View History Bookmarks Tools Help &7

@ v c Y ‘%7 ht@p:[fwww.shodanhg.comf 7, - W" vikipedia (en) / 3-4.) =

k{’) SHODAN - Computer Search Engine l > | |~

e —————— |- 1 oo

|
Welcome to SHODAN, the first computer search engine s B,
» Search the internet for servers, routers and more
» Learn more
» Popular Searches b Contact
cisco-ios last-modified .
Finds Cisco-10S results that do not require any authentication =) \ B v FOLLOW ME
ON TWITTER
default password
Finds results with "default password" in the banner; the named defaults might work! For direct inguiries:

2! imath@surtri.com
FTP anon successful
this search does not provide as many results as the other fip search, but it looks like all the results that

come hack are successful anonymous logins Presentations

IS 4.0 webservers H_ FXT - L

Almost all false positives removed by excluding other versions and htto error codes : HOWN [
Done @ E3» R Fidder: OFF {auto) @ PR




@ SHODAN - Computer Search Engine - Mozilla Firefox (Build 20100202165920)

File Edit YWiew History  Bookmarks

OB c o (D

Shodan Computer Search Engine

Shodan | Information

SHODAN

Computer Search Engine

Query

Country
All Countries
Service

All Services | v

Hostname (full or partial)

SHODAN

Helper
Firefox Add-
on

Done

Tools

bkt e, shodanhg . com/

X

Help G4

n’l Google

et TMOb

W wikipedia (en)

G :f_‘ SHODAM Computer Search

Cf) SHODAN - Computer Search Engine +

% SHODAN
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&, SHODAN

SHODAN Search Provider
Firefox Add-on
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Add "SHODAM Computer Search Enging”

-l'}_ 4

» Find computers running certain software (HTTF, FTP, étc.}

#» Filter hosts based on geographic location A

Contact

» Popular Searches b

cisco-os last-modified
Finds Cisco-108 results that do not require any authentication -)

default password
Finds results with "default password” in the hanner; the named defaults might wark]

FTF anon successiul
this search does not provide as many results as the ather fip search, hut it looks like all the results that

come hack are successful ananymous logins Present:

B
"

1= 4 N wehservers

@ eR

@

B3 B Fiddler: OFF (auta)




Basic Operations: Search

m Search terms are entered into a text box
(seen below)

m Quotation marks can narrow a search

m Boolean operators + and — can be used to
Include and exclude query terms (+ Is
iImplicit default)

%sHopAN [ NN
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Basic Operations: Login

m Create and login using a SHODAN account;
or

m Login using one of several other options
(Google, Twitter, Yahoo, AOL, Facebook,

OpeniD

m Login Is not required, but country and net
filters are not available unless you login

m Export requires you to be logged in



@ SHODAN - Computer Search Engine - Mozilla Firefox (Build 20100202165920) =23

File Edit YWiew History Bookmarks Tools  Help @&

6 - c {al & itk e, shodanhg. comyaccount flogin \.:'_':.f v C‘:} _;. 1

b

C{j} SHODAN - Computer Search Engine +

%siopAN (N T o | Lo

Login or Sign Up Login using a SHODAN account

Sign in using your account with Username

GOE. 38[‘3 : Password
P—
YaHOO!  AOL &

n Facebook OpenlD Don't have an account? Sign Up Now
Powered by RPX Forgot your password? Reset your password now

Frivacy Policy | Terms of Service & SHODAMN

B3 B Fiddler: OFF (auta) @ eR

@

Done
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Basic Operations: Filters

m country: filters results by two letter country code

m hostname: filters results by specified text in the
hostname or domain

m net: filter results by a specific IP range or subnet
m 0S: search for specific operating systems
m port: narrow the search for specific services



@ SHODAN - Computer Search Engine - Mozilla Firefox (Build 20100202165920) E_Héf

File Edit View History Bookmarks Tools Help &7

GE' c Y - http://www.shodanhg.com/ m .| e J Ly

") SHODAN - Computer Search Engine

%sioDAN (NN T o | Lo

Filter by Country

country, hostname,
net, 0s, port

el

Filter by Service
M HTTP (80) M Telnet (23) H fP(21) M SsH(22)

Y

e Sy - ol
» Find computers running certain software (HTTP, FTP, etc.) nf

s el PprY
Done 3 (3 B Fidder: OFF (auto) (&)



"
Basic Operations: Country Filter

m Filtering by country can be accomplished by clicking on
the country map (available from the drop down menu)

m Mouse over a country for the number of scanned hosts
for a particular country

% SHODAN

Filter by Country

United States
Scanne d Hosts: 5757456




@ SHODAN - Computer Search Engine - Mozilla Firefox (Build 20100202165920)

File Edit YWiew History  Bookmarks

Tools  Help @4

6 - c {al Cﬂ, btk e, shodanhg.com) Pg=apache+country 3 308CH *.:'_':? v C{j _)I' -4“ =
C{:} SHODAN - Computer Search Engine + -

‘. SHODAN apache courtry:CH Logout % |

Home Search Directory

+ Save Ml Export Data

My Sei Analtics! Exports

Find all ‘apache’ servers in Switzerland

Results 1 - 10 of about 24404 for apache country:CH

217.26.51.29
Fre=BS0 4.4

217.162.49.29

217-162-49-23 deliert hispead.ch

HTTP-1.8 588 Internal Serwer Error

Date: Tue, 12 Apr 2810 B2:52:11 GMT

Server: Apacheq2.2.123 (FreeBS0) mod_hogisB.7.1 mod_ssl-2.2.13 OpenSSL-@.9.2k DAU-Z2
Lary: accept—language, accept—charset

Accept—-Ranges: butes

Connection: close

Content-Type: tertshtml; charset=iso—8359-1

Content-Language: en

HTTF-1.8 262 Found

Server: HpachesB.6.5

Fragma: no-cache

Date: Sun, @1 Jan 2881 0@:88:00 GMT
Expires: Sun, B1 Jan zZ0B@1 B8:00:88 GHMT
Cache-Control: max-age=@, must-revalidate
Connection: close

Location: ~relink_wsb.stm

Content-type: text-html

195.141.44.29 HTTP-1.8 289 OF
Linus: recert 2.4 Date: Tus, 13 Apr 2818 BE:41:57 GHT
Server: Apaches1.2.27 (Unin) ChilitSoft-ASP-2.6.2 mod_gzipsl.3.26.1a mod_perl-1.27 FrontPagesE.8.2.2518 mod_ss1-2.8.14
OpenSSL<8.9.7b PHP-CGEI-6. 1b
Last-Modified: Sat, 22 May 2009 @2:50:12 GHT Py
Dane @ 3+ B Fiddler: OFF (auta) @ eR




@ SHODAN - Computer Search Engine - Mozilla Firefox (Build 20100202165920) =23

File Edit YWiew History Bookmarks Tools  Help @&

6 M c 'l C‘;L http:f e, shodanhg.comf?g=apache+2.2.3 i,:'_':; - Ca:, __;" -,.r -

C{:} SHODAN - Computer Search Engine + -
*% SHODAN apache 2.2.3 Logout

Home Search Directory My Searches — LT

Find ‘apache’ servers running version 2.2.3

Results 1 - 10 of about 1307968 for apache 2.2.3

+ Save Ml Export Data

w Top countries matching your sear Linited States 382244 -
Germany 54,188 Top four countries

France 21,339
Canada 18,037

matching your query

95.187.51.29 HTTP-1.8 288 Ok

Linusx recert 2.4 Date: Tue, 13 Apr 2810 B2:S6122 GMT
Server: HpachesZ2.2.3 (Cent05) DAU-Z2 PHP-E.2.2 mod_ssl-2.2.32 OpenSSL-@.9.8e—fips—rhelb
A—Powesred-Bu: PHP-E.32.Z2
Content-Length: @

Content-Type: textshtml; charset=UTF-2

66.159.51.29 HTTP-1.8 288 Ok

Linws: recent =4 Date: Tue, 13 Apr 2018 G2:59:32 GHT
Server: HpachesZ.2.3 [(Cent0s)
A—Powesred-Bu: PHP-E.Z2.12
Content-Length: &2
Connection: close

Content-Type: tert-shtml: charset=UTF-%2

209.145.51.29 HTTP-1.0 208 OF

Linuz: recent 2.4 Date: Tue, 13 Apr 2610 B3:81:28 GHT

B Server: Apachers2.2.3 [(Cent0S) bl
Dane @ 3+ B Fiddler: OFF (auta) @ eR
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Basic Operations: Hostname Filter

Search results can be filtered using any portion of
a hostname or domain name

% SHODAN

Find ‘apache’ servers in the .nist.gov domain

% SHODAN

Find ‘iis-5.0’ servers in the .edu domain




Basic Operations: Net / OS Filters

m The net filter allows you to refine your
searches by IP/CIDR notation

m The OS filter allows you to refine searches
by operating system
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Basic Operations: Port Filter

m SHODAN can filter your search results by
port

m Current collection is limited to ports 21
(FTP), 22 (SSH), 23 (Telnet), and 80
(HTTP), while the overwhelming majority
of collection is HTTP

m More ports/services coming (send
requests to the developer via Twitter)



Basic Operations: Searches

m Popular searches are available on the
main page

m Logged In users can save searches and
share them with other users
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Basic Operations: Export

m SHODAN lets you export up to 1,000
results per credit in XML format

m Credits can be purchased online
m Sample data export file is available

“shodan >
Laummary date=""ZE18-83-16 22:23:19.921034" query="apache™ total="GZE7IET"~ >
Lhost country=""LU5"
hostnanes="1l=tadvantagebai lbond. com™
ip=r"19g8.171.75. 21"
port=""3a"
updated=""16.83. 2818 >
HTTR-1.8 288 0K
Date: Tue, 16 Mar ZO1E @7:42:67 GHMT
Server: Apache-1.2.41 (Unix) FrontPagers5,8.2.2635 mod_ss1<2.8.31 OpenSSl-8.9.7m
Last-Modified: Tue, 17 Mow 2069 17:46:25 GMT
ETag: "19258d5-591-4bE2emma"
Hocept—Ranges: butes
Content-Lenath: 1425
Content-Twpe: tedtshtml
Lohostx

<szhadan s




SHODAN for Penetration Testers

PENETRATION TESTING
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Pen Testing: Ethics (1)

m IS it acceptable under any circumstances to view
the configuration of a device that requires no
authentication to view?

m \What about viewing the configuration of a device
using a default username and password?

m \What about viewing the configuration of a device
using a unique username and password?

m Changing the configuration of any device?



Pen Testing: Ethics (2)

Default username Changing
and password configurations

- Unigue username
No authentication and password




Pen Testing Applications

m Using SHODAN for penetration testing
requires some basic knowledge of
banners including HTTP status codes

m Banners advertise service and version
m Banners can be spoofed (unlikely?)



S
Pen Testing: HTTP Status Codes

Status Code Description

200 OK Request succeeded

401 Unauthorized |Request requires
authentication

403 Forbidden Request Is denied regardless
of authentication
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Pen Testing: Assumptions

m "200 OK” banner results will load without
any authentication (at least not initially)

m "401 Unauthorized” banners with Www-
authenticate indicate a username and
password pop-up box (authentication Is
possible but not yet accomplished, as
distinguished from “403 Forbidden”)

B Some banners advertise defaults



SHODAN for Penetration Testers

CASE STUDY: CISCO DEVICES
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Case Study: Cisco Devices

Here is a typical “401 Unauthorized” banner
when using the simple search term “cisco’.

HTTP-1.8 481 Unauthorized
Oate: Tue, Bl Dec 2869 1e:6@9:46 GMT

Www—authent icate: Basic realm=""lewvsl_15 or wvisw_access™

Conneckt ion: close
Hoocept—-ranges: none

Server: cisco-I05

Take note of the Www-authenticate line
which indicates the requirement for a
username and password



Case Study: Cisco Devices

Now consider an example of a “200 OK”
banner which does not include the Www-
authenticate line:

HTTF-1.8 2868 Ok

Transfer—encoding: chunked
Accept-ranges: none

Expires: Tue, 85 Jun 1993 Be:55:45 GMT
Server: cisco-I05

Last—-modified: Tus, @2 Jun 1993 B5:55:4E5 GMT

Connection: close
Cache—control: no—store, no—cache, must-reval idate
Oate: Tues, B8 Jun 1993 A5:E55:45 GMT

Content—-tups: textshtml



Case Study: Cisco Devices

A comparison of the two banners finds the second banner
to include the Last-modified line which does not appear
when Www-authenticate appears:

HTTP~1.8 481 Unauthorized
Date: Tue, Bl Dec 2889 16:B@9:14& GHMT

Www—authent icate: Basic realm=""lewsl_15 or wiew_access"

Connection: close
Accept—-ranges: naone

Server: cisco-I05

HTTF-<1.8 288 0k

Transfer—encoding: chunked
Accept-ranges: none

Erpires: Tue, @2 .Jun 1993 85:55:145 GHMT

Server: cisco—I0S

Last-modifised: Tuese, BS Jun 1993 A5:55:45 GHT

Connesction: close

Cache—control: no—store, no—cache, must-rewvalidate
Oate: Tus, @2 Jun 1993 B5:EE:4E GHMT

Content—twps: tedt-html

In fact, among “cisco” results these two lines are more than

99% mutually exclusive



Case Study: Cisco Results

Search Results
CISCO 251,742
CISCO-I0S 226,184
cisco www-authenticate 225,402
cisco last-modifiec 4,265
cisco last-modified www-authenticate 56
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Case Study: Cisco Results

m This suggests that Cisco “200 OK”
banners that include the Last-modified line
do not require any authentication (at least
not initially)

m The results on the previous slide suggest
there are potentially 4,200+ Cisco devices
that do not require authentication




@ CT-1980028 Home Page - Mozilla Firefox =23

File Edit YWiew History  Bookmarks Tools  Help @ e 7]
* Cc ‘ot UL htepegizz1.198.55. 105 0 -1 [w- P

) SHODAN - Computer Search Engine | '| CT-1980028 Home Page 8| - -

Cisco Systems

Accessing Cisco 1812W "CT-1980028"

chow diagnostic log - display the diagnostic log

chow tech-suppott - display information commeonly needed by tech support. x

Extended Ping - Send extended ping commands.
Surely these HTML links will
require some additional
authentication...

Dol Dewice Manager - Configure and monitor Qo through the web mterface.

WP Device Manager (VDI - Configure and monttor Virtual Prvate Networks (WEIs) through th

Help resources

1. COO at www cisco. com - Cisco Connection Online, including the Techrical Assistance Center (TAC).
2. tac@oisco.cotn - e-tnadl the TAC

3 1-800-553-2447 or +1-408-526-7209 - phone the TAC,

4. ca-html@@cisco.com - e-mail the HTMWL interface development group.

Dione 5ol @ 221.198.55.105 | FoxyProxy: Disabled @[] 0D oo E3»




@ CT-1980028 /level/1 blexec/-/configure/http - Mozilla Firefox

File Edit YWiew History  Bookmarks Tools  Help & e 7]

O -c

e} |J htbpefi221,198,55, 105/level/ 15/exec)- fconfigurehktp

% SHODAM - Computer Search Engine I_] CT-1980028 flevelfleeuecf—fcu...E -

CT-1980028

Home Exec Configure

ODutput

Command baze-URL was: Fflewvelf15fexecs-
Complete URL was: flevelf15fexecf-foconfigurefhttp

Command was: configure http \

Configure comuands:
aaa

hAuthentication, Authorization and Accounting.
access-list

Add an access list entry
alia=

Create command alias

Nope. No authentication
required for Level 15! No
authentication required for

configure commands

appfw

Configure the Application Firewall policy
appletalk

Appletalk global configuration comnands
archive

Archive the configuration
arp

3et a static ARP entry
async-bootp

Modifv swstem hooth barameters

W

Done

5ol @ 221.198.55.105 | FoxyProxy: Disabled @[] 0D oo E3»

~




@ CT-1980028 flevel/1%exec!- - Mozilla Firefox

File Edit YWiew History  Bookmarks Tools  Help ﬁ

[c7]

6' Cc G UL hitpefiz21.198.55. 105 level /15 exec)- il 7 I

% SHODAM - Computer Search Engine

CT-1980028

Home Exec Configure

| '| €T-1980028 /level/15/exec/- 8| -

ODutput

Command baze-URL was: Fflewvelf15fexecs-
Complete URL was: Fflewvelf15fexecf-

~

Exec comoands:
access—enable

Create a temporary Access-List entry

accezz—profile
Apply user-profile to interface
access—template

\,

No authentication required
for Level 15 exec commands

Create a temporary Access-List entry

archive
manage archive files
autao

Exec lewvel Automation
bfe
For manual emergency modes setting
calendar
Manage the hardware calendar
od
Change current directory
clear

Re=st fTurnetinn=

W

Done

5ol @ 221.198.55.105 | FoxyProxy: Disabled @[] 0D oo E3»



CT-1980028 CT-1980028

Home Exec Configure Home Exec Configure

show running-config show cdp neighbors

Output Output
Command bazse-UBL was: flevelfl5fexecy- Command baze-VBL was: flevelf15fexec/-
Complete VERL was: flewvel f15fexecf-Fshowfrunning-configfCR Complete URL was: Fflewvelf15fexecy-JishowfcdpfneighborsfCR
Command wa=s: show running-config Command wa=s: show cdp neighbors
this[0] = "CHN-CHNC-VPNHUE-1'":
Building configuration... this[1] = "10.97.2483.1";
this[2] = "Cisco 3745":
Current configuration : 5935 bytes this[3] = "Tunnelld"™;
! this[4] = "TunnelO™;
version 12.3 this[5] = "R 3 I ™;
sService timestamps debug datetime msec this[e] = "CN-CHNC-VPNHUEB-217:
service timestamps log datetime msec this[7] = "10.65.8.1";
service password-encryption this[8] = "Cisco 3745"7;
! this[9] = "Tunnell™;
hosthawe CT-19300Z28 this[10] = "Tunnell™;
! this[11] = "R 5 I ":

boot-start-marker

boot-end-marker
I

command completed.

logging buffered 51200 warnings
1

no aasa new-model
|



w Cisco 105 Series AP - Home - Mozilla Firefox

File Edit Wiew History  Bookmarks Tools  Help @ e 7]

- C | hipyizo0.60010.8 wil -

|W* Wikipedia {en) ",':3'| 2 -

| ) SHODAN - Computer Search Engine ] | Cisco I0S Series AP - Home 8 | + ‘

Cisco SysTems

Cisco Aironet 350 Series Access Point

Hostname ap-romeulandi-open 21:57:35 Mon Dec 7 2009
Association )
Clients: 0 Eepeaters: 0 |
Network ldentity
IP Address 200160108
MAC Address 0040.9644 b738

Hetwork Interfaces

Interface MAC Address Transmission Rate R
ﬁFastEthernet 00409644 b738 100Mbrs
ﬁRadinD-BDE.HEI 0040.9645. ed11 11.0MbSs
Event Log
Time Severtty Description
Dec 7 20:33:53.718 Warning Packetta client 0021 .c510.bAT76 reached max retries, remaving the
client
Dec 7 20:33:49.485 #nfarmation Interface Dot 1Radiol, Deauthenticating Station 0023.6c83.3141
Reason: Sending station has left the BSS
Dec 7 20:33:40.830 #nformation Interface Dot11Radiol, Station 0021.c810.ba76 Associated
KEY_MGMTMOME] M

Done @ 200.160.10.8  FoyProwy: Disabled Q) 0w B =




@ Cisco 105 Series AP - Express Set-Up - Mozilla Firefox 3

File Edit YWiew History  Bookmarks Tools  Help @ e 7]

6 - c :}{ {&r I: |j hkbpe200,160,10.8/ap_express-sstup,shtml ﬂfﬂ - |W* Wikipedia (en) j::'| 2 @

| CE) SHODAM - Computer Search Engine EI l |j Cisco I0S Series AP - Express Set... B | ek ‘ F
Cisco SYSTEMS [

EXPRESS SET-UP

Cisco Aironet 350 Series Access Point

Hostname ap-romeulandi-open

Express Set-Up

Host Name:
MAC Address:

Configuration Server Protocol:

IP Adiress:
IP Subnet Mask:

Default Gateway:

SHMP Community:

7]

21:58:30 Mon Dec 7 2009

|ap—rumeu|andi—upen |

0040.9644. b7 358

O DHCP @ Static IP
200.160.10.8 |

255,265 255.0 |

200.160.10.1 |

|regi5tr|:| |

@ Read-Only O Read-Write

Radio0-802.11B

Role in Radio Network:

Optimize Radio Network for:

Aironet Extensions:

® Access Point O Repeater
@ Throughput  © Range O Custom
© Enable O Disable [v]

Done

@ 200.160.10.8  FoyProwy: Disabled Q) 0w B =




@ Cisco 105 Series AP - Express Security Set-Up - Mozilla Firefox 3

File Edit YWiew History  Bookmarks Tools  Help @‘ e 7]

6 - c }\f{ {&r I: |j hkbpe 200,160, 10,8/ ap_express-security, shkml ﬂfﬂ - |W* Wikipedia (en) j::'| 2 @

| CE) SHODAM - Computer Search Engine EI l |j Cisco I0S Series AP - EXpress Sec... B | ek ‘ F
Cisco SYSTEMS [

Cisco Aironet 350 Series Access Point \a

Hostname ap-romeulandi-open 21:59:00 Mon Dec 7 2009

EXPRESS SECURITY

Express Security Set-Up

SSID Configuration

1. SSID | | [] Broadcast SSID in Beacon
2. VLAN

® Mo VLAN O Enable VLANID: | |(1-4094) [ Native VLAN
3. Security

® Mo Security

O Static WEP Key

Key 1[v]| 128 bit v

O EAP Authentication

RADIUS Server: | ||:H|:|5tname or IP Address)

RADILS Server Secret: | |

RADIUS Server: | ||:H|:|5tname or IP Address) M

@ 200.160.10.8  FoyProwy: Disabled Q) 0w B =

Done




¥ Cisco I0S Series AP - Network Interfaces - Mozilla Firefox

File Edit YWiew History  Bookmarks Tools  Help @ e 7]

~ C 0 5 L] httpfz00.160.10.8/ap_netwark-if.shtml

wil -

| W Wikipedia (en)

| CE;. SHODAM - Computer Search Engine

&) | | Cisco 105 Series AP - Network Int... £3 | || CT-1980028 flevel{15/exec/-jshowjcdp... | - |

Cisco SysTems

NETWORK INTERFACES
P Address
FastEthernet

Cisco Aironet 350 Series Access Point

Hostname ap-romeulandi-open

Network Interfaces: Summary

System Settings

22:01:40 Mon Dec 7 2009

IP Address ( Static )

200.160.10.8

IP Subnet Mask

25952552550

Radio0-302.118

Default Gateway

200160101

AL Address

00409644 b7 38

Interface Status FastEthernet Radiol-302.118

Software Status Enabled {1 Enabled 1
Hardware Status updt up it
Interface Resets ] 1
Receive

Input Rate Timespan 8 minute 5 minute
Input Rate (hits/zec) 2000 1000
Input Rate (packets/sec) 4 2
Time Since Last Input 00:00:00 04:27:34
Total Packets Input 54958045 56487586

[

Done

@ 200.160.10.8  FoyProwy: Disabled Q) 0w B =




W Cisco 105 Series AP - Security - Mozilla Firefox

File Edit YWiew History  Bookmarks Tools  Help @ e 7]
é ~ C (g || htpfz00.160.10.8(ap_sec.shtml 76) - |‘Wv Wikipedia {en)
| CE;.SHODAN-CnmpuI:er Search Engine = | \j Cisco 105 Series AP - Security E | |j CT-1980023 [level 15/exec/-Ishowfcdp... | - |

Cisco SysTems

Cisco Aironet 350 Series Access Point

Hostname ap-romeulandi-open

Security Summary

22:02:06 Mon Dec 7 2009

Administrators
Username Read-Only Read-Write
SECURITY
Admin Access admin v
Encryption Manager : .
Senvice Set ldentifiers (SSIDs)
S50 Manager
Sarver Manager SSID VLAN Radio BSSID/Guest Modev” COpen Shared | Network EAP
L | SAEIUS St CGIBR RadioD-802.11B | 0040.9545 ed11 v ho addition
Advanced Security
Radio0-202.11B Encryption Settings
WEP Cipher
Encryption Mode Key Rotation
MIC | PPK | TKIP WEP40bit WEP 128 hit CKIP | CMIC
Maone
Senver-Based Security
Server Name/IP Address Type EAP MAC Admin Accounting

@ 2000160108 | FooyProwy Disabled @8[] O oo B R




Cisco 105 Series AP - Services - Mozilla Firefox 5
File Edit YWiew History  Bookmarks Tools  Help @ e 7]

G - c M ||j http: /200,160, 10,8 ap_services, shkml ﬂfﬂ M |W* Wikipedia (en) j::'| 2 =
| %SHODAN-Cnmputer Search Engine = | \j Cisco 105 Series AP - Services E | |j CT-1980023 [level 15/exec/-Ishowfcdp... | - | F
Y
Cisco SysTEMs [~
- - - ] .
Cisco Aironet 350 Series Access Point
Hostname ap-romeulandi-open 22:02:37 Mon Dec 7 2009
Services Summary
TelnettSSH: Enabled/Enahled Hot Standby: Disahled
CDP: Disabled DME: Enahled
SERVICES Filters: Filter Defined HTTF: Enabled
TelnetiSsH @oS: Disabled STREAM: Disabled |
Hot Standby r
CDP SMMP: Enahled SMTF: Enabled
DMS WLAMN: Disahled ARP Caching: Disabled
Filters
HTTP
Qo5
STREANM
SHMP
SNTP
WLAR
ARP Caching

v
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Move the pointer over the ports for more information.
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b Configure Switch Health
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b Monitor Eroduct 10: WE-C28E0-24TT-L Bandwidth Used Packet Error Fan
P Maintenance '
- IF Addrezs: 217.75.0.230

Metwork Assistant
MAC Address: 00:1E:BD:B8:15:80
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B Restart / Reset q
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w Configure
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0 Express Setup
B Restart / Reset

b Monitar Switch Password: Confirm Switch Password:

P Maintenance

B MNetwork Assistant

Management Interface (VLAN ID):

Default Gateway: 77107 | 1225 [

— Optional Settings

Host Name: STCM-swl.cb3bek

Telnet Access: () Enable () Disable

Telnet Password: Confirm Telnet Password: M
£ 1 E
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Help | About | Exit

@9 Basic Configuraton

A Lan
€2 Internet (AAN)
g Firewvall

[# pHep
W naT

-

+2* Routing

&Y security
ﬁ Reset to Factory Default

Total Supported LAN: 2
Configured LAN Interface: 2

Total Supported WAN: 0
Total WAN Connections: 0

@ Ping
@ Telnet

@ Cisco SDM

Firewall: Mot Supported

2 softwars Update

Model Type: Cisco 1841 :
j0S Version:  12.4(18by| | @ Refresn |




@7 Cisco SDM Express: 220.231.101.130

Help | About | Exit

Cisco SDW Express et

& Basic Configuraton The usernarme and password are used to log into the router.

A Lan

& Internet (AAR)
ER Firewal
DHCP

e maT

-
2+ Routing

%Q Security

ﬁ Reset to Factory Default

=ulji,. IWETETE

Lsername Login Fasswaord Fassword is Encrypted

Secret Passwaord

The enable secret password provides access to the routers command line.

Current Passwoard: =nane=

Enter Mew Password: | |

Re-Enter Mew Passwoard: | |

@ Fing
@ Telnet

EB cisco SDM

Hostname: ' DHYHPG |

Domain Mame: | |

02 software Update

Model Type: Cizcao 12841
10S Version: 12.40180) [ @ Refresh ] [ 451 Apply Changes ] [ﬁrmmm Cl'mngm‘]




Help | About | Exit

Cisco SDM Express

[_hﬂ Cverviewny

.@.ﬂ' Biasic Configuraton

You can edit the LARM address shown below. Lse the new IP address to reconnect to vour rauter

ﬁ Internet (AN from the browser.

B Firewal Interface: FastEthernet0r

DHCP IF Address: 192.168.1.1 |

e maT _ . n
Subnet Mask: |255-255-255.D | ar Subnet Bits: 'F

-
2+ Routing

%Q Security

ﬁ Reset to Factory Default

@ Fing
@ Telnet
EB cisco SDM

02 software Update

Model Type: Cizcao 12841
10S Version: 12.4(180 [‘."‘E’“““"] FWF'TCW FWWCW




Help | About | Exit

Cisco SDM Express

[hﬂ Cverviewny

.@.ﬂ' Biasic Configuraton

A Lan

Cisca SDM Express lets vou configure ane WAk connection. To canfigure a WA connectian,
choose an interface,click Add Connection, and enter the connection parameters.

E Fireweall
DHCP
e maT

-
2+ Routing

%Q Security

ﬁ Reset to Factory Default

Interface List £%. Add Connection @ Edit [ Delete @ Disable

Interface IP Twpe Status

FastEthernetlin 220.231.101.130030 10/100Ethernet &) Up

@ Fing
@ Telnet

EB cisco SDM

02 software Update

Model Type: Cizcao 12841
I0S Version: 12.4(18b) [‘.m'i




[ﬂ Cverviewny

A Lan

& Internet (AAR)
ER Firewal
DHCP

e maT

-
2+ Routing

%Q Security

@ Fing
@ Telnet
EB cisco SDM

02 software Update

{;;G Biasic Configuraton

ﬁ Reset to Factory Default

@7 Cisco SDM Express: 220.231.101.130

Help | About | Exit

Cisco SDM Express et

Wihen a router has not learned a route to a destination netwarl;, it can use a configured
default route. The default route specifies the next stop for traffic to unknown networks, called
the next hop. ¥ou can specify & router interface, or an IP address as the next hop.

v Enahle default raute

Select a router interface arthe IP address of a remote host as the next hap.

" Interface FastEthernetoim

i+ |P Address 220231101129

Model Type:
105 Version:

Cisco 1841
12.4{1 800

[ @ Refresh ] [ 451 Apply Changes ] [ﬁrmmm Cl'mngm‘]




7 Cisco SDM Express: 220.231.101.130

A Lan

& Internet (AAR)
@ Firewvall
DHCP

e maT

-
2+ Routing

%Q Security

@ Telnet

EB cisco SDM

02 software Update

.{;;F‘b Biasic Configuraton

ﬁ Reset to Factory Default

BEx)
Help | About | Exit

Cisco SDM Express aree

Security Settings Select All (Recommended by Cisca)

[ Disable services that invelve security risks

This disables active services such as Finger, PAD, CDP etc. which may make your
rovuter vulnerable to security attacks.
[~ Enable services for enhanced security on the router network

This enables Logoing and other serices, which will enhance the security on the
router.

[ Encrypt passwords

This encrypts all passwoards on your router by enahbling password encryption
senices.

Router Clock Settings

You can synchronize your routers datefime settings with the local PC clock. The router clock is used
during negotiation of some ofthe security options.

Synchronize with my local PC clock

Model Type:
105 Version:

Cisco 1841
12.4{1 800

e,

@ Refresh ] [ &3 Apply Changes ] [ [ Discard Changes ]

-




SHODAN for Penetration Testers

CASE STUDY: DEFAULT
PASSWORDS



Case Study: Default Passwords (1)

m [he ‘default password’ search locates
servers that have those words In the
banner

m This doesn’t suggest that these results will
be using the defaults, but since they're
advertising the defaults they would
potentially be the lowest hanging fruit



Case Study: Default Passwords (2)

An example of a ‘default password’ result:

HTTP-1.8 4@l
Date: Sat, 21 Dec 199: 12:868:88 GHMT

Mww—zuthent icate: Basic realm="0O=sfault password: 1224
Server: PrintSircr MEEBFORT 1.1

The server line indicates this is likely to be a
print server; also note the “401" and Www-
authenticate which indicates the likelihood of
a username and password pop-up box



Case Study: Default Passwords (3)

m [ his does not suggest that this device is
using the default password, but it does
mean that it is a possibility

m\While no username is listed, a null
username or “admin” is always a good
guess

mAnd did it work?
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File Edit YWiew History  Bookmarks

- X (BT

G:f; SHODAM - Computer Search Engine

= D_] a

Tools  Help g e 7]
http:/}220.130.40,56/ 3 - |w- JalRe" B
%, Loading... 8| - -

-

Authentication Required

o

User Name:

Passwiord:

& username and password are being requested by htbpsff220,130.40,86, The site savs; "Default
password: 1 234"

(0] 4 } [ Cancel

‘Waiting for 220,130,40.56...

5ol @ 95.173.58.166  FoxyProxy:Disabled @9 [ | @ w1 B3» R




@ Edimax Print Server - Mozilla Firefox E]

File Edit YWiew History  Bookmarks Tools  Help E e 7]

Cc ot L httpijizz0.130.40.86/ ~B - [w- P

—-'; SHODAM - Computer Search Engine J Edimax Print Server

4 H
FDIMAX ﬂmp wizar— o Tovs

]

HETWORKING PEQOPLE TOGETHER .

o FA 'CLio* A% ¢ @w.

o 104 BOA

TCP /1P 5~°A E el - PSCCTESE Raw Printing Enable
T L aBA el - EPS0OMNEE0 IFF Frinting Enable
= g PS1206F LPR Printing Enable
SNMP 558 T Aeaghs - 28.21 AppleTalk Printing Enable

e ACYIS! - 00:00:B4:CC:78:9E MetWWare Printing Enable
NetWare "2°A USE Part Number - No SME - Enable
AppleTalk *+"A LFT Paort Murnber 1 SMMP Enable

pLYeui%E G54, - Mo MetBEUI : Disahle

Daore 5ol @ 220.130.40.86 | FoxyProxy:Disabled Q9 [ @ eo1 B3 B
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CASE STUDY: iNFRASTRUCTURE
#pw (o PM/VM /KP



Cisco Systems

Accessing Cisco WS-C3750G-128

Telnet - to the router.

Show interfaces - display the status of the interfaces.
Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line nterface at level 01,234 56789.10.11,12.13.14 15

Connectivity test - ping the nameserver.

Show tech-suppott - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

Web Console - Manage the Switch through the web interface.

Help resources

1. CCO at www.cisco.com - Cisco Connection Online, inchuding the Technical Assistance Center (TAC).
2. tac(@cisco.com - e-mail the TAC.

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@cisco.com - e-mail the HTML interface development group.




Home Exec Configure

Ontpuat

Command base-URL wasz: flevel/l15/exec/-
Conplete URL was:/level/15/exec/-/show/ip/route/CR
Command was: show ip route

Codes: € - conmected, 5 - static, R - RIF, M - mobile, B - BGP
I - EIGRP, EX - EIGRP external, O - 05PF, IA - OS5PF inter area
N1l - OS5PF WS55A extermnal type 1, N2 - OS5PF HNS55L extermal type 2
El1 - O5PF external type 1, E2 - O5PF external type 2
i - I5-I5, =u - I5-T5 summary, L1 - I5-I5 lewvel-1, L2 - I5-I5 lewvel-2Z
ia - I5-I5 inter area, * - candidate default, U - per-user =tatic route
o — CDE, P - periocdic downloaded static route

Gateway of last resort is to network 0.0.0.0

i= wvariably subnetted, 10 subnet=s, 3 masks

D EX [170/28416] wia 2whd, Vlan401l
[170/28416] wia 2whd, Vlan400
D [90/3072] wia 2whd, Vlan40l
[80/3072] wia 2wid, V1ian400
D EX [170/4226816] via 3whd, Vlan401
[170/4226816] via 3wid, V1an400
D EX [170/3115776] wia 3whd, V1an401l
[170/311577&6] wia 3whd, Vlan400
D EX
[170/2178816] wvia 02:01:41, V1an40l
[170/2178816] wia 02:01:41, V1an400
D EX [170/3072] wia 2wid, Vlan401

[170/3072] via 2w5d, Vlan401l



Home Exec Configure

Ootpuot

Command base-TRL wasa: flevel/l15 fexec/-
Conplete URL was:/level/15/exec/-/show/running-config/CR
Command was: show running-config

Building configuration...

Current configuration : 10374 bytes

1

' Lazt configuration change at 06:40:37 EST Tue Apr & 2010 by
' NWEAM config last updated at 06:40:482 EST Tue Apr & 2010 by
1

version 12.2

no service pad

service timestamps debug datetime msec

zervice timestamps log datetime msec

no =service password-encryption

1

hostname

!

boot-start-marker

boot-end-marker

!

!

usSername privilege 15 =secret 5
username privilege 2 =secret 5
aaa new-model

1



Home Exec Configure
Command
Oatpnt

Command base-URL was:

flevel 15/ axec) -

Conplete URL was:/lewvel/15/exec/ -/ show/cdp/neighbora/CR

Command was:

sghow cdp neighbors

Capability Codes:

Device ID

E - EBoute

5 - Switch, H - Host,

Local Imtr
Gig 1/0/11
Fig 1/0/12
Gig 1/0/2

Gig 1/0/10

Gig 1/0/9

Ty

froe

T - Tran= Bridge,
I - IGMFP,

Holdtme
173
143
155
1a7

131

B -

B - Source Route Bridge
r - Eepeater,

Fhone

Capakhility Platform Port ID

E

E

E

]
o]

5

5

5

I
I

I

I

I

CISCOTe06
W5-C37500=
W5-C3750-
W5-C3560E

W5-C3750-

Gig 1/6
Gig 1/0/12
Gig 1/0/1
Gig 0/25

Gig 1/0/1

command conpleted.




Case Study: 4, to PN ax ¥

m Two Cisco 3750 infrastructure switches
with direct access to Cisco 7606 Router

m VLAN IDs for internal ISP network, hotels,
condos, apartments, convention center,
public backbone...

m SNMP server |IP address and community
strings
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OTHER EXAMPLES



Some general observations...

=search Results 1 - 10 of about 362695 for “iis/5.0™

"iiSM.D"| search Results 1- 10 of about 9977 for “is/4.0™
=earch Results 1- 10 of about 381 for "iis/3.0"
=earch Results 1- 10 of about 42 for "iis2.0™

Fesults 1- 10 of about 159 far s/ 1.0
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| Ce;, SHODAM - Computer Search Engine

& mERE

Logi(ec

version: 0100c

Home
5 YATL system.html
5] ZFalTA security.html
B TyhO=2 network.htmi
5] BBLAN wireless.html
s S1+zxsons | ddns.html
5 TOEAUAR accesslist.html
5 -7+ | audiovideo.html
5 #3avk0-0 | cameracontrol.html
5] ExX—ILEFTP mailftp.html
5 BhfEt motion.html
s TFUwr-vay | application.html
5 VATLES syslog.htmi
5 Ea—is-2- | parafile.html
5 TR maintain.html

etwork Camera

g, Chongaging, Hong Kong, Kuala Lumpur, Singapore, Taipei M

)
F/8]
]

F/81]

NTPH—J)4: |None

BRI

{RTT

Done
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THE FUTURE



The Future

m API in the works for program integration
m Summary report for export option

m Software fingerprints

m Collection of HTTPS



SHODAN for Penetration Testers

CONCLUSIONS



" A
Conclusions

m SHODAN aggregates a significant amount
of information that isn’t already widely
avallable in an easy to understand format

m Allows for passive vulnerability analysis

Bottom line: SHODAN Is a potential game-
changer for pen testers that will help shape
the path for future vulnerability assessments
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