ener "Strace”,
Engineer

So Many Ways to Slap a YoHo:
Hacking Facebook & YoVille




DRAGGED
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Its Medicinal!

Tom Stracener

Wwall Info Photos Boxes <+

Attach: [@ =# 5] ¢ « - T W

(, Options

Edit My Profile

Tom Stracener

Tom is growin' the good stuff in FarmVille!

~ard Fha leval Af HvaAdre Ear n Earr

T am an application security — ; om attained the level of Hydro Far in FarmVille! He can now grow the
specialist (A.5.5.) who has been : o
working in the field of Internet

and application security for 10

years. These days I spend most

of my time doing 'mad scientist’ #
type security research. Currently
deep in Shellcode..

8 hours ago via FarmVile - Comment - Like * Play FarmVile now

il Clarence Doskodil The only FarmVile post I can appreciate.
Good going man!!
27 minutes ago * Delete
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é:gﬂ What is YoVille?
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& What is YoVille?
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,1) Introduction }

:2) Client-side trust attacks within Application APIs

r3) Attack Patterns Against Social Network Gaming

L4) Impact of the attacks using YoVille as an example

[5) How to keep your software off the stage at DEF CON ]
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@3!' Client-Side Trust

4 N

APP2

< > APP1

X-Application Trust

\.  Client-Side Trust Y,

- /
—

Gateway App
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@)ﬂ' Attack Characteristics

v" Amplification: Attacker can use one compromised
account to attack that users friends via social gaming.

v Deception: Phishers can create messages to lure users
to click on malicious links or buttons, in some cases with
the URI masked

v’ Easy to Exploit: By using a MITM proxy an attacker can
create fake but legitimate looking prizes, gifts, or
awards. Manipulating the API is trivial.

© Stracener, Tom 2010



@)ﬂ' Attack Characteristics

v Trust: Since the attacks often originate from in-game
friends or neighbors there is a greater tendency to trust
the content as legitimate

v’ Stealth: Because the attacks happen at the layer of
application logic they are very difficult to detect (i.e. no
noisy metacharacters or scripts).

v Urgency: Users are trained to quickly click and claim
items their friends discover before the item expires or is
used up.
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& Attack Patterns for Client-Side Trust

' 1) Application API Manipulation via Man-in-the-Middle }

r2) Application API Content Spoofing via API Manipulation ]

\

' 3) Transaction or Event Tampering via API Manipulation

.

' 4) Transaction or Event Replay via API Manipulation

© Stracener, Tom 2010



- : :
& Attacks can prey on users interests or vanity

The best kind of lies are those we want to
be believe...

Best Friend Quiz

'L 7 N One of Your Friends Thinks You Are Sexy. Find out Who!
210

Clicking Allow takes you to a Adobe PDF
exploit
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Anatomy of a web 2.0 Application

Framework

User , .
Ao e Master Application User Page
P — within Master
Application is
updated
JavaScript Java Flash = ' ] IFRAME CSS/XSL HTML ‘
Web Application API API-Request
HTTP ssL REST API-KEY Broker
I I I Application
JSON XML AJAX Feed
Application Tier o
. . . . ersistent
Feeds/RSS Digital Signatures Encryption Storage
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m Application Framework & API

{ Friend Profile : : User Profile :

{ Application Feed:: i Event Feed .!.

Application
Interface
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@Z% Application Framework & API

* IFRAME ......................
.FIaSh o...... LR T .." ....... ..0.0’...000
. Friend Profile User Profile .
* Applet X .
.A t_ X .. ) . ... ....... .. .. ..::.
cHve s % Application Feed: ¢ EventFeed %
. Application API :
.. .. ...JJ‘-.-‘_....

;7 Application
. Interface

o
.
L]
.
o®
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@Z% Application API Content Spoofting

o~

.

\
An attacker is able to modify message content or make API
calls to create arbitrary content within cross-application
Messages )

Root Cause: Failure to protect data from modification (i.e. failure
to ensure data integrity).

Impact: Attacker can create deceptive content that enables social
engineering attacks, phishing, or user harassment
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@3# Content Spoofing Example

Consider This|IGTEEE

Content can be spoofed by modifying messages
or creating new messages via direct query

<, e
00’/ a ss’bg
pprOVE this me © Stracener, Tom 2010




@‘k Attack Execution Flow: Spoofing

E 1. Direct API Call

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII> 7_

Feed published to Gateway App via Feed

© Stracener, Tom 2010

Application Acknowledgement

4,

IIIII-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII*

2.

-,...;;Z‘".""""""""""""

Gift or Message

is Delivered to
Target

Message can be a ‘wall
update’ or a ‘gift’, for
example

5. Gift/Message Sent

.........;@)



@9!' Cont.

FREEGifts!

Send

Choose a free gift to send

(») hide offer

Client

:

App API
Method

]

Gateway

App: GUI <

© Stracener, Tom 2010

GW: User News Feed

GW: Messages\Inbox

GW: Notification\Alerts




"23!' Attack Patterns

, 5) Application API Navigation Remapping l

' 6) Application API Button Hijacking ]

r

/) Harvesting Usernames via API Event Monitoring

\

, 8) Exploit Injection via Application API Message

\

[ 9) Malware Propagation via Application API Message ]
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@3!' Application Trust Boundaries
4 )

APP1

Application Trust

\ Client-Side Trust -

\- .
S

Gateway App
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& Application API Navigation Remapping

When web application links that should point back to the
pplication or its content are rewritten to trick users into
foI owing a malicious link.

e Root Cause: Failure to protect data from modification (i.e. failure to
ensure data integrity).

o Impact: Potential compromise of user’s machine and/or accounts via
direct exploitation of browser or plugin flaws. Potential for spooﬁng,
phishing, & authorization of malicious applications — ;

BRI CK ASTTLETY
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API Request: Feed Processing

POST httpfiwasaw facebook comifmifajaxprompt_feed.php?__a=1 HTTRM1 1 -
Accept **

Accept-Language: en-us

Feferer: hitp:ifsesay facebook comiconnectiprompt_feed.php?locale=en_LIS

¥-SvN-rey; 253302

Content-Type: applicationf-wwa-form-urlencoded

User-Agent: Mozillard 0 (compatible; MSIE 8.0; Windows MNT 5.1; Trident'4 .0; MET CLR 1.1.4322; KMET CLR 2.080727; WET CLR 3.0.04506.30; NET CLR 3.0.4408.
2Ma2; MET CLR 3.5.30729; MS-RTC LM 8) Parosf3.2.13

Host: waan facehook.com

Content-length: 1861

Prowy-Connection: Keep-Alive

Pragma: no-cache

Cookie: datr=1254403372-89260deB 97 f9ed40effdeafi9e2 Tabf2e1 179524653071 66ar; [0=033GkiHxZERSABER-I-MNd20; ke=strace%40gmail.com; ks=2; c_user=
14091 74187, [r=1; sct=1274314001; sid=1; xs=08ffearEb44h16a3h41 794hee1182d2; presence=0J275833229G32H1L14081 741 87 MF 27593322856 3Whblchsn
dPEblombvthicibdshPBEA_FhABfARUIBUctsADGBRIADAcARY2TE9332297406B cPBovrADIAD 9Bts P27 5932874000 force_hcth=1

b

feed_infoftemplate_idjl=60341837091 &feed_infoftermplatized)=0&feed_infofternplate_data)[name]=Consider%20This%20B1 TCHI&feed_infoftemplate_datal[description
J=&feed_infoftemplate_data][hrefl=http%3A% 2F % 2F apps.facebook com%2Fyoville% 2Findex php%3Fpoe% 3094 % 26ifhid %301 38104352 % 26301 2% 260 %30 % 26s
k%30D4d3caelfabeadeladh9d4 7 FdAa2Afae3 %2524 %2524cgF a0 STAShMY S %252 ALICOK% 252 S5 8L poyrphtaayg B LIS % 265 rc % 30feed % 26 aff% 30ifeed % 260 H% 3
01 2&E&feed_infoftemplate_data][creative]l=n0_c0_m0_ad&feed_infoftemplate_data][caption=%7YEB*actor*% D% 20recieved%20a% 20BLUIRMING % 20CROSS % 20from %
20s0meone%20t0%20Welcome %20y ou% 20t0%20the % 20neighborhood %200 0OMNT % 20F @K% 2 0With % 20TomDude % 20AGAIMN% 200R % 20 OUR % 20ACCOLINT %
200ILL% 2 0BE% 2 0PWIHED % 2 0ARD % 20 QU % 200 LL% 2 0BEC OME% 20 THE % 20BIGGEST% 20FAM% 200 F %20 GOAT % 205EX % 200N % 20FACEBQCK Efeed_infofte
mplate_data][media][0][vpel=imane &feed_infoltemplate_data][media)[0][sre]=hitp % 3A%2F % 2w sploenter.org % 2Fimages%2Fimalib% 2F K% 2Fir _107_crosshurnin
0200200 jpo&feed_infoftermplate_data][medig][0][href=hitp % 34%2F % 2Fapps facebook com% 2 Fyoville % 2Findex. php % 3F poe %3094 % 26ifpid %301 38104 35 2% 2601
HIDT 2% 260% 3D %A% IDW 235k 23N 265 % I0TRed % 263 %N I0IfRrd % 260M% 301 28feed_infafaction_links][0]texd=Claim % 2 Ohystery% 2 DKeys &feed_infofaction_
links][0][hrefl=hitp% 3A%2F % 2F apps. facebook.com% 2Fyvoville% 2Findex php% 3Fpoe% 3094 % 26ifpid % 301 38104352 % 26iM% 301 2% 26d %30 % 26sk% 304d8caelfahea
Qeladh9ddrrd6526fae3 %2524 %2524cgF 50 8TashMY A% 28 2ACOK % 252C5t5 8L payrphaayay B LIS % 265rc % 30Mkeed% 26 af% 3Difeed % 26t 301 2 &feed_infolapp_
has_no_sessionj=false&feed_infolbody_general]&feedform_tipe=63&preview=rfalzebfeed_target_type=sell_feed&app_id=21526880407 &size=2&extern=1 &privacy_da
tafraluel=80&privacy_dataffriendsl=0&&&&privacy_datallist_anonj=0&&privacy_dataflist_x_anonj=0&&user_message=&nctr_ial=1&__d=1E&post_form_id=74981 506753
Zadcd8164eychb2d33daash_disg=uxhuy&post_form_id_source=AsyvncRequest

o MITM Proxy view
[



@'% Link (Navigation) Tampering

&feed_info[template_data][name]=
— Title of message,
— clickable=Yes

&feed_info[template_data][href]=
— URL for message title
— URI masked=Yes

&feed_info[template_data][caption]

— Content of message
— Clickable=No

\.

\

&feed_info[template data][media][
O][src]=

— Location of Image

— URI masked=Yes

o)

— Clickable=No
J

© Stracener, Tom 2010

&feed_info[template_data][media] N
[O][href]=

— link for image within message

— clickable=Yes

— URI masked=Yes

&feed_info[action_link][O][text]=
— Content of action text

— URI masked=Yes

— i.e. “Claim Mystery Keys”

&feed_info[action_link][0][href]=
— Content of message
— Clickable=No

_/

&feed_info[template_data][media][
O][src]=

— Hyperlink for Message Image
— URI masked=Yes



@d Link Tampering

Tom Stracener

j # Ass of Firel

<>

Y February 19 at 4: 10pm via YoVille - Comment - Like - Collect the Ass of Fire
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@! Link Tampering

[media][src]=
[media][0][href]=

&Feed_info[template_data][name]= | [template_data][href]

feed_info[template_data][caption]=

© Stracener, Tom 2010

t 4:10pm via YoVile - Comment - Like |[action_link][O][text]

action_link][O][href]




@9" Attack Execution Flow

E 1. Application Event m=—-"<N Game Application
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII> " acctr_sse_dVlaGateway
P ) = application

Application Event Message 2. Game Application
: ‘ EE I EEEEEEEEEEEEEEEEEEEEEEETRm generatesa StrUCtured
== API request to update
Gateway App.

° Attacker Modifies Link Destinations 3.

Event published to Gateway App via Feed 4,
IIIIIII‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII* &%
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@9’ Attack Patterns

1

| 5) Application API Navigation Remapping

' 6) Application API Button Hijacking

r /) Harvesting Usernames via API Event Monitoring

: 8) Exploit Injection via Application API Message

[ 9) Malware Propagation via Application API Message ]
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@:% Application API Button Hijacking

CAPEC: 388

You’ll have to come see the talk. ;-)
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@9’ Attack Patterns

1

| 5) Application API Navigation Remapping

' 6) Application API Button Hijacking

r /) Harvesting Usernames via API Event Monitoring

: 8) Exploit Injection via Application API Message

[ 9) Malware Propagation via Application API Message ]
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Malware Propagation via Application API Message

CAPEC: 391

You’ll have to come see the talk. ;-)
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& How to Keep Your Software off the Stage at DEF CON

To build secure software you MUST understand how it will be attacked

A broad understanding of the attackers perspective resides in the heads of a
relatively small group of people - most of them are here this weekend

The only way to scale this knowledge is to capture and share it in a structured
and standardized way

CwE

http://cwe.mitre.org

CAPEC

http://capec.mitre.org
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@‘k Attack Patterns for Social Gaming

Application API Manipulation via Man-in-the-Middle l CAPEC-383
Application API Content Spoofing via API Manipulation CAPEC-384
Transaction or Event Tampering via API Manipulation CAPEC-385
Transaction or Event Replay via API Manipulation CAPEC-386
Application API Navigation Remapping CAPEC-387
Application API Button Hijacking CAPEC-388
Harvesting Usernames via API Event Monitoring CAPEC-389
Exploit Injection via Application API Message CAPEC-390
Malware Propagation via Application API Message CAPEC-391
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Prescriptive Guidance

In other words: How do I avoid this $SH17?

You’ll have to come see the talk. ;-)
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