SOCTAL ENGINEERING

Dress = $300. Rented Tux = $200.
Bypassing Secret Service to meet the president inside the White House =
Priceless!
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gem 1 "Deceiving the heavens to
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Hacker/Social Engineer

INFOSEC talk = slide like this ;-)

Wu (Tzu) “Ping-fa”(The Art of War)

arfare is based on deception. Hence, when able to
K, we must seem unable; when using our forces, we

t seem inactive; when we are near, we must make

enemy believe we are far away; when far away, we

t make him believe we are near. Hold out baits to

e the enemy. Feign disorder, and crush him.
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Contents

of the 36 Stratagems

of Social Engineering

S.E. differs between cultures
ew OSI| model

Stratagems relating to S.E.
Ssion
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story of the 36 Stratagems

= France

= ltaly




istory of Social Engineering

» beginning of time before it had a name it
2ing used as an effective form of attack.




.E. differs between cultures

sing secrets

Control

to others = Before they do to you

al benefit = An uneven outcome

S




The new OSI| model

6 is over used time for a new vector.
good but getting better defended.
less guarded and can’t be patched ;-)
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3. "Killing with a borrowed knife”
7R A

Turn an enemies asset against him
et t?g employee be the attack vector)

l.




3. "Killing with a borrowed knife”
+t >}
= 7] *A Remaining APk 62/150 Resets: 22:01 [ [ BN [ I
@ User Profile

Cont... ——

& User Profile

@haxorthematrix
PaulDotCom Podcast & Blog,

Fri

181

dedicated to providing the latest
information security news, and
information about hacking,
research, vulnerabilities.

¢ Providence, RI
end

http://www.pauldotcom.com

6 1783

Followers Following

@jafolkerts Yes, that;s the one | meant. An
" initial look made it look like Mercedes was
. on that house.....

trix, [+] Tue 0 ia kin reply

@jafolkerts Never heard of it, but now
' adding to the arsenal!

eck in reply

@jafolkerts Nice find. | bet that the house
' across the street with the pick with ladder

% and Mercedes SUV is your winner.

trix, [+] Tue 09 F 2 v

RT @donttrythis: http:/twitpic.com/128p1b
' - Now it's off to work in my beast. <—thanks

. to exiftool, we know where you live.

eck in reply

trix, [+] Tue 09 Feb 10:34 via k

Anyone know of a way to grap existing
" contents of the Windows Security log form
| 90+ machines easily? Filter by event type
would be nice too
trix, [+] Tue 09 Feb 10:16 via eck

Yes, yes | did eat half a can of Tactical Bacon

" ( http//tinyurl.com/yahyz4t ) at the
| podcaster's meetup at #shmoocon. Also
took mv statin!

LUTIONS

JGH DISCOVERY"

@jafolkerts

Developer, forensics, security,
student

? lowa

176

Followers Following

“ @haxorthematrix Looks like it one house

east (open garage door)

[+] Tue 08 21via 3

@haxorthematrix If you analyze at the

interior pic (http://twitpic.com/128I7d), it's

also grabbed the GEO Coords

" @haxorthematrix Ever heard of Google

Earth PhotoTag? (http://bit.ly/cBmr80) Too
easy...

kin repl

@haxorthematrix Look familiar?

http://bit.ly/bg9HDV (Google Maps Street

View of donttrythis 's house)

[+] Tue 09 Feb 59 via k

@haxorthematrix Good catch! :)

Tue 09 Feb 11

RT @Mandiant: MANDIANT is hiring Security
Consultants and Associates
http: db.

[+] Tue 09 Feb 11:21 via k

" @LanceUlanoff Great commercial up to that ¥
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Cont...
bwibpic e Jee e

Posted on February 9, 2010
by donttrythis

© Rotate photo () View full size

More photos by donttrythis

O Put this photo on your website

Views 13,592

Tags

Report Image

Now it's off to work in my beast. Wait... How'd that DOG get in there?

Login to leave a comment
prbowman on February 10, 2010
. Ever catch air in that vehicle? :-)

m dennilfloss on February 10, 2010
. Driving in style!!



3. "Killing with a borrowed knife”
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Cont...

Search Maps | show search options

Get Directions My Maps « (& Print [J Send Eooe
t ']
'-"‘A-_ 134 Judson Ave. San Francisco, CA, United States

Address is approximate

<y

T oops |




3. "Killing with a borrowed knife”
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Cont...

oogle maps TE— Show serch ptns

Get Directions My Maps

\¢

—
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©2009 Google | REnbr s problen



3. "Killing with a borrowed knife”
7R

Cont...

| Can Stalk U - Raising awareness about inadvertent information sharing

- ‘ + €3 http://icanstalku.com/

| Can Stalk U

Raising awareness about inadvertent information sharing

ut Us Contact Us

What are people really saying in their tweets? Links

I B : | am currently nearby Latitude: 52.3743,
- Longitude: 4.88467

en a minute ago

.&“ : | am currently nearby Latitude: 43.6692,
: Longitude: -79.3857 .
less th € ago

: | am currently nearby Latitude: 35.2652, Longitude:

Did you know that a lot

: | am currently nearby 4130 S Normandie Ave of smart phones encode
Q@ Los Angeles CA the location of where
%221 = pictures are taken?

Anyone who has a copy
=4
’ q
: | am currently nearby Santa Clarita CA

can access this
information.
v Disabling  Geo-Tagging
on your phone is easy.
Check our list of
common phones.

: | am currently nearby Latitude: 53.5857,
Longitude: -2.53317

: | am currently nearby Eastex Fwy
Houston TX

nutes ag

: | am currently nearby |- 44 Oklahoma City OK

: 1 am currently nearby 117 Semoran

STRATAGEM 1 SOLUTIONS

"DEFENSE' THROUGH DISCOVERY"
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PLEASE ROB ME &

Check out the same results on

Why More Info

Hey. do you have a Twitter account? Have you ever noticed those messages in which
people tell you where they are? Pretty annoying, eh. Well, they're actually also

potentially pretty dangerous. We're about to tell you why. [

Don't get us wrong, we love the whole location-aware thing. The information is very Made Possible By
interesting and can be used to create some pretty awesome applications. However, the -
way in which people are stimulated to participate in sharing this information, is less FOfthehaCI(
awesome. Services like Foresquare allow you to fulfill some primeval urge to colonize the Foursquare

planet. A part of that is letting everyone know you own that specific spot. You get to tell Twitter

where you are and if you're there first, it's yours. O, and of course there's badges..

(@boyvanamstel
@frankgroeneveld
@mOnk




\twikker "headed to"

Realtime results for "headed to"

JaybirdGSU: Headed to Savannah at 4
less than 20 seconds ago from fxt - Reply - View Tweet

smedearis: Starbucks, then headed to work to start an experiment.. Not my ideal
saturday.

half a minute ago from UberTwitter - Reply - View Tweet

KaramatFabrics: Headed to the first meeting of the Houston Modern Quilt Guild
half a minute ago from UberTwitter - Reply - View Tweet

lostintranslatn: Headed to Beaufort, SC.
half a minute ago from Twitterrific - Reply - View Tweet

bamamatt: headed to work, then to the sisters for my nieces birthday.
half a minute ago from web - Reply - View Tweet

jratlee: just had one of my better business ideas, must research. was headed to
get my hair cut. "u don't know" jay-z/m.o.p. remix was on the radio.

half a minute ago from Tweetie - Reply - View Tweet

gordyJfisher: What de gwan twedren mi headed to de festivities hyah den a
coconut tree burn fya

less than a minute ago from UberTwitter - Reply - View Tweet

kitschfactor: @GUBLERNATION if you're headed to Times Square, go to the
Sanrio store across from AMC theaters. They got sick threads bro!!

less than a minute ago from web - Reply - View Tweet




g71RA
Cont...

Network Diagram Tool Free Network Diagram
Produce Up-to-date Network Diagrams  Map & Discover Your Entire Network
with Topology & Configuration-Fast with Qualys Free Map!

Ads by Google

OO0OO0OO0O0O0O000e

ratemynetworkdiagram.com

"Killing with a borrowed knife”

HOME LAST LOGGED IN  VIEW COMMENTS MEMBER SEARCH LOST PASSWORD SITE FAQ CONTACT US

vork Documentation

Worst Fair Awesome!
Qo0 O1 02 03 04 Os Os O7 Os O9 Q10
click diagram for a clear full size view

SCTCS Network/Server Diagram -
Enoree Building, Synergy Business Park

&

Enoree East Wing ]
Clients (VLAN1) Coan MCU 220 Vo Bidge

\

Coten # VCR 2720

Gaco 3550 - 159 Swtch

SignUpN

Rate Network Diagrams

» Rate Large Networks
» Rate Small Networks
» Rate Home Networks
» Rate Network Racks
Rate Funny Diagrams
Rate All

¥ ¥

--)

| » Large Networks
o o = . |
SAFPHEFRAFFH RS = Teamew | » Cthistle 7.9316
ALl Shishie it . ) =) - » Bobdonkey 7.5661
T (Caco 35606 - s S
FHFFFRAFRAFRAFFRFARS [ an tiane » 24567920 7.0292
» Small Networks
aracs e e 310
o » Ijoy 8.9457
» Hodgesbo 6.6030
» Suicideboy 6.5566
OO » Home Networks
S0 1O Tape Loy
OO » Dmessana 8.5250
» Luser 8.1453
» Stverschoof 7.8942
» Network Racks
» Layeriguy 7.3596
» Networkguy 6.7924
R » Nsteam 6.5891
Y s » Funny Diagrams
8 i » Joeholden 9.6162 ~
L » Gavo 6.7943 =
Al £ 1022 Y|

ide




Bharti Router
Int fa0/0 61.95.140.177 255.255.255.240

"Killing with a borrowed knife”

g71RA
Cont...

IP address of Spectranet Router

203.122.36.1
Radware Link Proof Load Balancer Spectranet OFT
Radware Port 1 ] 3 Radware Port 2 -
1PAddress 61.95.140.100,255255:255240 | 22 IP Address 203.122.36.18 255.255.255.224
’
’
’

—
il

IP Address 203.122.36.2 255.255.255.224

2 PIX 515 E in Failover Mode

Interface E1
IP Address 10.223.0.25 255.255.255.0 -

ddress 10.223.0.24/255.255.255.0

: / Interface E2 )
IP Address 203.122.36.3 255.255.255.224

PIX 515E

Interface E2

e

interface
GigabitEthemnetd/44

interface
GigabitEthernet1/44

Websense Server

Prepared by:
Mayank Nauni

Switch 6509 Right

Switch 6509 Left

Thanks @jonoberheide




5. "Looting a house on fire”

2 XKATH

y offs / acquisitions create the proper kind of
~ chaos for a subtle attack.




Wirhless Network

Amacar

Wire< Natwork

. "Luring a tiger from its lair in the mountain”

15 pE & L

or the worker to take his network (laptop) to you.

1O TAlrsnart - A Rogue AP Login Page - Mozilla | a—

Ele Edit Yiew Go Bookmarks Tools Help

- & AR [0 me Wshare/ auditor [*| @co | 22,

@ Getting Started L) Latest Headlines

'Airsnarf

Please enter your username and password

Username:
Password:
Login | Concel

) Welcome to our Hotspet! - Microsolt Internet Explocer =10l x|
Be L Yew Favedes Lok beb

e DDA Qoewch GlFwvores Preds (P DR H- -8 s
Adess [) M:(110.20.7.1:5768o0n | i e ] o

Welcome to our Hotspot!

somame: [ sian up nowr
Password: } —

Local Coptent Examole
Exception Free website examples:

Google Groups

Technology by

a e




15. "Luring a tiger from its lair in the mountain”

& pE B L

1 SOLUTIONS
THROUGH DISCOVERY"




ing a tiger from its lair in the mountain”

15 pE & L

~, None of your preferred networks are available.
<

Select the network you want to join from the list, and then
enter the network password if necessary.

Boingo Hotspot
Free Public WiFi
Merkle
Merkle
Stephanie Rasmussen's MacBook Pr

)

(o o)
) ) 9

4

.)))

8 Remember this network

(Cancel) ~ Join




17. "Tossing out a brick to get a jade”

L5 E

0 USB could return an investment of
00. If cast out to the right “lucky” person

—

\ : s;",,)

i e



36. "Escape - the best scheme”

EHNE

should have an exit strategy in case the attack fails
specially if you are doing it in the “real world”).

THIS CARD MAY BE KEPT
UNTIL NEEDED OR SOLD

FREE



ay now what can we do?

CAREFU

IT’S NOT YOU
SHE’S INTERESTED I

?l«lskh\d
Will you take +he bait?




Okay now what can we do?

I'm tired of these Motha FSCKing Users!

With Motha FSKing easy to guess passwords!




Okay now what can we do?

PHYSICAL COMPROMISE

Yeah it's just like them.

STRATAGEM 1 SOLUTIONS
"DEFENSE  THROUGH DISCOVERY"



Okay now what can we do?

| There are people smarter than you, they have more resources than you,
L 4 and they are coming for you. Good luck with that.

!
- \ i
oo Thanks to @0ph3lia



ay now what can we do?

t understanding where the opponent's
2Sses are you cannot borrow their strength to use
them. (Cheng Man Ching)

w.dissectingthehack.com
b1dd3n.com
adhacker.net
w.social-engineer.org/
tragard.com

.sans.org

street on Twitter



ow let’s learn from others

ssion and Questions????

averal minutes of uncomfortable
e it is your choice.

This concludes my presentation Thank You



Those Links Again

.dissectingthehack.com

)1dd3n.com

idhacker.net
.social-engineer.org/

agard.com

sans.org

street on Twitter



