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RFID Hacking: Live Free or RFID Hard

03Aug2013 - 1:00pm-1:45pm
Track 1
Room: 

https://www.defcon.org/html/defcon-21/dc-21-speakers.html#Brown

More info:
http://www.bishopfox.com/resources/tools/rfid-hacking/



Agenda

OVERVIEW

Quick Overview
* RFID badge basics

Hacking Tools
« Primary existing RFID hacking tools
« Badge stealing, replaying, and cloning
* Attacking badge readers and controllers directly

« Planting Pwn Plugs and other backdoors

Custom Solution

* Arduino and weaponized commercial RFID readers

Defenses

« Protecting badges, readers, controllers, and more

BISHOP FOX




Introduction/Background

GETTING UP TO SPEED

BISHOP FOX



Badge Basics

FREQUENCIES

I T

Low Fequency (LF) 120kHz — 140kHz <3ft (Commonly under 1.5ft)

High Frequency (HF) 13.56MHz 3-10 ft
Ultra-High-Frequency (UHF) 860-960MHz (Regional) ~30ft
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Presenter
Presentation Notes
RFID Card/Tag Types:
http://rfidiot.org/#Tag_Gallery
http://blog.threatforward.com/2010/03/02/cards-side-by-side/

Proxmark Resources - Card Types and Formats
http://code.google.com/p/proxmark3/wiki/Tags_Main
http://code.google.com/p/proxmark3/wiki/RunningPM3#Supported_tag_types
http://www.proxmark3.com/item_tag.html

HID – Card Type Guides
http://www.hidglobal.com/documents/smart_card_guide_iclass.pdf
http://www.hidglobal.com/documents/technologyCard_guide_en.pdf
http://www.hidglobal.com/documents/hid_full_product_catalog_en.pdf




legacy 125kHz

STILL KICKIN \

* "legacy 125+«ilohertz proximity technology is sfill in place at around
/0% to 80% of all physical access control deployments in the U.S.
and it will be a long time" - Stephane Ardiley, HID Global.

* "There is no security, they've been hacked, there's no protfection of
data, no privacy, everything is in the clear and it's not resistant to

sniffing or common attacks.”

BISHOP FOX


Presenter
Presentation Notes
Very little progress made in last 6-7 years.  Awareness needs to be raised via successful penetration tests.

Black Hat 2007 - RFID for Beginners - Chris Paget
https://www.blackhat.com/presentations/bh-usa-07/Paget/Presentation/bh-usa-07-paget.pdf
http://www.podcast.tv/video-episodes/chris-paget-rfid-for-beginners-7581760.html

HID Global - Making the Leap from Prox to Contactless ID Cards - 13Jun2013
https://www.hidglobal.com/blog/making-leap-prox-contactless-id-cards
http://secureidnews.com/news-item/making-the-leap-from-prox-to-contactless-id-cards/


Opposite of Progress

125 kHz

So what then?

If you're using 125KHz Prox, your doors are highly

insecure.

* Demo time!

I_Q‘Activg"

BISHOP FOX

Language

Making the Leap from Prox to Contactless ID Cards

Zack Martin

Legacy 125-kilohertz proximity technology is still in place at around 70% to 80% of all physical access control deployments in the

U.S. and it will be a long time before that changes, says Stephane Ardiley, product manager at HID Global.

Still there are many reasons a migration from older access technologies is inevitable. The biggest is the increase in security.
“Proximity cards and mag stripes are basic technologies when it comes to physical access control,” Ardiley says. “There is no
security, they've been hacked, there's no protection of data, no privacy, everything is in the clear and it's not resistant to sniffing or

common attacks.”

https://www.hidglobal.com/blog/making-leap-prox-contactless-id-cards


Presenter
Presentation Notes
Very little progress made in last 6-7 years.  Awareness needs to be raised via successful penetration tests.

Black Hat 2007 - RFID for Beginners - Chris Paget
https://www.blackhat.com/presentations/bh-usa-07/Paget/Presentation/bh-usa-07-paget.pdf
http://www.podcast.tv/video-episodes/chris-paget-rfid-for-beginners-7581760.html

HID Global - Making the Leap from Prox to Contactless ID Cards - 13Jun2013
https://www.hidglobal.com/blog/making-leap-prox-contactless-id-cards
http://secureidnews.com/news-item/making-the-leap-from-prox-to-contactless-id-cards/


How a Card Is Read

POINTS OF ATTACK

SRD) (] gy p—

Card e Broadcasts 26-37 bit card number

Controller

Reader e Converts card data to “Wiegand Protocol”
for transmission to the controller

e No access decisions are made by reader
Controller | e Binary card data “format” is decoded

e Makes decision to grant access (or not)
Host PC e Add/remove card holders, access privileges

e Monitor system events in real time

Host PC
BISHOP FOX 7
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HID Global - How a HID Card is “Read” (PDF)
https://www.hidglobal.com/node/15343
https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/howhidcardisread_wp_en.pdf

Card:
When powered by reader in close proximity, broadcasts 26-37 bit card number

Reader:
Simply converts the binary data read from card to “Wiegand Protocol” for transmission to the controller.  No access decisions are made by reader.  
Wiegand is the standard output, but can also be transmitted via Serial (RS232) or Clock&Data.

Controller:
Device where the binary card data format is decoded and acted upon.  
Makes decision wether or not to grant access in 99.9% of cases.

Host PC:
Add/Remove Card Holders
Assign/Modify/Delete access privileges
Monitor system events in real time



Badge Types

HID PRODUCTS

» The data on any access card is simply a sfring of binary numbers (ones and
zeros) of some fixed configuration and length, used to identity the cardholder

» HID makes different types of cards capable of carrying this binary data including:

*  Magnetic Stripe

«  Wiegand (swipe]

o 125 kHz Prox (HID & Indala)

«  MIFARE contactless smart cards
« iCLASS contactless smart cards

* Multitechnology cardls

Magneﬁc Stripe 13.56 MHz Contactless Smart Card

[3E !;
CohhttSmart E‘

Chip Modul .
ip Module @‘ e 125 KHz Proximity

BISHOP FOX

Base Technology

13.56 MHz

MIFARES
ol | 13.56 MHz

Indal a
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HID Global - How a HID Card is “Read” (PDF)
https://www.hidglobal.com/node/15343
https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/howhidcardisread_wp_en.pdf

RFID Card/Tag Types:
http://rfidiot.org/#Tag_Gallery
http://blog.threatforward.com/2010/03/02/cards-side-by-side/
http://www.rfideas.com/downloads/Image_support/High_resolution/Identification_Card.pdf

Proxmark Resources - Card Types and Formats
http://code.google.com/p/proxmark3/wiki/Tags_Main
http://code.google.com/p/proxmark3/wiki/RunningPM3#Supported_tag_types
http://www.proxmark3.com/item_tag.html

HID – Card Type Guides
http://www.hidglobal.com/documents/smart_card_guide_iclass.pdf
http://www.hidglobal.com/documents/technologyCard_guide_en.pdf
http://www.hidglobal.com/documents/hid_full_product_catalog_en.pdf



HID Technology Card Guide

HID technology cards enable users to seamlessly manage
multiple applications and migration projects through a
single credential containing diverse technologies.

High Frequency

13.56 MHz read/write iCLASS®, MIFARE® and DESFire®
contactless smart card technology is available in various
combinations with low frequency, magnetic stripe and
contact smart chip modules.

iCLASS* DESFire* MIFARE*

Low Frequency

Genuine HID™ cards are designed to
work with the large installed base of
HID Prox and Indala proximity readers.

Contact Chi
' ‘ ontac ip

Magstripe/Wiegand Magstripe/Wiegand
A magnetic or Wiegand stripe can be added to maintain

functionality with legacy access control, time and

attendance and vending systems. Wiegand is not available

on all combinations, please see the HTOG for details.

I
Magstripe

HID, the HID logo, ICLASS,
Indala, Genuine HID, and Crescendo are

S,
Y 010 HID Global Corporation. Al ights
-,
® e Y e

Contact Chip - HID Global in the US. and/or other

Crescendo® cards include a wide variety of contactless DESFire MIFARE countries, All other trademarks, service

technologies, paired with an industry standard contact LTt o e B Gy ) o T
. trademarks or registered trademarks of

chip, to integrate with physical and logical access control their respective owners.

solutions out-of-the-box. HID can also embed a wide mkt_20may2010_tcg_en

range of commercially available contact chips.

hidglobal.com

BISHOP FOX 0
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RFID Card/Tag Types:
http://rfidiot.org/#Tag_Gallery
http://blog.threatforward.com/2010/03/02/cards-side-by-side/
http://www.rfideas.com/downloads/Image_support/High_resolution/Identification_Card.pdf

Proxmark Resources - Card Types and Formats
http://code.google.com/p/proxmark3/wiki/Tags_Main
http://code.google.com/p/proxmark3/wiki/RunningPM3#Supported_tag_types
http://www.proxmark3.com/item_tag.html

HID – Card Type Guides
http://www.hidglobal.com/documents/smart_card_guide_iclass.pdf
http://www.hidglobal.com/documents/technologyCard_guide_en.pdf
http://www.hidglobal.com/documents/hid_full_product_catalog_en.pdf



Badge Basics

CARD ELEMENTS

Card = "Formats” Decoded 12345 = Card D Number
« Card ID Number COVER (FROND BASE (8ACK)
* Facility Code I B mas revvrrvery
« Site Code (occasionally) g
Legend & - f I
Contact smart chip module

* Proprietary format unavailable | YYYYYYYY-YY = Sales order number |

125 kHz proximity antenna and chip

*Note: if saw printed card number on badge, could potentially
13,56 MHz MIFARE contactless
amart chip and anterna brute force the 1-255 facility code (for Standard 26 bit card)

Magnetic Stripe (1, 2 or 3 track,
low or high coercivity, additional
options available)

125 kHz proximity and
Wiegand Code Strip

Durable PVC thin card with vertical
or horizontal slot punch and high
quality printing surface for photo

ID and barcode. (ISO 7816 and 7810
compliant)

BISHOP FOX
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Presentation Notes
The Card
Any access card simply carries a set of binary numbers (ones and zeros) that are used to identify the cardholder. HID makes cards that are capable of carrying this kind of binary data including: 
Magnetic Stripe 
Wiegand (swipe) 
125 kHz Prox 
MIFARE contactless smart cards 
13.56 MHz iCLASS contactless smart cards
In every case, the data on the card is a string of binary numbers of some fixed configuration and length.

Format Decoded
Example for Standard 26 bit format:
Card number: 65,535 possible
Facility Code: 255 possible
Site code: N/A
*Note: if saw printed card number on badge, could potentially brute force the 1-255 facility code


HID Global - How a HID Card is “Read” (PDF)
https://www.hidglobal.com/node/15343
https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/howhidcardisread_wp_en.pdf

Sales Order Number
Did you know that most proximity, magnetic stripe and iCLASS credentials purchased from HID since Sept 1, 2003 have the sales order number printed on them?
http://www.hidglobal.com/documents/hid_full_product_catalog_en.pdf

http://blog.threatforward.com/2010/03/02/cards-side-by-side/

MIT – RFID Hacking
http://groups.csail.mit.edu/mac/classes/6.805/student-papers/fall04-papers/mit_id/
http://groups.csail.mit.edu/cis/crypto/classes/6.857/papers/rfid.ppt
http://www.josephhall.org/tmp/mit_prox_vulns.pdf


Badge Formats

DATA FORMATS

"Standard" 26-Bit Wiegand Format

Leading Parity Bit (Even)
Facillity Code (8 Bits)

P FFFFFFFF NNNNNNNNNNNNNNNN P
I et
Card Number (16 bits)
Parity Configuration

- First 13 Bits (12 data + 1 Parity)

PFFFFFFFFNNNN NNNNNNNNNNNNP

| Last 13 Bits (12 data + 1 Parity)

HID ProxCard |l “Formats”

e 26 — 37 bit cards

» 44 bits actually on card

* 10 hex characters
* leading O usually dropped

The 35 bit HID Corporate 1000 format

Bit Number

HID Global — Understanding Card Data Formats (PDF)
B I S H o P F OZ http://www.hidglobal.com/documents/understandCardDataFormats_wp_en.pdf

11
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RFID Card – Data Formats:
http://www.pagemac.com/azure/data_formats.php
http://www.brivo.com/support/card-calculator
http://www.brivo.com/app/static_data/js/calculate.js
http://www.identisource.net/26_bit_format_layout.cfm
http://www.identisource.net/format_and_facility_codes_expl.cfm
http://www.rfideas.com/Software/Tools/cardid.php
ftp://ftp.vicon-cctv.com/AE_Specifications/A_E_Tools/SMS/Online_Help/SMS_Laptop_Doc%20V4.0/set_access_utilities_formats.htm


HID Global - Card Types and Formats
http://www.hidglobal.com/documents/understandCardDataFormats_wp_en.pdf
http://www.hidglobal.com/page.php?page_id=10
http://rfid-reader.googlecode.com/files/Open%20Format.pdf



Badge Formats

DATA FORMATS

4.1.5 Example Output

The following is an example of an ID card with the number of “816” decimal, which will be output by the

MaxiProx reader, the number “02004CA0661" hex.
) ] ) Represented as 10 HEX characters
Note: The customer code is never transmitted or displayed. typically (with leading zero dropped)
<

1
> 1<

— S - — >
o b 15 e preale | Sentinel pari b egend pary
customer code 10 zeros bit e\.'erlI facility code card number odd
[0000001][0000000000][1]{0][01100101][0000001100110000][1]
o 2 oo 4 | C|A]O]G®6 |6 |1
Wiegand Output o] ¢| A | 0] 6 | 6 | 1

|
Hex code numbers I 6 |5 110 | 3] 3] 0]
aan _
e e ‘W Decimal conversion [ 701 Il 0816 J
26bit Wiegand

_/

BISHOP FOX
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HID ProxCard II - 44 bits on card
Typically represented as 10 HEX characters (because leading character 0 is usally dropped).
Though, only outputs 26-37 bit Wiegand

From reader manual: 
http://www.hidglobal.com/documents/maxiprox_ins_en.pdf



RFID Other Usage

WHERE ELSE?®

PASSPORT

BISHOP FOX 13



RFID Hacking Tools

PENTEST TOOLKIT

BISHOP FOX



Methodology

1 _ Silently steal badge info

2_ Create card clone

3_ Enter and plant backdoor

BISHOP FOX 15



Distance Limitations

A$$ GRABBING METHOD

Existing RFID hacking tools only work when
a from badge

' onathah
Westhue

hid fskdemod

P8139d7c32 (5432)
P8139d7c32 (5432)
P8139d7c32 (5432)

roxmark3> 1f hid sim 98139d7c¢c32

mulating tag with ID 98139d7c¢32
pidb# Stopped

l
BISHOP FOX 16




Proxmark3

RFID HACKING TOOLS

* RFID Hacking swiss army knife
« Read/simulate/clone RFID cards

proxmari 5399

Welcome to the Proxmark III online store. We offer the fastest way to get started
researching RFID and Near Field Communication systems using the powerful Proxmark
evice.

@ Pre-programmed thorougly tested boards
@ Read & emulate any RFID tag
@ Orders ship within 2 business days

Get Yours Today!

proxmark3> 1f hid fskdemod
#db# TAG ID: 98139d7c32 (5432)
#db# TAG ID: 98139d7c32 (5432)
#db# TAG ID: 98139d7c32 (5432)
#db# Stopped

BISHOP FOX

Powered On
(Mo Lights Lit)

Red(1) + Red (2) Lights Lit
(Read Tag, Upon success
read, store in skot 1)

Lights Cycle
{Red - Orange - Green) x 3

Red(1) + Green Lights Lit
(Continuously simulate tag
stored in slot 1)

Orange + Red (2) Lights Lit
(Read Tag. Upon success
read, store in slot 2)

Orange + Green Lights Lit
(Continuously simulate tag
stored in slot 2)

Figure 3! Traditional Standalone mode operation

Single button, crazy flow diagram on
lone button below

proxmark3> 1f hid sim 98139d7c32
Emulating tag with ID 98139d7c32

#db# Stopped

17
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Proxmark3 – RFID Hacking Device
http://www.proxmark3.com/ 
http://proxmark.org/ 
http://www.cq.cx/proxmark3.pl
http://code.google.com/p/proxmark3/ 
http://www.karma-it.com/owning-rfid-proxmark3-on-your-android/
http://www.offensive-security.com/offsec/cloning-rfid-tags-with-proxmark-3/ 


ProxBrute

RFID HACKING TOOLS

Y McAfee

proxbrute (e  Custom firmware for the Proxmark3

» Brutedorce higher privileged badges,
like data center door

Action Debug Output

Hold down button for two seconds. Enter #db# stand-alone mode! No PC necessary.
standalone mode. Lights cycle colors, then red

seq Uentlﬂ"y NumberEd LED becomes lit (slot 1 selected).

(Red lit) Hold down button for two seconds. #db# Starting recording
Enter record mode. Two red LEDs become lit. #db# TAG ID: 98139d7c¢32 (5432)
Z1 . e . After successful read, tag is stored in slot Tand  zgp# r ded 98139d7c32
Privilege Escalation via Lost, Temp, Skimmed Badges slot 2, and only one red LED is lit. acorcs c

#db# [ProxBrute] In Mode Red, Copying read tag to Orange

(Red lit) Press button. Briefly enter play mode. #db# Playing

Red ang E #db# Red is 1lit, not entering ProxBrute Mode
#db# 98139d7c32

2 #db# Done playing

Powered On
(No Lights Lit)

Hold Button for
2 Seconds

Red(1) + Red (2) Lights Lit
(Read Tag, Upon sucoess
read, store in slots 1 and 2)

de, #db# playing
#db# Entering ProxBrute Mode
#db# brad a. - foundstone
#db# Current Tag: Selected = 1 Facility = 00000098 ID
#db# Trying Facility = 00000098 ID 139d7c32
#db# Stopped
#db# Trying Facility = 00000098 ID 139d7c31
#db# Stopped
#db# Trying Facility = 00000098 ID 139d7c30
#db# Stopped
#db# Told to Stop
#db# Exiting
proxmark3>

Lights Cycle
(Red — Orange — Green) x 3

Red(1) + Green Lights Lit
(Continuously simulate tag
stored in slot 1)

Orange + Red (2) Lights Lit
(Read Tag, Upon success
read, store in slot 2)

Orange Light Lit
Selected)

Figure 4: ProxBrute’s standalone mode

BISHOP FOX
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McAfee ProxBrute – Custom Firmware for Proxmark3 – Card ID Bruteforcing
http://www.mcafee.com/us/downloads/free-tools/proxbrute.aspx
http://www.mcafee.com/us/resources/white-papers/foundstone/wp-proxbrute.pdf
https://github.com/brad-anton/proxbrute
http://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2


RFIDiot Scripts

RFID HACKING TOOLS

SunMay 1, 749PM &

oy o A e - I v

* root@bt: /pentest/rfid/RFIDIOt
i Ter | Help

root@bt:/pentest/rfid/RFIDIOt# ./cardsel s

|PCSC “devices:
] Omnikey CardMan
/pentest/rfid/RFIDIOL# [ |

root@bt: /pentestr

# RFID Fr

# RFID PCSC

125/1342
kHz

&

13.56 MHz

USB

EM4x02

EM4x50
EM4x03 (ISO
11784/5
FDX-B)
Hitag 1/2/8
Qs

TI 64 bit R/O
& RW

TI 1088 bit
Multipage

1SO 14443
A/B, IS0
15693, ISO
18000-3,
NFC,
1.CODE

rl

[al

rfidiotorg

<< haclk | track =

RFIDIOt.rfidiot. READER_ACG

( cardselect py ] |

Show a TAG’s UID

copytag.py

copy data blocks of non password
or crypto protected TAG fo a blank
of the same type

eeprom.py

Display contents of an ACG
reader's EEPRROM

fdxbnum _py

Program an ISO-1784/5 (FDX-B)
UID/ decode values read from an
existing TAG

TAG TYPE;

| (UL I hitag2brute py

Attempt to login to Hitag2 password
protected TAG with random
password

N/A isotype py

Attempt to determine HF TAG type
and, where appropriate,
show ATR/ATS values

Qs

Iftype py

Attempt to determine LF TAG type,
and, if appropriate, emulation mode
it is running in

multiselect.py

Repeatedly select and display
TAG UID

g5reset.py

Reset the Q5 TAG into default riw
mode and set/change the UID

readlfx_py

Read LF TAG datablocks

Read all data blocks from non
password or crypto protected
AGS

unique_py

Set EM4x02 (Unique/Mira) UID and
emulation mode on Q5 or Hitag2

writelfx_py

Read and write back all LF
data blocks

BISHOP FOX
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RFIDiot – RFID Hacking Scripts
http://rfidiot.org/
http://www.rfidiot.org/documentation.html

Cheat sheet for RFIDIOT Python scripts taken from article in Hackin9 Magazine:
Hackin9 Magazine - Hacking RFID - 8/2011 
http://hakin9.org/hacking-rfid-82011/

Hackin9 Magazine – Free Article - RFIDOT for Mac OSX Article
http://hakin9.org/download/?did=106

Comes installed on BackTrack 5.


RFIDeas Tools

RFID HACKING TOOLS

pcProx 125 kHz &  °269-00
AIR ID° 13.56 MHz Card Analyzer

Intelligent portable Card Analyzers for determination
of proximity & contactless smart cards

Readers compatible with this card:

ROR-60814aKU Black R Mo software reguired,
ROR-60B1lAPU Pear]l R{

KT-608LakU Black r pen up notepad and go
KT-6081LAPU Black Reader w/mountif fkit

Card size/Data: 26 Bits/0x3F9CDEE

Analysis Complete

ress Scroll Lock or Caps Lock to atart analysis.

BISHOP FOX

* No software required
* |dentifies card type and data

» Great for badges w/o visual
indicators of card type

pcProx 125 kHz
Supported Cards—Partial List

AWID *Cardax
Casi-Rusco® *Deister
EM410X/Rosslare *1G-Prox™ ||

HID® *Hitag 1, S

*Hitag 2 Honeywell Nexwatch
*IDTECK/RF Logics Indala® 26 bit
Indala® Custom Kantech ioProx™
*Keri Systems *ReadyKey Pro

'SecuraKey RadioKey®

AIR ID 13.56 MHz
Supported Cards—Partial List

14443A/15693 CSN *Felica

iICLASS® CSN MIFARE® CSN

MIFARE® DesFire CSN  'Sielox

XceedID® %' 20



Presenter
Presentation Notes
RFIDeas - Tools
http://www.rfideas.com/products/pcprox_readers/cardanalyzer/index.php
http://www.rfideas.com/downloads/Image_support/High_resolution/Identification_Card.pdf

*Great for identifying card type that have no visual indicators as to what type of RFID card they are.


CARDS.TXT x

BISHOP FOX
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Tastic’s RFID Thief - Long Range RFID Stealer
More info: http://www.bishopfox.com/resources/tools/rfid-hacking/

Goal:
Make it easy for security professionals to re-create this tool so that they can perform RFID physical penetration tests.  The hope is that they can get up and running quickly, even if they don’t have an RFID or electrical engineering background.

Some original inspirations from:
http://proxclone.com/Long_Range_Cloner.html
http://colligomentis.com/2012/05/16/hid-reader-arduino-rfid-card-catcher/

Unfortunately, these either didn’t release code, or broken code, and were not easily replicated from public info.

From http://proxclone.com/contact.html 
However, please do not ask me to provide source code files for any of the projects shown. I have not yet decided whether or not to release the code. If I do decide (at a later date) to share the software (source or object code) I will then post the applicable file along with the schematic.


Tastic RFID Thief

LONG RANGE RFID STEALER

* Easily hide in briefcase or messenger bag,
read badges from up fo 3 feet away

» Silent powering and stealing of RFID badge
creds to be cloned later using T55x/ cards

1.00"
2.54 cm

11.80"
29.97 cm

/f
QOOOOOO.OO
l

BISHOP FOX 2
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Parts List – Tastic RFID Thief
http://www.bishopfox.com/resources/tools/rfid-hacking/

HID MaxiProx 5375AGN00 (~$472 on eBay)
https://www.hidglobal.com/products/readers/hid-proximity/5375
http://www.hidglobal.com/documents/maxiprox_ds_en.pdf
http://www.hidglobal.com/documents/0010_an_en.pdf
*Note – To Silence Beeping on the MaxiProx Reader
Flip DIP Switch SW1-4

Arduino Nano v3.0  (~$13)
http://arduino.cc/en/Main/ArduinoBoardNano
http://www.amazon.com/gp/product/B003YVL34O/

Breakout Board for microSD Transflash (~$10)
https://www.sparkfun.com/products/544

LM317LZ Variable Voltage Regulator TO-92 (~$1)
http://www.amazon.com/gp/product/B0002ZPYPY/

Serial LCD Module 20x4 Blue with White Backlight for Arduino (LCM2004D3-NSW-BBW) (~$25)
http://www.amazon.com/gp/product/B007LOORZW/

Toggle Switch (~$3)
https://www.sparkfun.com/products/11310

Single thumbscrew in front to hold cover on:
Nylon 6/6 Thumb Screw, Knurled Head, #6-32, 3/4" Length (ASIN: B000FN2ADW)
http://www.amazon.com/gp/product/B000FN2ADW

Adafruit - Board Edge Mounting Kit - Pack of 4 - ID 1116 (~$3)
http://www.adafruit.com/products/1116

3 Pin 2.54mm PCB Universal Screw Terminal Block Connector 300V 6A GS019S
http://www.ebay.com/itm/400435029399

4 Pin Universal Screw Terminal Block 2.54mm PCB
http://www.ebay.com/itm/261114799386

2 Pin Universal Screw Terminal Block 2.54mm PCB
http://www.ebay.com/itm/261114798672

2 AKKU Battery Box Holder Case 6 x AA with Leads Wire 6AA free shipping (~$1)
http://www.ebay.co.uk/itm/221164302733

Misc.:
2 resistors: 268 ohm and 2000 ohm
1 capacitor: 100uF 50V

Two Wire Display Stand; Set of 2 6A - Black (~$9)
http://www.amazon.com/gp/product/B000RO6CEC/


Tastic RFID Thief

LONG RANGE RFID STEALER

12 X AA Batteries in
series for 18 V DC)

* Designed using Fritzing
* Exports to Extended-Gerber

[ I' MaxiProx Pins
Asane | |

negaw o | | g fuszzeg vy - Red: 18 volt DC input
- Black: Ground

AA Battery Hjl' ‘l" AA Battery - - Green: Data 0

 Order PCB at www.4pcb.com
« $33for 1 PCB
* Much cheaper in bulk

- White: Data 1

**Note: all devices have to use the
Ii I Maxiprox 537SAGNOO SAME GROUND, or results get funky

Asanieg vy 'H‘ sy Aanieg

Power Summary

. - 18V DC > MaxiProx ::- |||||||||||||||||||||||||| ::::
Py -~10-11V DC -> Arduino Nano (VIN pin)
g p— ‘ -3.3V -> MicroSD Transflash . /

-5.0V -> Serial LCD 20x4
B VSR RX BISHOP FO By Tastic _ wiuradh Tramatiesnl

LED Beraw Tersimal

BLrkLd

hrgulne Wens 1.0

Voltage Conversion

- Reducing 18V down to ~10V-11V.

-LM317LZ - Voltage Regulator
-R1=2680
I - R2 = 20000

LCD Screw Terminal - 100uF 50V Capacitor (smooths voltage)

Pins: Arduino -> MicroSD:

-D10->Cs Serial-LCDL
-D11->DI LCM2004D3-NSW-BBW
-D12-> DO

-D13 ->5CK

Pins: Arduino -> SerialLCD 20x40:
D4 -> RX

Pins: Arduino -> Maxiprox 5375AGN00:
-D2-> Data0(green)
-D3-> Data 1 (white)

23
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Presentation Notes
Designed in Fritzing:
http://fritzing.org/
http://www.4pcb.com/

$33 for one PCB, gets much cheaper the more you order.


Custom PCB

TASTIC RFID THIEF

Custom PCB — easy to plug into any type of RFID badge reader

MicroSD Card

wvisu BISHOP FOX
£

TXT

CARDS. txt

Any RFID Badge Reader
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Done in Fritzing:
http://fritzing.org/

PCB ordered from (send in Extended-Gerber format):
http://www.4pcb.com/


*Note – To Silence Beeping on the MaxiProx Reader
Flip DIP Switch SW1-4


Wiegand Input

TASTIC RFID THIEF

Custom PCB — reads from Wiegand output of reader

The Wiegand interface has 3 wires:

GND
DATAO L L T
DATA1L IRIIIBEE]

To send a '0'-bit, a pulse is sent on DATAQ

To send a '1'-bit, |3 pulse is sent on DATA1

Very widely used, especially in the U.S.

Even to this day every HID reader has a Wiegand output

BISHOP FOX
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Wiegand Protocol
http://proxclone.com/wiegand.html
http://en.wikipedia.org/wiki/Wiegand_protocol
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html



Low Frequency
Genuine HID™ cards are designed to
work with the large installed base of

HID Prox and Indala proximity readers.

ommercial Readers =

TASTIC RFID THIEF

e HID MaxiProx 5375AGNOO

ProxCard® Il card - up to 24" (60.9 cm)
ISOProx® Il card - up to 20" (50.8 cm)
DucProx® Il Card - up to 207 (50.8 cm)
Smart ISOProx® Il - up to 20" (50.8 cm)
e Smart DuoProx® Il Card - up to 20" (50.8 cm)
Read Range HID Proximity & MIFARE® Card - up to 20" (50.8 cm)
ProxCard® Plus card - up to 123" (32 cm)
Proxkey® Il key fob - up to 177 (43.2 cm)
MicroProx® Tag - up to 15" (38 cm)
ProxPass® Active Vehicle Tag-up to &' (1.8 m)

* Indala LongRange Reader 620

/__,-—m—-_:‘
INDALA —

| Proven, Secure. | m

indala® Flext

Indala® FlexIS|

26
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HID MaxiProx 5375AGN00
https://www.hidglobal.com/products/readers/hid-proximity/5375
http://www.hidglobal.com/documents/maxiprox_ds_en.pdf
http://www.hidglobal.com/documents/0010_an_en.pdf

Indala Long-Range Reader 620
http://www.hidglobal.com/prod_detail.php?prod_id=92



m
INDALA

Indala Cloning

EXAMPLE IN PRACTICE

proxmark3> 1f indalademod

Expecting a bit less than 312 raw bits
Recovered 311 raw bits

worst metric (0O=best..7=worst): & at pos 20
UIp=000000000000C0O00O0O0OOO0O0O0O0O0O0O000010011110010101100000100010100010101 (4f2b04515)
Occurences: 4 (expected 4)
proxmark3>

proxmark3> 1lf indalaclone 4£f2b04515
Cloning 64bit tag with UID 4f2b04515
#db# DON
proxmark

BISHOP FOX 27
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Proxmark3 – Cloning Indala Card
http://www.proxmark.org/forum/viewtopic.php?id=1332 

HID Indala FlexSecur Technology – White Paper (PDF)
https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/indala-flexsecur-wp-en.pdf

crypto.hyperlink.cz - PPTs
http://crypto.hyperlink.cz/files/rosa_soom_v1a.pdf
http://crypto.hyperlink.cz/files/RFID_pen_tests_v1_2.pdf
http://crypto.hyperlink.cz/files/ST_2008_07_22_23.pdf

MIT – RFID Hacking
http://groups.csail.mit.edu/mac/classes/6.805/student-papers/fall04-papers/mit_id/
http://groups.csail.mit.edu/cis/crypto/classes/6.857/papers/rfid.ppt
http://www.josephhall.org/tmp/mit_prox_vulns.pdf

Indala Cloning – with Proxmark3 to T55x7 Card  - Example:
More info: http://www.proxmark.org/forum/viewtopic.php?id=1332
lf indalaclone [HEX]
lf indalaclone 4f2b04515


% .:_'_"f

ARDUINO g

Tastic Solution: Add-ons

MODULES TO POTENTIALLY ADD

« Arduino NFC Shield

« Arduino BlueTooth Modules

* Arduino WiFly Shield (802.11b/g)
 Arduino GSM/GPRS shields (SMS messaging]
« WIZnet Embedded Web Server Module

« Xbee 2.4GHz Module (802.15.4 Zigbee)
« Parallox GPS Module PMB-648 SiRF

« Arduino Ethernet Shield

* Redpark - SeriaHo-iPad/iPhone Cable

BISHOP FOX
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Other Arduino modules we currently have and could potentially integrate into future versions of the Tastic RFID Thief - Long Range Reader solution:

RedPark- Serial Cable, 6FT, IPHONE, IPAD,IPOD TOUCH
http://www.amazon.com/gp/product/B005KVPJBO/
http://makeprojects.com/Project/Connect-an-iPhone-iPad-or-iPod-touch-to-Arduino-with-the-Redpark-Serial-Cable/1130/2
http://blog.makezine.com/2011/08/11/paduino-control-arduino-from-iphoneipadipod-touch-with-the-redpark-serial-cable/
http://www.redpark.com/

Arduino NFC Shield
http://www.amazon.com/gp/product/B0070E5W3O/

BlueTooth Modules
http://www.amazon.com/gp/product/B004G2KPQW/
http://www.amazon.com/gp/product/B007R9UNTU/
http://www.amazon.com/gp/product/B005GI4HFA/
http://www.amazon.com/gp/product/B0083DL0SW/

WIZnet Embedded Web Server Module - WIZ200WEB
http://www.amazon.com/gp/product/B004G52MMO/

Arduino WiFly Shield (802.11b/g)
http://www.amazon.com/gp/product/B004G54FEC/

Xbee Shield DIY KIT for Arduino
http://www.amazon.com/gp/product/B004ODQNOQ/

XBee 1mW Wire Antenna
http://www.amazon.com/gp/product/B004G4ZHK4/

Arduino Ethernet Shield R2 without PoE module
http://www.amazon.com/gp/product/B0022TWQ22/

Parallax GPS Module PMB-648 SiRF
http://www.parallax.com/Store/Sensors/CompassGPS/tabid/173/CategoryID/48/List/0/SortField/0/Level/a/ProductID/644/Default.aspx

Arduino GSM/GPRS shields (SMS messaging)
http://www.amazon.com/SainSmart-Compatible-Siemens-Wireless-Adapter/dp/B005ZMG6L0/
http://www.amazon.com/SainSmart-SIM300-Module-Dev-Board-adapter/dp/B005FXDX74/
http://www.ajpdsoft.com/modules.php?traducir=es-en&name=News&file=article&sid=575#.UH5qY7QgxhE


%

y

Forward Channel Attacks

FEAVESDROPPING RFID

BISHOP FOX

29



Droppin’ Eaves

BADGE BROADCASTS

# Card is powered by 125 kilohertz sine wave.
# Card responds with AM broadcast of bits.

# Broadcast can be received with modified AM
radio or oscilloscope.

"1011100010101101..."
"1011100010101101..."
"1011100010101101..."
"1011100010101101..."

125 kilohertz (in) AM broadcast (out)

Asymmetric Channels

Tag Eavesdropper |
|

<

Backward Channel Range (~5m)

Forward Channel Range (~100m)

BISHOP FOX 30
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HID Global - How an HID Card is "Read" (PDF)
https://www.hidglobal.com/node/15343

MIT – RFID Hacking
http://groups.csail.mit.edu/mac/classes/6.805/student-papers/fall04-papers/mit_id/
http://groups.csail.mit.edu/cis/crypto/classes/6.857/papers/rfid.ppt
http://www.josephhall.org/tmp/mit_prox_vulns.pdf

Eavesdropping RFID Attacks
http://contactless.wordpress.com/2011/06/11/eavesdropping-attacks-on-high-frequency-rfid-tokens/
http://www.rfidblog.org.uk/Hancke-RFIDsec08-Eavesdropping.pdf

Visualizing RFID Fields
http://blog.makezine.com/2009/10/12/seeing-rfid-on-the-cheap/
http://www.flickr.com/photos/doegox/4029711939/
http://berglondon.com/blog/2009/10/12/the-ghost-in-the-field/

http://www.apdanglia.org.uk/rfidbasics.html


Cloner 2.0 by Paget

EAVESDROPPING ATTACK

» Chris Paget talked of his tool reaching 10 feet for this type of attack
» Tool never actually released, unfortunately
- Unaware of any public tools that exist for this attack currently

Cloner 2.0
* In development Ypa?;i“.f;’\?ét’ﬁ&?;lﬁe"’]
» Massively improved capabilities
— Passive mode
* Let someone else power the card, sniff at a distance

* Aiming for 10 feet
. Drop‘ it in a bush, come back the next day

. Blackhat 20087
E d i
L Sapewes ]
l OActI Ve I0Active, Inc. ® 2007

e e

BISHOP FOX
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Black Hat 2007 - RFID for Beginners - Chris Paget
https://www.blackhat.com/presentations/bh-usa-07/Paget/Presentation/bh-usa-07-paget.pdf
http://www.podcast.tv/video-episodes/chris-paget-rfid-for-beginners-7581760.html

MIT – RFID Hacking
http://groups.csail.mit.edu/cis/crypto/classes/6.857/papers/rfid.ppt

http://contactless.wordpress.com/2011/06/11/eavesdropping-attacks-on-high-frequency-rfid-tokens/
http://www.rfidblog.org.uk/Hancke-RFIDsec08-Eavesdropping.pdf
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RFID Card Cloning

CARD PROGRAMMING

BISHOP FOX
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Programmable Cards

Simulate data and behavior

« T55x7 Cards
« Q5 cards (T5555)

BISHOP FOX

of any badge type

il "

Modulated RF Signal

FSK Logic 0 Sequence
(Six15.625 khz FSK Logic 0 cydles)

Modulated RF Signal
FSK Logic 1 Sequence
(Five 12.5 kiz FSK Logic 1 cycles)

Btusec B0 usse

FSK Logic 0 (six 64 usec cyces) FSK Logic 1 (fve 80 usec cydes)

Configuration Block

N\N“MWW\“M Emulating: HID 26bit card

1 TE5X7 Block 0 2 oo
— FIEFREERF FFT P FREFREREETTFFFEE] i fnans oo
‘examples for Logic 0 & Logic 1 — 0X00107060 timing and encoding.
1 | T55XT Block 1 321 TS5X7 Block 2 321 TS5X7 Block 3 32 encoded
vaerstos. PERERRRe [T [T PRIl o B [e [ (e FRR R [ L LTI LTI LTI TTTTTTT] e o .2 a5

= LTI ]

44 43 42 41 40 39 38 37 36 35 34 3332 31 30 29 28 27 26 25 24 23 22 21 20 19 18 1T

CLLLITLLLLLLL

16 15 14 13 12 11 10 09 08 07 06 05 04 03 02 01

[o]ofo oo o] oo o o]o]o oo o o[ ]er[F[F[r[F[F[F[F[F]c

clcle]c]c]c]e]c]c]c]c]c]c]c]c]or

Company / OEM Code ? Facility / Site Code

Card Forrhat / Length

Card Number

Note : Tag Transmits the preamble and all 44 bits but commercial RFID receivers only output
weigand data for the last 26-37 bits (dependent on card format) .

Note:

Standard 26-bit Card

H10301 Format

8-bit Facility Code

16-bit Card Number

(before Manchester encoding)

Bits used for even parity calculation are

underlined in blue.

0Odd parity bits are underlined in red.

Manchester Data Conversion Example

HID Card Data

Programming a T5557/5567 read / write card
to emulate a HID 26-bit 125 Khz RFID Card
using FSK modulation

I 0x5569A569  Block 2
0x5A956599  Block 3
Unused Blocks 4-7

T55x7 registers
32-bit data value

s rerco0mO00A (oo oo |
Facility Code = 0x63 000107060 Block 0
Card No. = 0x1C25
Format - H10301 26-bit

0x1D555955  Block 1

www.proxclone.com
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T55x7 Cards
http://proxclone.com/T55x7.html
http://www.apdanglia.org.uk/t5557icprotocol.html
http://www.mdfly.com/index.php?main_page=product_info&cPath=16_62&products_id=170
http://www.therfidshop.com/product_info.php?products_id=373

T55x7 – Programming Examples
http://www.proxclone.com/pdfs/HID_format_example.pdf 
http://www.proxclone.com/pdfs/T55x7_EM410x_format.pdf

HID Cloning – with Proxmark3 to T55x7 Card - Example:
More info: http://www.proxmark.org/forum/viewtopic.php?id=996
lf hid clone [HEX]
lf hid clone 20068d83d5

Indala Cloning – with Proxmark3 to T55x7 Card  - Example:
More info: http://www.proxmark.org/forum/viewtopic.php?id=1332
lf indalaclone [HEX]
lf indalaclone 4f2b04515



Cloning to T55x/ Card using Proxmark3

1f hid clone <HEX>
1f hid clone 20068d83d5

1f indalaclone <HEX>
1f indalaclone 4f2b04795
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T55x7 Cards
http://proxclone.com/T55x7.html
http://www.apdanglia.org.uk/t5557icprotocol.html
http://www.mdfly.com/index.php?main_page=product_info&cPath=16_62&products_id=170
http://www.therfidshop.com/product_info.php?products_id=373

HID Cloning – with Proxmark3 to T55x7 Card - Example:
More info: http://www.proxmark.org/forum/viewtopic.php?id=996
lf hid clone [HEX]
lf hid clone 20068d83d5

Indala Cloning – with Proxmark3 to T55x7 Card  - Example:
More info: http://www.proxmark.org/forum/viewtopic.php?id=1332
lf indalaclone [HEX]
lf indalaclone 4f2b04515

Proxmark Firmware Versions with both HID and Indala Cloning:
proxmark3> hw version
#db# Prox/RFID mark3 RFID instrument
#db# bootrom: svn 569 2012-06-24 13:51:44
#db# os: svn 584-unclean 2012-07-03 23:34:22
#db# FPGA image built on 2009/12/ 8 at  8: 3:54



Reader and Controller Attacks

DIRECT APPROACH

BISHOP FOX
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Reader Attacks

JACKED IN

 Dump private keys, valid badge
info, and more in few seconds

=

Fig. 3. Programming interface adapter for PICkit2 to switch Pin 1 with Pin
3.
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Brad Antoniewicz Tools - Attacking RFID Controllers Directly
https://github.com/brad-anton/VertX
http://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.html
http://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v
http://www.shmoocon.org/shmoocon_2012
http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/
http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/
http://www.youtube.com/watch?v=0Y-ydVG9cs8

PICkit 2 Development Programmer/Debugger
http://www.microchip.com/stellent/idcplg?IdcService=SS_GET_PAGE&nodeId=1406&dDocName=en023805

iClass Key Extraction – Exploiting the ICSP Interface (PDF)
http://proxclone.com/pdfs/iClass_Key_Extraction.pdf

HID – VertX – Controllers
http://www.hidglobal.com/prod_detail.php?prod_id=119


Reader Attacks

GECKO-MITM ATTACK

ACCESS '
Access Connection
SYSTEM READER
[ ' —/
LED oL ED 1N Yl ep ou i LED »
O e a—
m )
.
* Insert in door reader of target
DOOR building — record badge #s
‘@ - « Tastic RFID Thief's PCB could be
used similiarly for MITM attack
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/


Controller Attacks

JACKE

D IN

brad-anton / VertX

http://nosedookie blogspot.com

8

P branch: master ~  VertX /[#

Updates from shmoocon

brad-anton

[M®

Arduine_VertX_Wiegand_BruteForce.ino

[0

Arduine_VertX_Wiegand_Fuzzerino

[ii®

Arduine_Vertx_ProxPoint_Skimmerino

[iii®

Attacking Proximity Card Access Syste

[0

README

11D}

Wert¥_CacheTool.c

11D}

VertX_Query.py

[lIID]

VertX_WebOpen.py

[it

VertX_discovery xml

[

WebBrix_FromVertX_xml

Wiegand Tools
VertX - (Reader 1 Output)
NO  (Red)
P (Black)
NC  (Yellow)
- A .
1 | .......... 234
VertX - (Reader 2 Output) l
NO ed) @ leemeee : : ProxPoint -
€ (Black) o S =
. p—  Ground
NC  (Yellow) .o === Data0 (Green)
= Datal (White)
VertX - (Reader 1)
Ground
ms-v0.1.pdf

Reads data from reader 5 IDs/Sec
Sends it to Controller With starting value
Input via Serial Port Or no-knowledge

Control via iPhone w/ Redpark Interface
14

Brad.Antoniewicz@foundstone.com www.opensecurityresearch.com Twitter: @foundstone

BISHOP FOX

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v
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Brad Antoniewicz Tools - Attacking RFID Controllers Directly
https://github.com/brad-anton/VertX
http://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.html
http://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v
http://www.shmoocon.org/shmoocon_2012
http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/
http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/
http://www.youtube.com/watch?v=0Y-ydVG9cs8

PICkit 2 Development Programmer/Debugger
http://www.microchip.com/stellent/idcplg?IdcService=SS_GET_PAGE&nodeId=1406&dDocName=en023805

iClass Key Extraction – Exploiting the ICSP Interface (PDF)
http://proxclone.com/pdfs/iClass_Key_Extraction.pdf

HID – VertX – Controllers
http://www.hidglobal.com/prod_detail.php?prod_id=119


Backdoors and Other Fun

LITTLE DIFFERENCES

BISHOP FOX
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Pwn Plug

MAITNTAIN

@ Covert tunneling
SH access over.3G/GSM cell networks
© NAC/B02.1X bypass
© and more!

Discover the glory of
Universal Plug & Pwn

@pwnieexpress.com

PWNIE EXPRESS

BISHOP FOX

FWNInle

EAFrnfeEooD

ING ACCESS

SSH receiver
(Backtrack)

~ _/

Firewall in front
of SSH receiver

< Pwn Plug on
. target network

e

~

Firewall on
target network
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Pwn Plug
http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

Pwn Plug Elite - $995.00
Power Pwn - $1,495.00


Pwn Plug

MAINTAINING ACCESS

« Pwn Plug Elite: $995.00
e Power Pwn: $1,495.00

First release of Pwn Plug

New: Power Pwn

BISHOP FOX 4
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Pwn Plug
http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

Pwn Plug Elite - $995.00
Power Pwn - $1,495.00



Raspberry Pi

MAINTAINING ACCESS

Raspberry Pi - credit card sized, single-board computer — cheap $35

Security Affairs

RCAVIDEO AUDIO  LEDS UsB

Raspberry Pi as physical backdoor to office
networks

Network security
engineer “Richee”
explained how to use

a Raspberry Pi to realize
a physical backdoor to S CARD >
gain remote access to an ( POWER
office network.

Network security engineer “Richee”

CPUSERU  HOMI

published an interesting post on
how to use a tiny Raspberry Pi computer to obtain physical access into a corporate
network. | decided to publish this post because it gives us a lesson on security

perspective, Richee has in fact used the tiny Raspberry Pi hiding it in an ordinary

laptop power brick, an object very common in any office and realizing in this way a

physical backdoor into the network.
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

http://www.amazon.com/Raspberry-Pi-Model-Revision-512MB/dp/B009SQQF9C/
http://www.adafruit.com/products/998

http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html




pwN

Raspberry Pi
MAINTAINING ACCESS

» Raspberry Pi — cheap alternative (~$35] to Pwn Plug,/Power Pwn

* Pwnie Express — Raspberry Pwn

* Rogue Pi — RPi Pentesting Dropbox
« Pwn Piv3.0
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel



Little Extra Touches

GO ALONG WAY

« Fake polo shirts for target company

Get logo from target website

« Fargo DTC515 Full Color ID Card ID Badge Printer
~$500 on Amazon

 Badge accessories
« HD PenCam - Mini /20p Video Camera
 lock pick gun/set

< _-,
WEIUES GH wrems &
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HD PenCam - Mini 720p Video Camera & Recorder (SWVID-PEN720)
http://www.swann.com/s/products/view/?product=1343
http://www.amazon.com/Swann-PenCam-SWVID-PEN720-Surveillance-Network/dp/B008AUWOCO/

Target Company Polo Shirts Made
Get company logo from website, and have generic polo shirts made up cheap

Brother QL-700 High-speed, Professional Label Printer
http://www.amazon.com/Brother-QL-700-High-speed-Professional-Printer/dp/B005TJMC0S/

Fargo DTC515 Full Color ID Card ID Badge Printer
http://www.amazon.com/Fargo-DTC-525-sublimation-capacity/dp/B000UWYSHE/
http://www.fargo.com/drivers.html
http://www.fargo.com/users_guides_pdf/DTC500_Series_L000699_UserGuide_(Rev.6.0_032906).pdf


Defenses
AVOID BEING PROBED

BISHOP FOX
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RFID Security Resources

SLIM PICKINS. ..

* RFID Security by Syngress
* Not updated since July 2005

« NIST SP 800-98 — Securing RFID
* Not updated since April 200/

* Hackin® Magazine — Aug 2011
* RFID Hacking, prefty decent

BISHOP FOX
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Guidelines for Securing Radio
Frequency Ildentification
(RFID) Systems
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HID Global - Best Practices in Access Control White Paper (PDF) – 20Apr2012
https://www.hidglobal.com/node/16181

Physical Security Resources
http://www.sans.org/reading_room/whitepapers/physcial/ 
http://csrc.nist.gov/publications/PubsFL.html#Physical%20&%20Environmental%20Protection 
http://csrc.nist.gov/groups/SMA/fasp/areas.html#physical 
http://www.csoonline.com/topic/221490/Physical_Security 

RFID Security – Frank Thorton - July 7, 2005
http://www.amazon.com/RFID-Security-Frank-Thornton/dp/1597490474/

NIST SP 800-98: Guidelines for Securing Radio Frequency Identification (RFID) Systems – April2007
http://csrc.nist.gov/publications/nistpubs/800-98/SP800-98_RFID-2007.pdf

Hackin9 Magazine - Hacking RFID - 8/2011 
http://hakin9.org/hacking-rfid-82011/

Hackin9 Magazine – Free Article - RFIDOT for Mac OSX Article
http://hakin9.org/download/?did=106

RSA Labs – RFID Security and Privacy
http://www.rsa.com/rsalabs/node.asp?id=2115

HID Indala FlexSecur Technology – White Paper (PDF)
https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/indala-flexsecur-wp-en.pdf

RFID Hacking – Wikis, Tutorials, and Other
http://wiki.yobi.be/wiki/RFID
http://www.abrfid.com/RFID_305
http://blog.threatforward.com/2010/12/08/the-eye-of-the-enemy-is-gazing-upon-static-proximity-cards/
http://www.openpcd.org/HID_iClass_demystified
http://rfidtoys.net/forum/default.asp
http://www.rfid-handbook.de/english/
http://hackaday.com/tag/rfid/
http://contactless.wordpress.com/security-concerns/
http://blog.tenablesecurity.com/2010/03/the-mid-atlantic-regional-ccdc-2010-event---part-ii.html
http://www.dhs.gov/xlibrary/assets/foia/US-VISIT_RFIDattachE.pdf

RFID Glossaries
http://www.smartcardbasics.com/smart-card-glossary.html
http://www.rfidjournal.com/article/glossary

RFID Info – Articles
http://www.rfidjournal.com/
http://www.avoine.net/rfid/

RFID - Detecting Cloned Badges
http://eprints.utas.edu.au/792/1/Detecting_Clone_Radio_Frequency_Identification_Tags.pdf
http://www.ingentaconnect.com/content/ind/ijrfita/2011/00000003/f0020001/art00002
http://www.researchgate.net/publication/224372357_Intrusion_detection_in_RFID_systems


Defenses

RECOMMENDATIONS

«  Consider implementing a more secure, active RFID
system (e.q. "contactless smart cards") that
incorporates encryption, mutual authentication, and
message replay protection.

«  Consider systems that also support 2-factor
authentication, using elements such as a PIN pad
or biometric inputs.

«  Consider implementing physical security infrusion
and anomaly defection software.

HID Global - Best Practices in Access Control White Paper (PDF)

B I S H O P F O% https://www.hidglobal.com/node/16181
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HID Global - Best Practices in Access Control White Paper (PDF) – 20Apr2012
https://www.hidglobal.com/node/16181

Physical Security Resources
http://www.sans.org/reading_room/whitepapers/physcial/ 
http://csrc.nist.gov/publications/PubsFL.html#Physical%20&%20Environmental%20Protection 
http://csrc.nist.gov/groups/SMA/fasp/areas.html#physical 
http://www.csoonline.com/topic/221490/Physical_Security 

RFID Security – Frank Thorton - July 7, 2005
http://www.amazon.com/RFID-Security-Frank-Thornton/dp/1597490474/

NIST SP 800-98: Guidelines for Securing Radio Frequency Identification (RFID) Systems – April2007
http://csrc.nist.gov/publications/nistpubs/800-98/SP800-98_RFID-2007.pdf

Hackin9 Magazine - Hacking RFID - 8/2011 
http://hakin9.org/hacking-rfid-82011/

Hackin9 Magazine – Free Article - RFIDOT for Mac OSX Article
http://hakin9.org/download/?did=106

RSA Labs – RFID Security and Privacy
http://www.rsa.com/rsalabs/node.asp?id=2115

HID Indala FlexSecur Technology – White Paper (PDF)
https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/indala-flexsecur-wp-en.pdf

RFID Hacking – Wikis, Tutorials, and Other
http://wiki.yobi.be/wiki/RFID
http://www.abrfid.com/RFID_305
http://blog.threatforward.com/2010/12/08/the-eye-of-the-enemy-is-gazing-upon-static-proximity-cards/
http://www.openpcd.org/HID_iClass_demystified
http://rfidtoys.net/forum/default.asp
http://www.rfid-handbook.de/english/
http://hackaday.com/tag/rfid/
http://contactless.wordpress.com/security-concerns/
http://blog.tenablesecurity.com/2010/03/the-mid-atlantic-regional-ccdc-2010-event---part-ii.html
http://www.dhs.gov/xlibrary/assets/foia/US-VISIT_RFIDattachE.pdf

RFID Glossaries
http://www.smartcardbasics.com/smart-card-glossary.html
http://www.rfidjournal.com/article/glossary

RFID Info – Articles
http://www.rfidjournal.com/
http://www.avoine.net/rfid/

RFID - Detecting Cloned Badges
http://eprints.utas.edu.au/792/1/Detecting_Clone_Radio_Frequency_Identification_Tags.pdf
http://www.ingentaconnect.com/content/ind/ijrfita/2011/00000003/f0020001/art00002
http://www.researchgate.net/publication/224372357_Intrusion_detection_in_RFID_systems


Defenses

RECOMMENDATIONS

« Instruct employees not to wear their badges in
prominent view when outside the company premises.

«  Utilize RFID card shields when the badge is not in use
to prevent drive-by card sniffing attacks.

WORLD'S MOST
SECURE FASTENER

«  Physically protect the RFID badge readers by using
security screws that require special tools to remove the
cover and access security components.

«  Employ the tamper defect mechanisms to prevent y

badge reader physical tampering. All readers and \‘\ v
doors should be monitored by CCTV. - 4
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HID Global - Best Practices in Access Control White Paper (PDF) – 20Apr2012
https://www.hidglobal.com/node/16181

Security Screws
http://www.instructables.com/id/How-to-open-security-screws/
http://www.brycefastener.com
http://www.losspreventionfasteners.com

RFID - Blocking Wallets and Sleeves
http://www.difrwear.com/
http://www.idstronghold.com/Show-All-Products/products/4/
http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/
http://www.idstronghold.com/
http://www.thinkgeek.com/product/8cdd/
http://www.thinkgeek.com/product/910f/
http://www.adafruit.com/products/1091 
http://www.adafruit.com/products/999 





Detfenses (Broken)

SOMEDON'T...EXAMPLE. ..

USA - Green Card Sleeve I

« Since May 11, 2010, new Green B e | PERMANENT RESIDENT
Cards contain an RFID chip &

We recommend use of this|envelope
to protect your new card and to
S\ | prevent wireless communication with it.

« Tested Carl's " protective sleeve’,
doesn't block anything.

* False sense of security
o< Recomendamos el uso de esta funda

para proteger su tarjeta y evitar las

comunicaciones inaldmbricas.
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RFID - Blocking Wallets and Sleeves
http://www.difrwear.com/
http://www.idstronghold.com/Show-All-Products/products/4/
http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/
http://www.idstronghold.com/
http://www.thinkgeek.com/product/8cdd/
http://www.thinkgeek.com/product/910f/

Green Card
Since May 11, 2010, new Green Cards contain an RFID chip[10] and can be electronically accessed at a distance. They are shipped with a protective sleeve that claims to protect the card from remote access.
http://en.wikipedia.org/wiki/Permanent_residence_%28United_States%29
http://fcw.com/articles/2010/05/13/us-issues-redesigned-rfid-green-cards.aspx




Thank You

Bishop Fox — see for more info:

hito:/ /www.bishopfox.com/resources/tools / rfid-hacking/

BISHOP FOX
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