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Overview

@

+ Nosey Bastards!

+ All About Packet Normalization
+ Working It All Qut

+ Putting It Into Practice

+ Finishing Up



(i) Network Defenders

+ \We see scans and probes of our network every
day

+ Fram the inside and from the outside
+ Everybody Is targeting us
+ ldentifying our assets




0, How They Do It

+ Network stack implementation is highly
discretionary

+ [ifferences identify the operating system type
and version

+ Allowing Attackers to identify their targets

+ By matching the headers of their target to known
operating system implementations




If your target ...
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Implications

+ If they identify your assets ...
+ They know their weaknesses

+ How to attack them successfully
+ Without triggering your Sensors
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Ir's fact of life




Ko But does it have o be?

‘No!.




) Why can’t we ...

+ Remove the differences

+ To remove their advantage

+ Strip them of their ability to fingerprint

+ To significantly reduce their chance of Success




Ization




| () OK. What is packet normalization?

+ Not an entirely developed concept
+ Many expressions but most incompiete ...




Normalization vs. Scrubbing

+ 3crubbing IS to do away with; cancel

+ Normalization 1s to make normal, especially to
cause to conform to a standard or norm

+ Both are Seen in varying degrees

MNormg|




SCrubbing

+ lIsed by a number of firewalls
+ Randomize IP 1D
+ Glear IP DF
+ Also ...
+ et IP tos/dscp, and t
+ | Fragment Reassembly
+ Primarily Goncern
+ Policy Violations
+ Abnormal Packets
+ Abnormal Flows

nethiter
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SCrubbing

+ Used by same network devices such as Gisco AGE and
ASA
+ Random TGP SEQ
+ Glear TGP Reserved, and URG
+ Glears TGP Options
+ Minimum IP TTL

+ Fragment Reassembly too ...

+ Primarily Goncern
+ Palicy Violations
+ Abnormal Packets
+ Abnormal Flows
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Incoming Normalization

+ Used by IP§ and ID3 devices

+ | Fragment Reassembly
+ IPTIL Evasion

+ Primarily Goncern
+ [etect Attacks
+ Detection Evasion




Masquerading

+ EXamples
+ [P Personality

* M“rpn 71 ‘ J ! . 16
+ |P Morph
+ Pretends tobe ... IP Personality

+ Modifies the stack SRRSO =]
+ Host Only 6 !pmofph




Outgoing Normalization?

 HELLO |

NotiReally




Fingerprinting Process

+ TGP, UDP, and IGMP probes are sent

Gompile results into fingerprint
@ Linux 2.6.17 - 2.6.24
inux | Linux | 2.6.%X | general

SEQ(SP=A5-D5%GLD=1-6%IGR=A7 D7/ %TI=2 %I I=T%TS5=U)

0Ps (01=M4 00C%02=M400C%0 3=M400C%04=M4 00C%0 5=M4 00C3H06=M400C)
WIN{W1=8018%w2=8018%w3=8018%wd=8018%w5=8018%w6=8018)
ECN(R=Y¥DF=Y%T=3B-4 5%TG=4 0%wW=801 8%0=M4 00CHCC=N¥Q=)
TlER=Y§DF=Y%T=BB—4S%TG=4D%S=O%A=S+%F=AS%RD=D%Q=}

T2{(R=N
T2(R=Y¥DF=Y¥T=3B-4 5%TG=4 0%wW=801 8%5=0%A=5+%¥F=AS%0=M4 00C%RD=0%0=)
T4 (R=Y%DF=Y%T=3B-4 5% TG=4 0%W=0%5=A%A=7 %¥F =R%0="0RD=0%0=)
TH5{R=Y%DF=Y%T=3B-4 5% TG=4 0%W=0%5=F%A=5+BF=AR¥0O=%RD=0%0=)
TE{R=Y%DF=Y¥T=3B5-4 5%TG=4 0%wW=0%5=A%A=7 ¥F =R%0=%RD=0%0=)

T7 (R=Y%DF=Y%T=3B-4 5% TG=4 0%wW=0%5=2%A=5+%F=AR%0=%RD=0%0=)

UL {DF=N%T=38-45%TG=40%IPL=164%UN=0%RIPL=G¥RID=GXRIPCK=GHRUCK=GELRUD=G)
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+ Gompare against database
+ |dentify operating system




Where to Start?

+ Nmap fingerprint database

M + What about other fingerprinting tools?

+ l(IlI‘llhﬂz
+ SINFP
+ Yulnerability scanners ... Nessus, Others

+ Best to disrupt any existing patterns P e




SCrubbing

+ Glear out any unnecessary values

U + IP ToS/DSEP/Traffic Class Cleared
| + IP EGN Cleared

+ TGP URG Fiag and URG Pointer Gleared

+ Randomize anything that you can
+ P10

+ [P TTL/HOP Limit? TGP Options?

nethiter

Arewalling, MAT, and packet m angling for linux




(iRgokej Normalization

o
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Normalizing

(IP Time-To-Live / Hop Limil]

+ Make some assumptions
+ Originally Well-Known TTL
+ Decrements Only
+ Traveled < 32 hops

+ Back into Driginal Starting TTL

+ Estimate number of hops traveled
+ Recalibrate current TTL

+ Using Starting TTL of 233

Uormdl
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(IP Time-To-Live / Hop Limil]

If <= 32 traveled = 32-current Then tt] = 255 - traveled
\ij If <= 04 traveled = 64-current Then tt] = 255 - traveled
g If <= 128 traveled = 128-current Then ttl = 255 - traveled
Else tt] = current

+ Sfart with the lowest well known TTL first!

+ Several exceptions to this normalization ... HELLO
+ Wil be discussed later

Mormal




Normalizing
(TGP Options]

+ Assumptions
2| + Only Few Well Known Options Needed
J + Order is unimportant

+ Requirement ...Values can’t be changed
+ Read necessary options

+ Discard the rest

H E L LO
+ Rewrite Illl“lllls in proper order
« NOP ... till the end of the options | A\) oS




Normalizing
(TGP Options]

+ Options selected ... And their order

@ : \'zisnsdnw

+ SAGK
+ MD9 ... if IlI‘ESEIII
+ After III‘III:BSSiIIﬂ ua
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With IDGuard




delecting The Platform

+ ldentified Suitable Hardware

+ Already Modified By Others
U + [ocumentation Available ... Mikrotik Routerboards
+ |dentified Suitable Operating System
+ Available Base
+ Writeable File System ...0penWrt e




Deploying to Hardware

+ Purchase the hardware from a local vendor

r'7 + Greate a netboot image for the RB4a0G
~ "+ Setup dhcp & tftp netboot environment
+ Gonnect to the routerboard
+ Gonfigure routerboard for DHCP
+ Nethoot routerboard and flash

+ Load kernel module manually or
with a package

+ Gonfigure Firewall




il

Deploying to Hardware

"'I_II'J'eve-I"o_pmént Documentation Downloads Wiki Forum

You are here: OpenWrt Wiki » Table of Hardware » Mikrotik » Mikrotik RouterBoard 450G (RB-450G)

Mikrotik RouterBoard 450G aueerean
(RB-450G)

» |nstalling a New Firmware iImage

o Create a netboot image for the RBAS0G

The good news: Attitude Adjustment 12.09-rc1 works very well on the RB-450G. o Boot the RB450G from the network
The device is built with good hardware, almost all of which is fully supported. With o Install the OpenWRT distribution
a fast processor, gigabit ethernet, and relatively huge amounts of RAM and flash, o |nfo
this is a very capable device once OpenVWRT is installed. « Photos
The bad news: getting OpenWRT installed in the first place is not straightforward. i
* JTAG

Installing a New Firmware Image LR
Switch Ports (for VLANS)

OpenWRT doesn't provide a firmware image that can be written directly to the Buttons and Jumpers
flash memory via the firmware update system in Mikrotik's RouterQS. So installing s Tags
OpenWRT is a two step process that requires two separate kernel images.

You're going fo need a computer that can build OpenWRT from source. You're also going fo need a desktop computer that has a
working serial port and an ethernet interface. This computer will also need to have:




OK ... What worked?

-

| am really tired of those nosey bastards!




What Didn't Work

+ T08/DSGP/Traffic Glass Glearing

U + EGN Glearing

+ [JRG Hag and URG Pointer Glearing
+ | 1D Randomization
+ DF Glearing

... [he Scrubbing




What Worked

+ TT1 Standardizing
U + TGP Option Standardizing

... the Normalizatiom




End Results

Operating System Unprotected Protected

Windows 7 Microsoft Windows 72008 Allied Telesyn AlliedWare
Windows Server 2003 Microsoft Windows 2003  Allied Telesyn AlliedWare
Ubuntu Desktop 11.10 Linux 2.6.X|3.X Gisco 103 12.X

Red Hat Enterprise Linux 6 Linux 2.6.X|3.X D-Link embedded




Other Effects

+ Nmap
U + Network Distance
-+ Dther Fingerprinting
+ Kprobe2

+ SiNFP
+ Nessus ...

+ Other Tools
+ ping
+ traceroute




Demonstration




Ghallenges

+ Authorized Activity

+ Other Methods

+ Banners and Direct Query

A& + ldentification Through Layer-7




Ghallenges

+ Authorized Activity
+ Scanners
+ Management Platforms

+ Resolution
+ |DGuard Excludes Them ...




Ghallenges

+ Banners and Direct Query
+ Windows Networking Available
+ Application-Layer Query
+ 03 Details in Reply
+ Resolution
+ Perimeter Network
+ Internal Network




Goncerns

+ Gonnectivity

+ Fragmentation
+ [Ipstream
+ [ownstream

+ TIL Attenuation
+ TI1 Special Uses

+ TGP Options Sensitivity?
+ Link-Local Routing Protocols




Goncern

+ [Ipstream Fragmentation

+ IP ID Randomized
+ “Fragmentation Needed” IGMP Message Received
2 + Host is confused
— + Keeps sending original packet

+ Resolution
+ |DGuard Glears DF




Goncern

+ Downstream Fragmentation
+ Each fragment given a different IP 1D
+ Destination can’t reassemble original

+ Resolution
+ Access switch placement
+ IDGuard Excludes Fragments




Goncern

+ TTL Attenuation
+ Packet travels more than 32 hops
+ Not all these hops are accounted for ...
P + Packet TTL is continually extended
== + Routing Loop oceurs *
+ Resolution
+ Aecess Switch Placement




Goncern

+ TTL Speeial Uses
+ TTL recalibrated
+ TTL never runs out
A + No Intermediate hop reports
— + Traceroute fails

+ Resolution

+ |DGuard Excludes IGMP Echo
Requests

+ |DGuard Excludes the UDP
traceroute range




Goncern

+ Link-Local Routing Protocols
+ RIP packets have a TTL of 1
+ TTL of 285 is abnormal
+ Packet is malformed

+ Resolution

+ |DGuard Excludes Routing
Protocols




Goncerns

+ Performance

+ Break Something
+ Poorly Goded Applications

0 + What else?
(B




Benefits

+ Shields from ...
+ Gasual Attackers
+ Automated Assaults
+ (Oblique Threats

+ Protects ...
+ Unmanaged
+ Unpatched
+ Unhardened

+ Defeats ... canned exploits




What's Next

+ More Platforms
+ Open-Source Router Firmware
+ Linux-Based Switches

+ Production Trials
+ Talk to vendors




Final Thoughts

+ Accurate target identification s key to
successful attack

+ ldentification that is way too easy for an attacker
B to perform

+ Let’s change that with fingerprint prevention
+ I've proven that it can be done
+ Now, we just have to make it happen

(2




Proof of Goncept

IDGuard v0.50 for Linux-Based Networking

- Network-Wide Fingerprint Prevention
- IPv4, and TCP normalizations

- Authorized Activity Exclusions

- Linux Kernel Module Implemenation

IDGuard v0.60 for Linux-Based Networking

- Adds IPv6 Support
- Coming Next Month!

SHA1 hash is 289256c1b46f7f7443527364ad4a75ee0a072160
Updates can be found at http://idguard.sourceforge.net/
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Links

http://www.wisegeek.com/what-is-packet-mangling.htm
http://www.openbsd.gr/faq/pf/scrub.html
http://www.linuxsecurity.com.br/info/fw/PacketManglingwithiptables.doc
http://chdir.org/~nico/scrub/

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guid
e/conns_tcpnorm.pdf

http://www.cisco.com/en/US/docs/interfaces_modules/services_modules/
ace/v3.00_A2/configuration/security/guide/tcpipnrm.pdf

http://www.sans.org/reading_room/whitepapers/intrusion/packet-level-
normalisation_1128

http://nmap.org/book/osdetect-methods.html
http://rcp100.sourceforge.net
http://wiki.openwrt.org/toh/mikrotik/rb450g
http://wiki.openwrt.org/doc/howto/buildroot.exigence
http://wiki.openwrt.org/doc/howto/build
http://wiki.openwrt.org/doc/howto/generic.flashing
http://wiki.openwrt.org/doc/devel/crosscompile
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