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In This Talk...

» \What is Steganography?
» Historical examples of physical and digital forms
= How do they work?

» |dentifying a “Lowest Common Denominator”

» ACL Steganography - a new scheme




What Is Steganography?

» Greek origin and means "concealed writing"

= steganos (OTeyavoc) meaning "covered or
protected"

= graphei (ypaen) meaning "writing"

= The term was first coined in 1499, but there are
many earlier examples

» Basically, hiding something in plain sight




Classical Example: Tattoo

» [attoo under hair
» Encoder tattoos a slave’s scalp

» Decoder shaves the messenger’s hair

» The message must be delayed to allow
time for hair regrowth




Tattoos Are Permanent




Classical Example: Morse

» Stitch morse code into a sweater/jacket worn by a
messenger

» Messenger hand-delivers one message while actually
delivering two
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Classical Example:
Invisible Ink

» \Write secrets with lemon juice

= Allow to dry

»x Decode with heat
(candle, match, hair dryer, iron)




Decode With Heat




Digital Example: Photos

» [les can be encoded as colour
information embedded in a
photo

» Most common type of digital
steganography

» Based on the fact that only
super-numans can tell the
difference between
Chartreuse and Lemon




Photo Steganography

» Fach pixel is assigned a colour with an RGB colour code

= [he last bit of this 8-bit code is overwritten with encoded
data

= #DFFFOO is chartreuse
» #DFFFO1 is.... one of the yellows

= 8 adjacent pixels with 8 slightly-adjusted colours allows
1 byte of encoded information




Audio Steganography

» Same principle as photographic steganography, but
with audio

» Humans can’t easily tell the difference between
400hz and 401hz, especially if the note isn’t sustained

= Alter each frame of audio with 1 bit of encoded
information




Digital Example: x86 Ops

» |[nformation can be encoded in x86 op codes
= NOP - No Operation
» ADD / SUB - Addition and Subtraction

» PE files (standard .exe programs) have many other
areas that can hold arbitrary data




{ 8 % a bc de
00000000h: 3 00 04 00 00 FF {aln]
00000010h: B 0 0 00 40 00 00 00
00000020h: 00 0 0 00 00 00
0 h: e . ceeae
0 0040h: cD . ;°....0 i, .Lio0
000000S0h: 6 6 6D 20 : This program mus
00000060h: 3 54 65 : t be run under W
00000070h: 00 ; in32..%
00000080h: 00
00

000000&a0h:
000000b0h: 00
000000cOh: 0o
000000d0h: 0o
000000e0h:
000000£0h:
00000100h:
00000110h:

00000130h:
00000140h:
00000150h:

DDDUDIaUh; o
000001b0h: DIRECTORY

00
000001£0h: 43
00000200h: 88 02 O 0 00 00 00
00000210h: O 00 00 00
00000220h: 0O 00 00 D4




Digital Example:
Chaffing and Winnowing

Conceived by Ron Rivest in 1998 (the R in RSA, as well
as RC4 and others)

Not quite steganography
Not quite encryption

Has properties of both stego and encryption




Chaffing and Winnowing

» Sender issues ‘real’ messages and ‘chaff’ messages
» | isteners don’t know which messages are real
» Real chunks of the message include a parity value
» Message Authentication Code (MAC)
» Receiver calculates MACs on every packet
» Discards packets whose MACs aren’t valid

» Reassembles all packets with valid MACs




Chaffing and Winnowing
Alice swml Charlesmﬁvmcl Bob

constructs |seriallBit|MAC| 2dds 4 chaff |seriallBit|MAC discards

4 packets, 1 234 ?acmts w'nh p 321 ?ac»(f:ts with
each inverted bits invalid MAC

containing 890 and invalid 234 to recover

2
one bitof | 3 456 MAC, 890 | the message
4

her shown in gg7 | (winnowing)
message italics
and a valid (chaffing)

MAC 543
0| 765

1678

456

In this example, Alice wishes to send the message "1001" to Bob. For
simplicity, assume that all even MAC are valid and odd ones are invalid.

Courtesy: Wikimedia Commons




Steganography Breakdown

» All types of steganography require three things:
» A medium of arbitrary information
» A key or legend for encoding information

» A way to differentiate ‘encoded’ and ‘medium’ info




ACL Steganography

» A way to encode files as Access Control Entries within
Access Control Lists of files stored on an NTFS volume

x Medium: All files on an NTFS volume
» Key: Security Identifiers in ACEs

» Differentiator: ACEs with an unlikely combination of
permissions




Background: NTFS Security

filelist.txt Properties

General| Security | Summary

Group or user names:
€ Administrator (DEVXP\Administrator)
€72 Administrators (DEVXP\Administrators)
[ 3 Michael (DEVXP\Michael)

€7 SYSTEM

m Users (DEVXP\Users)

Permissions for Michael Allow Deny
Full Control O O
Modify O O
Read & Execute O
Read (]
Wite O

Special Permissions

For special permissions or for advanced settings,
click Advanced.

[ 0K H Cancel H Apply ]

O Computer, Management

=) File Action View Window Help
& XEBR 2

=) Computer Management (Local) Narme
= §i System Tools 45 drministrator
+-{f)] Event Viewer \QASPNET
£ Shared Folders SGuest
= Local Users and Groups £Hel Assistant
‘N Users P
] Groups
+ g Performance Logs and Alert: QIAM—MICH'“
&, Device Manager £bichael

= @ Storage
+ Removable Storage
S Disk Defragmenter
Disk Management
-4 Services and Applications

Full Name:

ASP.NET Machine Account

Remote Desktop Help Assi...

QIUSR_MICHA.” Internet Guest Account

Launch IIS Process Account
Michael Perklin

Description
Built-in account for administering tH
Account used for running the ASP.|
Built-in account for guest access tol
Account for Providing Remote Assi
Built-in account for anonymous acc
Built-in account For Internet Inform|

QSUPPORT_GB,.. CN=Microsoft Corporation... This is a vendor's account for the H




NTFS Permissions

Permission Entry for filelist.txt

Object

Entries correspond to system
Name: | Michael Perklin (DEVXP\Michael)
users Aoy ont

Permissions:
Full Control

= [here are 22 unique Tivee Foder et i

List Folder / Read Data

permissions available, stored Readtioes
ead Extended Attributes
H H ' Create Files / Write Data
| n a 32 o blt fleld Create Folders / Append Data
Write Attributes
‘Wite Extended Attributes

Many more granU|ar g::ePelmlsslons

permissions exist than
“Read, Write, Execute”
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NTFS Permissions

.
filelist.txt Properties
General| Security | Summary

Group of user names:

= Permission entries are stored e

€ Administrator (DEVXP\Administrator)

@Adm\mslvatovs (DEVXP\Administrators)

using Security Identifier (S-1D) i

€7 Users (DEVXP\Users)

= |f the user is removed, the OS
can’t look up the friendly name  [EEEEtE rI—"S

Full Control
Modify
Read & Execute

1
g
3

Read
Write
Special Permissions

x Photo shows same file after
“Michael” is removed from OS

ogEO0O




NTFES Security Identifiers

Three Sub Autherities for Uniqueness
N

Maximum Size: 68-bytes

| \
S-1-5-21-397955417-62688126-188441444-1010

1st byte is the revision A
(Always 1) oy e R

2nd byte is the count of SubAuthorities in this SID
(Maximum 15 SubAuthorities per SID)

6 bytes used for the Identifier Authority
(Always 000004)

60 bytes store the content of the SubAuthorities and the
Relative ID




Acronym Review (AR)

= Access Control List (ACL)

= A list of Access Control Entries
= Access Control Entry (ACE)

» A permission rule (allow or deny) pertaining to a SID
= Security Identifier (SID)

» A unique identifier for a user or group of a Windows
system




ACL Steganography

= (photo of file with 60byte chunks)
» A file is split up into 60-byte chunks
» Fach chunk becomes a SID

» ACEs are created with “Allow” permissions for each of
these SIDs

» ACEs are added to the ACLs of multiple files




Demonstration

» A folder full of files

= A filelist.txt with these files

= A .tc volume with cool stuff in it
» Encoding the volume

» Showing the ACEs on the files

» Decoding the volume




ACLENcoding Details

» Two bits are set for all ACLEncoded entries:
= Synchronize + ReadPermissions
x Synchronize cannot be set within the Windows Ul
» The 9 least significant bits are used as a counter from 0-512

» These bits correspond to the permissions:
ReadData, CreateFile, AppendData, ReadExtendedAttribute,
WriteExtendedAttribute, ExecuteFile, Traverse,
DeleteSubdirectoriesAndFiles, ReadAttributes




ACLENncode Details

» [he FileList becomes a kind of symmetric key between
the encoder and decoder

= [he list identifies:
= \\Vhich files have ACLEncoded entries

= The order in which those entries are encoded




Limitations

= An ACL can be no bigger than 64kB per file

» Maximum ACE size is 76 bytes (68 for SID + 8 byte header)
= This produces a theoretical maximum of 862 ACEs per file
» |'ve imposed a limit of 512 entries per file

= This leaves room for legitimate permissions




Limitations

= The largest possible file to be encoded:
» NumfFilesinList * 512 * 60bytes
» Or about 30kB per file

» Need to store a larger file”? Use a longer file list.




$SECURE File Limitation

» The $SECURE file is a hidden file on every NTFS volume

= All ACLs for all files are stored in this one file

» Fach time a new SID is encountered, it's added to this file

» This way, future permission operations for that user can
use the existing reference without duplicating it




$SECURE File Limitation

x NTFS does *NOT* remove old/unused SIDs from the
$SECURE file

= The $SECURE file is designed only to grow in size and
never shrink

» This means, every ACLEncoded chunk from every run
of ACLEncode will persist here




A Forensic Review

= | conducted a test:
» 2GB USB Key, formatted as NTFS
» AccessData FTK 4.0.2.33

» Guidance EnCase Forensic 6.19.6




Forensic Test - File List

(€ 1@ ‘ ~ NTFS_TEST (E:) ~ ACLTest v 2 | search ActTest |l filelist.txt - Notepad
File Edit Format View Help
Organize v |Open v Print Burn New folder E:\ACLTest\fi1e0l.Txt
) AcLTest\file02. txt
¢ Favorites Name * | Date modified | Type AcLTest\file03.txt
\ACLTest\file04. txt
B Desktop file01.txt 7/5/2013 3:06 PM Text Documer 0KB ACLTest\file05.txt
Downloads P .06 \ACLTest\file06. txt
od o || fle02.txt 7/5/2013 3:06 PM Text Document 0KB ACLTest\fi1e07. txt
ecentPlaces | fle03.txt 7/5/2013 3:06 PM Text Document 0KB ACLTest\file08. txt
\ACLTest\file09. txt
Libraries || file04.txt 7/5/2013 3:06 PM Text Document 0KB ACLTest\filel0. txt
: . " \ACLTest\filell. txt
% Documents || fle05.txt 7/5/2013 3:06 PM Text Document 0KB 'ACLTest ;qelz.cxt
file06. txt 7/5/20133:06PM  Text Document 0K8 ACLTestAfilel3. txt
@' Music ‘ I \ACLTest\fileld.txt
&= Pictures || file07.txt 7/5/2013 3:06 PM Text Document 0KB ACLTest\filel5.txt
E Vid ) " \ACLTest\filel6. txt
Videos || file0s. txt 7/5/2013 3:06 PM Text Document 0KB
file09. txt 7/5/2013 3:06 PM Text Document 0KB
1% Computer }
. file 10.txt 7/5/2013 3:06 PM Text Document 0KB
&, Local Disk (C:) = .
o NTFS_TEST (&) || fle1t.txt 7/5/2013 3:06 PM Text Document 0KB
file 12.txt 7/5/2013 3:06 PM Text Document 0KB
€l Network | file13.txt 7/5/2013 3:06 PM Text Document 0KB
| file14.txt 7/5/2013 3:06 PM Text Document 0KB
file 15, txt 7/5/2013 3:06 PM Text Document 0KB
|| file16.txt 7/5/2013 3:06 PM Text Document 0KB
fle0l.txt  Date modified: 7/5/2013 3:06 PM Date created: 7/5/2013 3:33 PM
Text Document Size: 0 bytes

| created these files for the test
| could have used any file already on the system



orensic Test - Input File

DEFCONXXLbxt - Notepad
File Edit Format View Help

[DEFCONXXI DEFCONXXI DEFCONXXI DEFCONXXI DEFCONXXI DEFCOVA
(ONXXI DEFCONXXI DEFCONXXI DEFCONXXI DEFCONXXI DEFCONXXI

I DEFCONXXI DEFCONXXI DEFCONXXI DEFCONXXI DEFCONXXI DEF¢
FCONXXT

= DEFCONXXI repeated




"¢ AccessData Forensic Toolkit Version: 4.0.2.33 Database: localhost Case: ACLTest

fle Edt View Evidence Fiter Tools Manage Help

Filter: - unfiltered - = Filter Manager... \ E‘ @
Explore [Overvsew [Emall [Graphus [ [lee Search [Index Search [Volahle |

cvdence ten: |
B0 4] Evidence \Z‘

B4 QJ UsBKey.aff Bl NTFS Information
25 @ Partition 1 MFT Record Number
BTk NTFS_TEST [NTFS]
L6 [orphan] Record date
B0 [root] Resident
£>(2) $8adclus Offine
&-0)() $Extend Sparse
(2] ssecure
() ACLTest
) [unallocated space]

(- L Unpartitioned Space [basic disk] Group SID
[_Fila Cantant Tnfa

Temporary
Owner SID

File Content|  Properties |  Hex Interpreter

- Display Time Zone: Eastern Dayiight Time (From | & &

| Owner SID | Alterna.... [ ]
fle1L.txt - - 513 5-1-5-21-2565687063-2636845177-2300264073-1000
fle02.txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
fle03.txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
fle04.txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
file0S. txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
file0s. txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
file07.txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
ile08. txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
09, txt 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
fle10.txt 93051 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
flelltxt 93052 §-1-5-21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000
flel2.txt 93053 -1-5-21-2565687063-2636845177-2300264073-513  S-1-5-21-2565687063-2636845177-2300264073-1000
flel3.txt 93054 21-2565687063-2636845177-2300264073-513  5-1-5-21-2565687063-2636845177-2300264073-1000

Loaded: 17 | Filtered: 17 [Total: 17 [ Highlighted: 1 | Checked: 0 | Total LSize: 4036 B
USBKey. aff /Partition 1/NTFS_TEST [NTFS]/[root] /ACLTest/file0 1. txt
Ready Explore Tab Filter: [None]




Forensic Test - FTK4

‘olumn Settings

Available Columns

=

Common Features
Disk Image Features
Email Features
Entropy Stats
File Status Features
File System Features
[#-DOS-specific Features
[ ext2-spedific Features
[ HFS-specific Features
[=)-NTFS-specific Features
Alternate Data Stream Count
Group Name (NTFS)
Group SID (NTFS)
MFT Record Number
Offline
Owner Name
Owner SID
Record Date
Resident
Sparse
Temporary
[ Unix Security Features
Start Cluster

(0] [- [ - [F)

Column Template Name

| Normal (1)

Selected Columns

Name

Name

Label

Item Number
Extension
Path

File Type
Physical Size
Logical Size
MDS5 Hash
SHA1Hash
SHA256 Hash
Created Date
AccessedD...
Modified Date
Group Nam...
Group SID (...
Owner Name
Owner SID

21,mm

Short Name
Name

Label

Item =

Ext

Category
P-Size
L-Size
MD5
SHA1
SHA256
Created
Accessed
Modified

Description

The name of the object (f.
Label assodated with an ..
A number assigned to the.
Extension

The full path to an object
An INSO type ID (or a cu..
The physical size (size on .
The logical size of the obje
The MD5 hash of the obje.
The SHA1 hash of the obj.
The SHA256 hash of the ..
The date the object was ..
The date the object was |
The date the object was ..
The group name of the fil,
The group SID of the file .
The name of the file oy
The SID of the file owner..

Tria if tha nhiart hT- s

Remove All

OK I Cancel




essData Forensic Toolkit Version: 4.0.2.33 Database: localhost Case: ACLTest

fle Edt View Evidence Fiter Tools Manage Help

Filter: - unfiltered - = Filter Manager... IE\ \ @

Explore [Overview |Email |Graphics | Live Search [Index Search |Volatie | b
" Euidence Items | |
E-5) [w] Evidence Hex | Text | Filtered | Natural

=2-5Q) UsBKey.aff 00 00 00 00 14 00 02 I |
=1 @) Partition 1 00 00 00 2 00 00 L - —
SR _ 0 DEFCONXXI DEFCON|
XXI DEFCONXXI DE|
FCONXXI DEFCONXX]
2] sBadcius 4 [ : 9|1 DEFCONXXI
) $Extend
|2] $Secure
) ACLTest
() [unallocated space]
- Unpartitioned Space [basic disk]

=)

igagegy!

00 0 00 € 00

Sel start = 960, len = 60; dus = 164128; log sec = 1313025; phy sec = 1313057

| Fiecontent | Properties|  Hex Interpreter

File List

& %m0 EG0|Osemo « Display Time Zone: Eastern Daylight T
4 Neme|ltem# |P-Sze |L-Sze | GroupSID (NTFS) | Owner sD

DU‘ 4096 B 4096 B S$-1-5-18

a2 260.0KB  257.8KB 5-1-5-18

D(h 93037 4096 B 4096 B 5-1-5-32-544 S$-1-5-18

Kl

Loaded: 3 [Fitered: 3 [ Total: 3 Highlighted: 1 Checked: 0 | Total LSize: 265.5 k8
USBKey.affPartition 1/NTFS_TEST [NTFS]/[root] /$Secure/$SDS
Ready Explore Tab Fiter: [None]




orensic Test - EnCase 6

22 EnCase Forensic
File Edit View Tools Help
_INew (.7 Open gl Save 4 Print e Add Device A, Search [
X Zlreport 3] Gallery %) Timeline [ Disk 5 Code

In File File File
Report  Ext Type Category

[ fileD1.kxt MNo kxt  Text Document File, Archive
4 [ fileo2.bxt No  Ext Text Document File, Archive
#Om ) usekey [ fileo3.bxt No kxt  Text Document File, Archive
SO C [ fileDd.bxt No txt  Text Document File, Archive
DD $Extend [ FileDS.txt Mo bxt  Text Document File, Archive
ORI AcLss [ files.txt No txt  Text Document File, Archive

[ fileo7.bxt No  Ext Text Document File, Archive

[ fileos.txt Mo Ext  Text Document File, Archive

[ fileos.txt No txt  Text Document File, Archive

[ file10.txt No txt  Text Document File, Archive

[T R IR To [ p—— il Avebiiin

Name Filter Signature Descript &

lHex LaiDoc %) Transcript 51 =lRreport ] Console @4 » A Hits 7 Filters (¢S Conditions £ Display =] Quid »
[5-44 EnScript -~
-3 CF2 EnScripts
@) Enterprise
D) Examples
#-) Forensic

[) ACLTESTIUSBKEY\C\ACLTestifile01.txt (PS 1337432 LS 1337400 CL 167175 SO 288 FOO LE 1)




orensic Test - EnCase 6

22 EnCase Forensic E]
File Edit View Tools Help

_INew |7 Open |gl Save 4 Print e Add Device ‘A, Search [

=|Report % Code
Name. 1d
5-1-4-1128678724-1482182223-1162092617-1313817414-541677656-1128... Al
% Home o@<File Extents | @ Permissions 4 »
: Everyone 51-1-0
& (Bermissons 5-1-5-21-2565667063-26368451 77-2300264073-1000
5-1-5-21-2565667063-2636845177-2300264073-513

>
T Fiters [ Conditions {3 Display 2] Queries A, 4>
[=-4% EnScript
(5 CF2EnScripts
() Enterprise
() Examples

=lReport 2] Console @4 >

-~

#-) Forensic
[) ACLTEST\USBKEY\C\ACLTestifile01.txt (PS 1337432 LS 1337400 CL 167175 SO 288 FOO LE 1)




orensic Test - EnCase 6

22 EnCase Forensic E]
File Edit Yiew Tools Help
_INew [7Open |gll Save 4 Print e Add Device ‘A, Search [ 5 Find
X Elreport 2] Gallery ) Timeline fJDisk % Code
[Deookmarks A 5e4» Name Filter Re‘;‘mt E‘)'z TFy“:e cﬂ;";ry Signature il
od<File Extents @ Permissions 4 » =) $5ecure No File, Inte
S Ol Entries 5 $secure 511 No File, Inte
ORI [ USBKEY =) $5ecure $5DH No File, Inte
E-OMw C (=) $5ecure- No File, Inte
@D $Extend (= $UpCase No File, Inte
ORIC AcLTest MFT Allocation ... No File, Bitm
Yolume Slack No File, Unal

>

lHex LgiDoc % Transcript [ Q Hits T Fiters [£= Conditions £} Display =] Quid »
%% EnScript

*GiOy- +00>-02- ®-C CF2 EnScripts

|
EFCONXXI DEFC! ) Enterprise
) Examples

0010600> -0, +GiDy- 40050+« - &) Forensic
001113+ DD thens l
001166 - - DEFCONXKXI DEFCONXXI DEFCONXXI DEFCONXXKI DEFCONXKXI D G- Include
001219 EFCONXXI - -+ ¥ eeesss e Gi0y- 40050 EHE Main
va e # Source Processor
P YT A a

AN12782CANVYT NERCANVYT NEECANVAT DERCANYVYT DEECANVAT DERCA

5 ACLTEST\USBKEY\Cl$Secure'$5DS (PS 1313057 LS 1313025 CL 164128 SO 448 FO 960 LE 60)




Forensic Detection of ACLENncoding

» Detection of ACLEncoded entries is a manual process
» (using the most popular forensic tools)

» Detection can be automated with the creation of
EnScripts (EnCase’s scripting language) and other
purpose-built tools

» Unfortunately not enough time to go over these today




Questions and Answers

= |f you have questions, see me in the Q&A room for
Track 1

» Thanks to Josh, Nick, Joel, Reesh, my family, my
friends, my colleagues, and my employer for providing
me the time for this research

» Thanks Eugene for seeding the thought in my mind of
“How can you hide data on a drive without detection?”




ACLENncode

= Source code Available for download:

» http://www.perklin.ca/~defcon21/ACLEncode.zip




| atest version of Slides

x [he |latest version of these slides are available online:

» http://www.perklin.ca/~defcon21/aclsteganography.pdf

» This latest version will be available on the DEFCON site
soon
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