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. O EXAMINING AND -
NG O ATTEMPTING TO FIND A "
= EVALUATING THE EXISTING E
< Ml TOOL THAT COULD ANALYZE -
= e TOOLS AVAILABLE TO HELP :
i THESE FILES REGARDLESS =
—+—17 DECIPHER THE MACH-O :
= OF THE UNDERLYING !
g FORMAT. =
=1 ARCHITECTURE. )
- i O FINDING WORKING -
: O RESEARCHING A BETTER
o] EXAMPLES OF SECURITY i
=15 WAY TO VIEW THE FILE 2
4 PRODUCTS ERUIPPED TO |
- INTERNALS OF MACH-O
- PROCESS MACH-0O
: FILES.
- \ MALWARE.
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\TCIEILS THAT ANALYZE MACH=-0O
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Network
Graphic Multiple Architectures Security
Aware

IDA Pro Yes(sometimes) |  Yes | No | No | No
ool |  No | @ Yes | No | No | No

| classdump | No Objc Only | No | ves | Yes |

Easy to
Understand

:

Ease of Use
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| Machoview |  Yes | = Yes | No | No | Yes
| ptool | No | Yes(od/nosupport) | No | No |  Yes
otoolng | No | VYes(old/nosupport) | No | No |  No

Figure 1. Evaluation of existing Mach-O tools (Green=Meets Need, Red=Does Not Meet, Yellow=Some Need Met)
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- WE WANTED TO FUSE THE BEST FEATURES OF ALL OF THESE
- o PROGRAMS AND ADD A FOCUS ON NETWORK SECURITY.

ULTIMATELY THE GOAL IS TO HELP THE NETWORK DEFENDER
UNDERSTAND THE MACH-0O FILE FORMAT BETTER AND PROVIDE A
METHOD TO EFFECTIVELY AND EFFICIENTLY ANALYZE A
PARTICULAR BINARY FOR MALICIOUS BEHAVIOR.
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O VISUAL REPRESENTATION

FROM THE HEADER
O MACH-O VIZ PRESENTS A R=

THROUGH THE LOAD
MACH-0O BINARY VISUALLY -
COMMANDS AND INTO ALL m
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: O IN TURN THIS MAKES IT ITSTCORRESEUONDING =
14 EASIER FOR ANYONE TO SEGMENTS :
it SEE HOW THE FILE IS :

p O INTERACTIVE SO YOU CAN o

CONSTRUCTED
Z00M INTO SEGMENTS FOR

MORE DETAIL
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5 O CURRENTLY SUPPORTS
> '] O IN ADDITION, TO 1386, X86 64 AND 2
=+ VISUALIZING THE FILE ARMG/7. ;
=3 FORMAT ITSELF: d
=k O WE WANTED TO KEEP THIS ;
e O WE WANTED A POWERFUL PROGRAM NOT ONLY AS —
= BACK-END GRAPH VISUAL AS POSSIBLE BUT F
=1 VISUALIZATION AND ALSO ACCESSIBLE: h
T ANALYTICS SYSTEM FOR -
- GRAPHING THE BINARY’S O ONLY A WEB BROWSER IS

: DISASSEMBLY RERQUIRED TO PERFORM

. \ INTERACTIVE ANALYSIS
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\DESIGN FEATURES
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J
LUSE ANY CLIENT CAPABLE OF
RUNNING HTML5/|JAVASI3RIPT,
THEREBY SIGNIFICANTLY
INCREASING THE TYPES OF DEVICES
O GAIN ACCESS TO THE LLVM

THAT COULD MAKE USE OF MACH-0O

DISASSEMBLER FOR THE MOST
VIZ- :

ACCURATE ASM WE CAN FEED INTO
POSSIBLE. WE WANTED TO RELY ON |

O MAKE USE OF AS MANY OPEN

APPLE’S UPDATES OF THE MACH-0

SOURCE UTILITIES THAT ADDED
SPEC AND ITS TOOLS, SUCH AS

BENEFIT AS POSSIBLE.
OTOOL, IN THEIR NATIVE
ENVIRONMENT. THIS wOuLD KEEP
MACH-0O VIiZ UPDATED AND
RELEVANT BY DEFALULT.
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\FILE STRUCTURE VISUALIZATION J

1] (O MAJOR

=] SEGMENTS :
=13 AT THE TOP 7 :
SHE LEVEL OF =T YN onTa ot =
= THE FILE = S B S N 3
'— O DRILLING am-
SHE DOWN :
SRE POSSIBLE BY -
<l CLICKING -

SEGMENT

Load Commands ~JEXT:__symbol_stubi __DATA: __program_vars

_TEXT:__ustring __DATA:__ia_symbol_ptr

__TEXT:__stub_helper __DATA:__cfstring
TEXT:__unwind_info ~.DATA: _objc_masgrefs

__DATA:__objc_classrefs

__DATA:__objc_const
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\FILE STRUCTURE VISUALIZATION
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B O HERE YOU CAN SEE THE LOAD COMMANDS -
=+ O SPECIFIC VALUES FOR MACHO FILE FORMAT ARE VIEWED THIS .
= WAY .
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OFFERS AN IDA
LIKE INTERFACE
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= O THIS IS DONE =
VIA PARSING :
: OUT OTOOL

= DISASSEMBLY

WITH PERL INTO i
il GRAPHVIZ
= o CHARTS

(B |
T

piy ¢ kigy
rTT Y
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§ |

. O THEN PLACING

- INTO HTML AS =
SVG WITH JdS s
AND CSS
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IDENTIFYING CODE SEGMENTS WHICH ARE USING API’S AND
FUNCTIONS FLAGGED AS SECURITY RISKS.

:
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:— < O IDENTIFYING AND AUTOMATICALLY GENERATING NETWORK AND
STATIC FILE SIGNATURES FOR THE BINARY.

Jll
Vi

piy ¢ kigy
rTT Y

O MACH-0O Viz DOES THIS IN 2 WAYS!

|
§ |

“ O A) BY DETECTING NETWORK DOMAINS, IP ADDRESSES, URLS -
- & WEB PROTOCOLS EMBEDDED IN THE
T BINARY.

- O B) CALCULATING A UNIQUE BINARY SIGNATURE FOR THE FILE
- ITSELF USING MACcH-O MAGIC VALUE IN THE
FILE’S HEADER PLUS A UNIQUE 16 BYTES FROM THE BINARY’S
STRING TABLE.
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Security Assessment

(Identified security risk results; select one to search function graph visuakzations)

Security Scan Results: n
Security Risks: 5

i
T

close
twrite

AR N

TTIT

Graph Controls socket
write
Focus Center connect x. start, 10000def, 1d/4)

lll
II]

Zoom Extent  (Zoom graph view out 10 extents)

JlLl
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O RESULTS TAKE YOU DIRECTLY TO CODE FOR INSTANT
ANALYSIS

!
|

O FILE SIGNATURE IS THEN CREATED

Graph View Hex View Strings Objective-C Disassembly View Network Security

= Automated Network and Static File Signatures for "cat"

File Signature: MAGIC+String Table: alert icp any - (msg:"Mach-O Viz Automated Scan: File Mach-O MAGIC;String Table 16 bytes”; flow:established; file_data; content:."ICF FA ED FEI"; depth:4; content:"10(
depth:13800; classtype:policy-violation; sid:1111111; rev:1))
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