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M- THIS ONE IS REAL

A-YES THIS IS PHOTOSHOPED
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{\) SLAAC Attack!
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Alec Waters, InfoSec Institute 2011 http://resources.infosecinstitute.com/slaac-attack/
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{\) SLAAC Attack Win8 Fail :(

72 Capturing from VMware vmxnet3 virtual network device: \Device\NPF_{F3D4E17C-DE6F-47DF-9B1C-70395BBCBAD6} [Wireshark 1.85.. — O
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
B e BEEX2TE Ae*s*adTLIEE Qaam E$®@M x| B
Filter: lipvﬁ B Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
2 0.25511100 fe80::20c:29ff:feObff02:: ICMPVE 134 Router Advertisement from 00:0c:29:0b:39:8d
3 2.04240900 fe80::20d8:5852:4dbfe80::20c:29ff :feOb ICMPV6 86 Neighbor solicitation for fe80::20c:29ff:fe0b:398d from
4 2.04282200 fe80::20c:29ff:feObfe80::20d8:5852:4db ICMPV6E 78 Neighbor Advertisement fe80::20c:29ff:fe0b:398d (rtr, so
5 3.04078300 2001:db8:1:0:d557:22001:590:1:205::cc5TCP 82 49221 > http [SYM]1 Sea—N Win—R102 1 an—N MSS—144N SACK DC
6 4.48094800 fe80::20c:29ff:feObff02:: ICMPV6E 134 Router Advertise U Ethernet Status
8 11.6467430 fe80::20c:29ff:feObff02::1 ICMPVE 134 Router Adveprtice
10 15.1010020 2001:db8:1:0:d557:22001:590:1:205: :cc5TCP 86 49222 > htt
13 18.11051102001:db8:1:0:d557:22001:590:1:205::cc5TCP 86 49222 > htrtj|
14 19.5852670 fe80::20c:29ff:feObff02::1 ICMPV6E 134 Router Advel Network Connection Details:
16 24.1166650 2001:db8:1:0:d557:22001:590:1:205: :cc5TCP 82 49222 > htt
17 26.6980540 fe80: :20c:29Ff:feObff02::1 ICMPV6 134 Router Advef| | TroPety Volue
18 29.0462360 fe80::20d8:5852:4dbfe80::20c:29ff : feOb ICMPVE 86 Neighbor so Physical Address 00-0C-28-15C7-B8
19 29.0465040 fe80::20c:29ff:feObfe80::20d8:5852:4db ICMPV6 78 Neighbor Ad DHCP Enabled Yes
20 32.3572680 fe80::20c:29ff:fe0bff02::1 ICMPV6E 134 Router Adve IPv4 Address 192.168.99.103
21 34.0541030 fe80::20c:29ff:feObfe80::20d8:5852:4db ICMPV6E 86 Neighbor so IPv4 Subnet Mask 255.255.255.0

MM M4 AFrsnAAA £C_AaA-.-AAdA.FrAra .2 dL £ AR . - A - AALE £ Al e e e e Lease Obtained Monday. March 4, 2013 8:26:35 AM

L — e e sommmtee e or Lease Expires Monday. March 4, 2013 10:26:35 AM
|# Frame 5: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interfac IPv4 Default Gateway 192.168.99.1
|@ Ethernet II, Src: vmware_19:c7:b8 (00:0c:29:19:c7:b8), Dst: vmware_0b:39:8d (0 |Pv4 DHCP Server 192.168'99V1
/@ Internet Protocol version 6, Src: 2001:db8:1:0:d557:214a:cd7f:cb29 (2001:db8:1 |Pv4 DNS Server 1924168A99.1

=] EOLE 2 UL s = R— IPv4 WINS Server
NetBIOS over Tepip En...  Yes

IPv6 Address 2001:db8:1:0:20d8:5852:4dbd:2fb3
Temporary IPv6 Address  2001:db8:1:0:d557:214a:cd #:cb29

W h ere ’S t h e Linkdocal IPv6 Address fe80::20d8:5852:4dbd: 2fb3% 12
DNS server?

29 Ob 39 8d 00 Oc 29 19 c7 b8 86 dd 60 00 s YeiDaas DPasaranacs e
00 1c 06 40 20 01 Od b8 00 01 00 00 d5 57 ..... [ R s SR RRARRIS w
cd 7f cb 29 20 01 05 90 00 01 02 05 00 0O Lfs et M o e
cc 5d 26 88 cO 45 00 50 63 c1 b7 8c 00 00 ciie J e B P S e e e

00 00 02 04 05 a0 01 01 e oiPN severs Zersvenerereers

De... | Packets: 2699 Displayed: 144 Marked: 0 [ Profile: Default

J L 9T g 8:46 AM

3/4/2013

Neohapsis Confidential (\ NEOHAPSIS



{\) SLAAC Attack in 2013...the Bad

= Non trivial setup
= Configuration files
= |P addresses/ranges

= |t uses old and deprecated packages (NAT-PT)
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,H,- E& InfoSec Institute Res: x \:rc RFC 4862 - IPv6 State x .

HTFL R

m@u

C' M [ resources.infosecinstitute.com/slaac-attack/ &z /3O =

store=persistent
(A.B.C.D being your corporate [P range & /112 assuming you have an IPv4 /16. Adjust to
taste)

Duncan Movember 13, 2011 at 539 am - Reply

| never did get this to work and, yes, | did have a DHCPDE server running successfuLLy {with

'DUNCAN COULDN'T: "

otherm:.e the server would not have started in the first place.

TI1ﬁET rTr) T tl1w Ra |:1 n would expect if
th ch as a Q | ﬂ c-]w:machlne has
obtained a valid global IPv6 address and a valid Temporary IPvé address and recognizes
the Default Gateway IPvé6 address. Therefore, the conclusion is that the Windows 7 box
does not populate its DNS server cache with the information entered into the dhcpdé.conf
file and therefore NAP-TD never gets to see any AAAA request to the fake DNS server,
And regarding the link-Local issue in my OP, my point was that your interface display did
not match reality. As you mentioned, all IPv6 interfaces will have a Link-local address auto-
configured, yet your display did not which caused confusion. To illustrate, here’s the cut-
and-paste of your display:

root@evil-rir~# ifconfig ethl [}\,

ethi Link encap:Ethernet HWaddr 00:25:4b7d:31:73

ineté addr: 2001:678:608 fab:1/64 Scope:Global

UP BROADCAST MULTICAST MTU:1500 Metric:l

RX packets:0 errors:0 dropped:0 overruns0 framex0

TX packets0 errors:0 dropped:0 overruns0 carrier0

collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Motice that there is no line that says “ineté addr: Scope Link™.

In general, 2 how-to article should have all information provided inside it be as accurate
and complete as possible.

YOX Jamary 21, 2013 at 1 m - Reply

Hi, great article!!!

~-\[OX-COULDN'T GET
" NAPTD TO COMPILE?!
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{\) SLAAC Attack in 2013

WE NEED
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) Solution: Sudden Six

= One Bash script to rule them all!
= |nstall dependencies

= Configure attack host
= Works with Windows 7 and 8!

= No more depreciated libraries and packages
= Currently tested on Ubuntu 12.04 LTS and Kali
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{\) Demo

= Demo video here
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{N\) Known Issues

= Defenses

= Disable IPv6 by policy
= |Pv6 network defenses (RFC 6105)

= Happy Eyeballs
= |Pv4 fallback (RFC 6555)

= DNS

= (Client race conditions
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{\) Future Work

= Configure IPv6 tunneling

= Automate basic network reconnaissance
= Detect IPv6 countermeasures

= Leverage THC IPv6 tools

= Specify MITM target scope
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{\) Download

We would love your help!

https://github.com/Neohapsis/suddensix
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(\) NEOHAPSIS

Thank You

www.neohapsis.com
labs.neohapsis.com



