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Intelligent Ground Vehicle Competition Student Unmanned Aerial Systems
RoboBoat RoboSub
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FLUD

jves itself
When the car drives |
you ridé with Hlﬂr

HITLER
EMPTY CAR
PRIVE YOURSELF!

KEEP DASTARDLY ROBOTS OFF PUBLIC ROADS
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Autonomous/Unmanned Systems

® No human driver/pilot on-board

® May have off-board controller/supervisor
® May have on-board safety pilot/passengers

® Military early adopters



UAS Uptake

Northrop Grumman

“Unmanned Advanced Capability Aircraft and Ground Combat Vehicles

It shall be a goal of the Armed Forces to achieve the fielding of unmanned, remotely controlled technology

such that by 2015, one-third of the operational ground combat vehicles of the Armed Forces are unmanned.”
—National Defense Authorization Act for Fiscal Year 2001 (S. 2549, Sec. 217)



Some UGVs are designed with threats in mind...
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Civil Applications

® Priorities:

® Precision Agriculture
® Self-Driving Cars
® Roadblocks:

® Shared Infrastructure
(Airspace, Roads)

® Acceptance (Safety,
Robustness)

® |et’s Talk Failure!




Classm Fallures

RQ-3 DarkStar
$0m Unit Procurement Cost (Units |1-20, 1994 $)

On its second flight, due to a software fault in the flight control system the aircraft's porpoising
oscillations increased to a nose-high stall as it left the ground and the vehicle crashed.
—International Journal of Unmanned Systems Engineering, Vol. 1, No. S3, 1-5

® Expectations of the designers are critical!

® Exploitation happens at expectation boundary “cracks”



Failures

Sandstorm

DARPA Grand Challenge 2004




Autonomous Vehicle Logic Structures

Activity Hierarchy




Autonomous Vehicle Logic Structures

Examples

Dynamic “bombing run”
planner, impact point estimator

Dispense pizza to credit card €<—

Route planning from SLAM-
generated sensor map

Dynamic obstacle
discrimination & avoidance




Autonomous Vehicle Logic Structures

Mission Oriented State Machines




Autonomous Vehicle Logic Structures

Example: Robosub Mission
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®  Vulnerabilities may be in: U

®  State estimation
®  Transitions (spoofing or preventing)

®  Unexpected conditions within states



Sensors

® Active vs Passive ) '*AL PN i ’
® Common sensors: =
o GPS
o [||IDAR
® (Cameras
® Millimeter Wave Radar
® Digital Compass
o [MU

® Wheel Encoders

® DopplerVelocity Logger (subsurface)
® Scanning SONAR (subsurface)

® Pressure Transducers (air & subsurface)



Sensors

Sources of uncertainty:

® Noise

® Drift

® |atency & update rate
Uncertainty must be modeled under assumptions

Sensor fusion:

® Fused/registered data can be more useful than separate
® What to do when sensors disagree!

Robot robustness may come down to:

® How smart is it at discounting | bad/spoofed sensor?



Sensor Attacks

® 2 kinds:

® Denial

® Preventing sensor from recovering useful data




GPS

® Denial:

® Jamming

® Spoofing:

® Fake GPS satellite signals at higher power



GPS
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LIDAR
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Cameras
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IMU & Compass
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® Primary navigation sensor for some systems

® High fidelity models available
® Typical cumulative error:0.1% of distance traveled

® Denial/spoofing:

® Extremely difficult to interfere with

®  Physical attack with magnetic fields



Wheel Odometry
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® Encoders
®  Useful to know true speed & when stopped
®  Attacks:

® Change wheel diameter

e Slippery surface

® Removal may cause unpredictable behavior or stoppage



Bond vs Robots

e GPS Jammer

® Smoke/Dust/Vapor
® Chaff

® Glass caltrops

® Oilslick



The Map




® Traffic lights
® Camera knows where to look

® Difference in robot vs human assumptions



The Map
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® Vegetation

® Colorized LIDAR

® Transmission classifier
® Opverhanging foliage

® Map dependence may exacerbate brittleness of discrimination rules



The Map




Exploiting the Logic Structure

o W'

iy

=

\

& 4
y -~ .
e
v fo =
J ..—':.
- c‘j hid
T o —e.
—aEs -
- -

V2
’
F 1
y—)

® Goal: Maximize uncertainty
® Requiring manual assistance
® Confusing/annoying occupants
® |nconveniencing other road users

® Concentrate on fragile maneuvers



Logic-Based Physical Attacks




Trapping/Redirecting

® Attacks at collision avoidance & navigation layers
® Force robot to postpone high level tasks

® Moving obstacles

® Obstacle swarms

® Artificial stop lights

® Human driver wouldn’t notice, robot can’t ignore



Clobbering
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Goal: make robot run into something

Subvert collision avoidance
® |[ncapacitate vehicle
® Damage/remove sensors
Subtle map deviations
Imitate light vegetation
Simulate obstacles at speed
Disguise entrance walls with reflective/absorbent material within GPS noise

Dynamic obstacles under overhead signs



Remember...
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Driverless vehicles are cool!

Don’t do any of these things!

e’ 700 O 1AV LIIC | IS

Don’t haxOr the Bots!



Instead...




Tasks:

® Waypoint navigation
® Search for & ID secret symbols on ground
® Connect to narrow-beam wi-fi network
® Coming soon: package drop!?
Challenges
® Image/GPS registration

® Panorama stitching & auto target |D



Roboboat

Tasks:
Channel navigation
Direct water cannon on target
|dentify thermally hot ground item
Disable shore-based water spray
Deploy ground rover & retrieve package
Challenges
Camera/LIDAR sensor fusion
Vegetation/water discrimination

Fouling detection



Robosub

° Tasks:
° 3D Navigation




Hack The Rules!




T he caf dhves
itself while
you ‘SHAG'!







