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InvesNgaNon	
  Process	
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  flux	
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hadoop	
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  DNS	
  

IdenLfy	
  
malware	
  

phoning	
  to	
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Fast	
  Flux	
  Networks	
  
•  DNS-­‐based	
  redundancy/evasion	
  technique	
  

•  Fast	
  flux	
  domain	
  resolves	
  to	
  many	
  IPs,	
  many	
  ASNs,	
  many	
  
CCs,	
  relaLvely	
  low	
  TTL	
  

•  Fast	
  flux	
  domain	
  resolves	
  to	
  1	
  IP	
  with	
  TTL=0	
  

•  Ex	
  :	
  Trojan	
  CnCs,	
  spam,	
  scam,	
  pharmacy,	
  daLng	
  domains	
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Fast	
  Flux	
  Proxy	
  Networks	
  
	
  (ex:	
  Zbot)	
  

CnCs	
   Targets	
  

Kelihos	
  TTL	
  =	
  0	
  
Zbot	
  TTL	
  =	
  150	
   DNS	
  style	
  



Zeus	
  Crimeware	
  (1/2)	
  

DNS	
  style	
  

ConfiguraLon	
  file	
  
	
  
Web	
  injects	
  

Zeus	
  builder	
  

Binary	
  file	
  



Zeus	
  Crimeware	
  (2/2)	
  

DNS	
  style	
  
Control	
  panel	
  



Zeus	
  Timeline	
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Zeus	
  CnCs	
  

Compromised	
  
Sites	
  

Bulletproof	
  
HosLng	
   Fast	
  Flux	
  Botnet	
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Zeus	
  CnC	
  URLs	
  

ConfiguraLon	
  Files	
  
	
  

Binary	
  Files	
  
	
  

Drop	
  Zones	
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Zeus	
  CnC	
  detecNon	
  Methods	
  
	
  
	
  
1)  Periodic	
  batch	
  pig	
  job	
  (Hadoop	
  script)	
  

2)  IP	
  harvesLng	
  +	
  streaming	
  authoritaNve	
  DNS	
  +	
  filtering	
  
heurisLcs	
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DetecNon	
  with	
  Hadoop	
  
	
  
•  Periodic	
  Pig	
  job	
  extracts	
  domains	
  with	
  TTL	
  =	
  150	
  	
  
•  Build	
  “domain	
  to	
  IP”	
  biparNte	
  graph	
  
•  Extract	
  largest	
  connected	
  component	
  
•  IdenLfy	
  new	
  zbot	
  CnCs	
  to	
  block	
  
•  Add	
  IPs	
  from	
  largest	
  connected	
  component	
  to	
  pool	
  of	
  zbot	
  IPs	
  
	
  

DNS	
  style	
  



AuthoritaNve	
  DNS	
  Stream	
  
	
  

ASN,	
  Domain,	
  2LD,	
  IP,	
  NS_IP,	
  Timestamp,	
  TTL,	
  type	
  

•  100s	
  –	
  1000s	
  entries/sec	
  (from	
  subset	
  of	
  resolvers)	
  
•  Need	
  to	
  implement	
  own	
  filters,	
  detecLon	
  heurisLcs	
  
•  Faster	
  than	
  DNSDB	
  on	
  Hadoop	
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DetecNon	
  with	
  DNS	
  stream	
  
•  Seed	
  of	
  known	
  Zbot	
  CnCs	
  

•  Harvest	
  IPs	
  and	
  add	
  them	
  to	
  pool	
  of	
  Zbot	
  IPs	
  

•  Extract	
  domains	
  with	
  IP	
  or	
  NS_IP	
  in	
  Zbot	
  IP	
  pool	
  

•  Add	
  new	
  Zbot	
  CnCs	
  to	
  seed	
  
	
  DNS	
  style	
  



Data	
  VisualizaNon	
  

DNS	
  style	
  

Zbot	
  CnC	
  domains	
  –	
  IP	
  biparLte	
  graph	
  



Workflow	
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  style	
  



SemanNcNet	
  Library	
  
#!/usr/bin/env	
  python	
  
	
  
import	
  semanLcnet	
  as	
  sn	
  
	
  
graph	
  =	
  sn.Graph()	
  
	
  
a	
  =	
  graph.add_node({	
  "label"	
  :	
  “A”	
  })	
  
b	
  =	
  graph.add_node({	
  "label"	
  :	
  “B”	
  })	
  
c	
  =	
  graph.add_node({	
  "label"	
  :	
  “C”	
  })	
  
	
  
graph.add_edge(a,	
  b,	
  {	
  "type"	
  :	
  “belongs”	
  })	
  
graph.add_edge(b,	
  c,	
  {	
  "type"	
  :	
  “owns”	
  })	
  
graph.add_edge(c,	
  a,	
  {	
  "type"	
  :	
  “has”	
  
	
  
graph.save_json(“dataset.json”)	
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INSERT	
  DOMAIN-­‐IP	
  OVER	
  TIME	
  VISUALIZATION	
  
	
  
-­‐  We	
  have	
  graph	
  data	
  with	
  detecLon	
  methods	
  
-­‐  We	
  create	
  graph	
  with	
  SemanLcNet	
  
-­‐  Load	
  in	
  GraphiL	
  and	
  apply	
  force	
  directed	
  
-­‐  Build	
  event	
  Lmeline	
  
-­‐  Viz	
  over	
  Lme	
  



Results	
  
Zeus	
  

Citadel	
  

KINS	
  
&	
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  IX	
  

Config	
  URLs	
  
Binary	
  URLs	
  
Drop	
  Zone	
  URLs	
  

Misc	
  

Phishing	
  

Asprox	
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Results	
  :	
  Zeus	
  urls	
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Results	
  :	
  Citadel	
  urls	
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Results	
  :	
  KINS	
  &	
  Ice	
  IX	
  urls	
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Results	
  :	
  Phishing	
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  style	
  



Results	
  :	
  Asprox	
  (1)	
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Results	
  :	
  Asprox	
  (2)	
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  style	
  



Results	
  :	
  Misc	
  
•  Madness	
  Pro	
  (Ddos	
  bot)	
  phoning	
  home	
  
netom.in,	
  GET	
  /1/?uid=17428742&ver=1.14&mk=bb3b62&os=WinXP&rs=adm&c=1&rq=0	
  
with	
  several	
  occurring	
  OS	
  versions:	
  
os=S2000	
  
os=Win07	
  
os=Win_V	
  
os=WinXP	
  
os=Win08	
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Results	
  :	
  Misc	
  
•  Downloading	
  binaries	
  and	
  configs	
  
azg.su,	
  GET	
  /coivze7aip/modules/bot.exe	
  
tundra-­‐tennes.com,	
  GET	
  /infodata/soG32.dll	
  
tundra-­‐tennes.com,	
  GET	
  /info-­‐data/soG32.dll	
  
bee-­‐pass.com,	
  GET	
  /info/soG32.dll	
  
	
  
quarante-­‐ml.com,	
  GET	
  /nivoslider/jquery/	
  
quarante-­‐ml.com,	
  GET	
  /nivoslider98.45/ajax/	
  
quarante-­‐ml.com,	
  GET	
  /nivoslider98.45/jquery/	
  
tundra-­‐tennes.com,	
  GET	
  /nivoslider/ajax/	
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Results	
  :	
  Pony	
  Panel	
  Discovery	
  
marmedladkos.com	
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Results	
  :	
  Pony	
  Panel	
  Discovery	
  
•  Pony	
  1.9	
  leaked	
  for	
  Trojan	
  Forge	
  in	
  late	
  2012	
  
•  Info	
  stealer	
  
•  Win32/Fareit	
  

Payload	
  delivered	
  via:	
  
•  Drive-­‐by/Exploit	
  kit	
  
•  Avachment	
  in	
  spam	
  emails	
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  style	
  



Results	
  :	
  Pony	
  Panel	
  Discovery	
  
DNS	
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Results	
  :	
  Pony	
  Panel	
  Discovery	
  
-­‐p/Panel.zip	
  —	
  controlling	
  php	
  scripts	
  
-­‐includes/design/images/modules/*	
  	
  —	
  images	
  for	
  each	
  zeus	
  plugin	
  
supported/tracked	
  
-­‐includes/password_modules.php	
  —	
  contains	
  array	
  with	
  all	
  soGware	
  it	
  
tries	
  to	
  steal	
  credenLals	
  for	
  
-­‐includes/database.php	
  —	
  contains	
  db	
  schema	
  and	
  accessors	
  
-­‐character	
  set	
  cp1251	
  used	
  everywhere	
  
-­‐mysql	
  storage	
  engine	
  is	
  MyISAM	
  
-­‐config.php	
  date_default_Lmezone_set(‘Europe/Moscow’)	
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Results	
  :	
  Pony	
  Panel	
  Discovery	
  DNS	
  style	
  



Results	
  :	
  Pony	
  Panel	
  Discovery	
  DNS	
  style	
  



Results	
  :	
  Pony	
  Panel	
  Discovery	
  DNS	
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Results	
  :	
  Pony	
  Panel	
  Discovery	
  
Google	
  search	
  of	
  disLncLve	
  key	
  terms	
  
	
  

DNS	
  style	
  

malware	
  



Results	
  :	
  Pony	
  Panel	
  Discovery	
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Results	
  :	
  Pony	
  Panel	
  Discovery	
  
epvpcash.net16.net/Panel/temp/	
  
hg{g{g{fg.net/pony/temp/	
  
hvp://pantamaL.com/dream/Panel/temp/	
  
hvp://pantamaL.com/wall/Panel/temp/	
  
mastermetr.ru/steal/Panel/temp/	
  
microsoG.blg.lt/q/temp/	
  
santeol.su/p/temp/	
  
terra-­‐araucania.cl/pooo/temp/	
  
thinswares.com/panel/temp/	
  
www.broomeron.com/pn2/temp/	
  
www.kimclo.com/cli/temp/	
  
www.sumdfase2.net/adm/temp/	
  
www.tripplem2.com/images/money/temp/	
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Results	
  :	
  TLD	
  distribuNon	
  
Sample	
  of	
  925	
  zbot	
  CnC	
  domains	
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Results	
  :	
  Bots	
  geo-­‐distribuNon	
  
Sample	
  of	
  170,208	
  IPs	
  of	
  the	
  zbot	
  proxy	
  network	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Map	
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UA	
  28	
  %	
  

RU	
  38	
  %	
  



Results	
  :	
  Bots	
  geo-­‐distribuNon	
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Results	
  :	
  Clients	
  phoning	
  to	
  CnCs	
  
2,220,230	
  DNS	
  lookups	
  to	
  CnCs	
  over	
  24	
  hours	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Map	
  
	
  
	
  

DNS	
  style	
  

US	
  59	
  %	
  



Results	
  :	
  Clients	
  phoning	
  to	
  CnCs	
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CnC	
  domains	
  and	
  related	
  samples	
  
-­‐Sample	
  of	
  337	
  zbot	
  CnC	
  domains	
  
-­‐208	
  different	
  samples	
  (sha256	
  communicated	
  with	
  the	
  CnCs)	
  
	
  
Top	
  recorded	
  sample	
  names:	
  
Trojan[Spy]/Win32.Zbot	
  
TrojanDownloader:Win32/Upatre	
  
	
  
-­‐Upatre	
  is	
  used	
  as	
  a	
  downloader	
  for	
  Zeus	
  GameOver	
  
-­‐Sent	
  as	
  avachment	
  in	
  spam	
  emails	
  delivered	
  by	
  Cutwail	
  botnet	
  
	
  

DNS	
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Summary	
  
•  Zbot	
  fast	
  flux	
  proxy	
  network	
  is	
  very	
  versaNle	
  
•  MulN-­‐purpose	
  based	
  on	
  clients’	
  needs	
  
•  CnCs	
  for	
  Zeus,	
  Citadel,	
  Ice	
  IX,	
  KINS,	
  Asprox,	
  Madness	
  Pro,	
  phishing,	
  

Pony	
  panel	
  
•  Serve	
  all	
  types	
  of	
  Zeus	
  urls:	
  config,	
  binary	
  and	
  drop	
  zones	
  
•  .ru,	
  .su,	
  .com	
  most	
  abused	
  TLDs	
  
•  Bots	
  concentrated	
  in	
  Russia,	
  Ukraine	
  
•  Targeted	
  vicNms	
  concentrated	
  in	
  the	
  US	
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Catching	
  Malware	
  IP	
  style	
  
	
  
	
  



	
  
	
  

Catching	
  Malware	
  IP	
  style	
  
	
  
	
  

Sub-­‐allocated	
  ranges	
   ASN	
  graph	
  topology	
  



	
  
Use	
  case	
  #1	
  

Malicious	
  sub-­‐allocated	
  ranges	
  
	
  

IP	
  style	
  



	
  
InvesNgaNon	
  Process	
  

	
  
Monitor	
  domains	
  &	
  
IPs	
  from	
  traffic	
  and	
  

blacklist	
  

Study	
  sub-­‐allocated	
  
IP	
  ranges	
  &	
  
fingerprints	
  

Study	
  bad	
  actors’	
  
TTP	
  in	
  their	
  choice	
  
of	
  infrastructure	
  &	
  

Lming	
  

PredicLvely	
  block	
  
IPs	
  desLned	
  for	
  

avacks	
  

Generalize	
  
predicLons	
  

Study	
  shiG	
  in	
  bad	
  
actors’	
  TTP	
  

IP	
  style	
  



OVH	
  
Canada	
  

Ukraine	
  

Russia	
  

•  Same	
  customer	
  reserving	
  IPs	
  
•  IPs	
  exclusively	
  used	
  for	
  avacks	
  
•  Bring	
  IPs	
  online	
  in	
  bulk	
  
	
  
	
  

•  Customer	
  Unknown	
  
•  Bring	
  conLguous	
  IPs	
  online	
  
1	
  at	
  a	
  Lme	
  or	
  random	
  

•  Customer	
  Unknown	
  
•  Bring	
  conLguous	
  IPs	
  online	
  
1	
  at	
  a	
  Lme	
  or	
  random	
  

7	
  days	
  

7	
  days	
  

Name	
  servers	
  always	
  stayed	
  	
  
on	
  OVH	
  IP	
  ranges	
  

Months	
  

•  Same	
  customer	
  reserving	
  IPs	
  
•  Using	
  recycled	
  IPs	
  for	
  avacks	
  

IP	
  style	
  



Malicious	
  sub-­‐allocated	
  ranges	
  
IP	
  style	
  



Malicious	
  sub-­‐allocated	
  ranges	
  
•  hvp://labs.umbrella.com/2014/02/14/when-­‐ips-­‐go-­‐nuclear/	
  
•  Take	
  down	
  operaLons	
  of	
  domains	
  

IP	
  style	
  



	
  
PredicNng	
  malicious	
  domains	
  IP	
  infrastructure	
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Tracking	
  OVH	
  reserved	
  ranges	
  
IP	
  style	
  

Time	
  period	
   Nb.	
  ranges	
   Nb.	
  IPs	
   Nb.	
  IPs	
  used	
   Usage	
  

Dec	
  1st	
  -­‐31st	
  2013	
   28	
  ranges	
   136	
  IPs	
   86	
  used	
   63%	
  malicious	
  

Jan	
  1st	
  -­‐	
  31st	
  2014	
   11	
  ranges	
   80	
  IPs	
   33	
  used	
   41%	
  malicious	
  

Feb	
  1st	
  -­‐	
  28th	
  2014	
   4	
  ranges	
   28	
  IPs	
   26	
  used	
   92%	
  malicious	
  
	
  

Mar	
  1st	
  -­‐	
  20th	
  2014	
   43	
  ranges	
   364	
  IPs	
   215	
  used	
   59%	
  malicious	
  
	
  

•  Used	
  for	
  Nuclear	
  EK	
  domains,	
  Nuclear	
  domains’	
  name	
  servers,	
  and	
  browlock	
  



Tracking	
  OVH	
  reserved	
  ranges	
  

•  86	
  ranges	
  are	
  all	
  in	
  these	
  prefixes	
  
	
  388	
   	
  198.50.128.0/17	
  
	
  128	
   	
  192.95.0.0/18	
  
	
  80	
   	
   	
  198.27.64.0/18	
  
	
  12	
   	
   	
  142.4.192.0/19	
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IP	
  style	
  

31.41.221.131	
  -­‐	
  31.41.221.143	
  

22/tcp	
  	
  open	
  	
  ssh	
  	
  	
  	
  	
  OpenSSH	
  5.5p1	
  Debian	
  6+squeeze4	
  (protocol	
  2.0)	
  
80/tcp	
  	
  open	
  	
  hpp	
  	
  	
  	
  nginx	
  web	
  server	
  0.7.67	
  
111/tcp	
  open	
  	
  rpcbind	
  
	
  

5.101.173.1	
  -­‐	
  5.101.173.10	
  

22/tcp	
  	
  open	
  	
  ssh	
  	
  	
  	
  	
  OpenSSH	
  6.0p1	
  Debian	
  4	
  (protocol	
  2.0)	
  
80/tcp	
  	
  open	
  	
  hpp	
  	
  	
  	
  nginx	
  web	
  server	
  1.2.1	
  
111/tcp	
  open	
  	
  rpcbind	
  
	
  

FingerprinLng	
  malicious	
  ranges	
  



FingerprinNng	
  malicious	
  ranges	
  
IP	
  style	
  

198.50.143.64	
  -­‐	
  198.50.143.79	
  

22/tcp	
  	
  open	
  	
  	
  	
  	
  ssh	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  OpenSSH	
  5.5p1	
  Debian	
  6+squeeze4	
  (protocol	
  2.0)	
  
80/tcp	
  	
  open	
  	
  	
  	
  	
  hpp	
  	
  	
  	
  	
  	
  	
  	
  	
  nginx	
  web	
  server	
  0.7.67	
  
445/tcp	
  filtered	
  microsos-­‐ds	
  

•  Combine	
  indicators	
  and	
  generalize	
  to	
  other	
  threats	
  
-­‐>	
  Block/quaranNne	
  IPs	
  before	
  they	
  start	
  hosNng	
  domains	
  



	
  
DetecNng	
  Malicious	
  Subdomains	
  under	
  

Compromised	
  domains	
  
	
  

IP	
  style	
  



	
  
InvesNgaNon	
  Process	
  

	
  Detect	
  subdomains	
  
injected	
  under	
  
compromised	
  

domains	
  	
  

Collect	
  subdomains,	
  
domains	
  and	
  
hosLng	
  IPs	
  

Track	
  most	
  abused	
  
ASNs	
  

Track	
  most	
  abused	
  
hosters	
  

Study	
  evoluLon	
  of	
  
bad	
  actors’	
  TTP	
  

over	
  Lme	
  	
  

Analyze	
  subdomain	
  
labels	
  	
  	
  

IP	
  style	
  



Malicious	
  subdomains	
  under	
  compromised	
  domains	
  

•  Detect	
  malicious	
  subdomains	
  injected	
  under	
  compromised	
  
domains,	
  most	
  notably	
  GoDaddy	
  domains	
  

•  Subdomains	
  serving	
  Exploit	
  kits	
  (e.g.	
  Nuclear,	
  Angler,	
  FlashPack),	
  
browlock,	
  malverLsing	
  

•  Various	
  payloads	
  dropped	
  (e.g.	
  zbot	
  variants,	
  kuluoz)	
  

•  Monitoring	
  paverns	
  for	
  5+	
  months	
  (Feb	
  2014-­‐present)	
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Malicious	
  subdomains	
  under	
  compromised	
  domains	
  
•  Sample	
  of	
  several	
  hundred	
  IPs	
  hosLng	
  malicious	
  subdomains	
  
•  Top	
  5	
  abused	
  ASNs	
  

§  16276	
  OVH	
  SAS	
  (18%	
  of	
  total	
  collected	
  malicious	
  IPs)	
  
§  24961	
  myLoc	
  managed	
  IT	
  AG	
  
§  15003	
  Nobis	
  Technology	
  Group,	
  LLC	
  
§  41853	
  LLC	
  NTCOM	
  
§  20473	
  Choopa,	
  LLC	
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Before	
   Now	
  

Abuse	
  ccTLDs	
  (e.g.	
  .pw,	
  .in.net,	
  .ru,	
  
etc)	
  using	
  rogue/vicLm	
  resellers/
registrars	
  

Supplement	
  with	
  abusing	
  
compromised	
  domains	
  

Use	
  reserved	
  IPs	
  exclusively	
  for	
  
Exploit	
  kit,	
  browlock	
  avacks	
  

Supplement	
  with	
  using	
  recycled	
  
IPs	
  that	
  hosted	
  legit	
  content	
  in	
  the	
  
past	
  

Bring	
  avack	
  IPs	
  online	
  in	
  
conNguous	
  chunks	
  

Supplement	
  with	
  bringing	
  IPs	
  up	
  in	
  
randomized	
  sets	
  or	
  one	
  at	
  a	
  Nme	
  

Abuse	
  OVH	
  Canada:	
  possible	
  to	
  
predicLvely	
  correlate	
  rogue	
  
customers	
  with	
  avack	
  IPs	
  through	
  
ARIN	
  rwhois	
  	
  

Abuse	
  OVH	
  Europe	
  spanning	
  
numerous	
  countries’	
  IP	
  pools	
  (e.g.	
  
FRA,	
  BEL,	
  ITA,	
  UK,	
  IRE,	
  ESP,	
  POR,	
  
GER,	
  NED,	
  FIN,	
  CZE,	
  RUS)	
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Small	
  abused	
  or	
  rogue	
  hosNng	
  providers	
  
•  hvp://king-­‐servers.com/en/	
  hosted	
  Angler,	
  Styx,	
  porn,	
  pharma	
  
•  Described	
  on	
  WOT	
  “offers	
  bulletproof	
  hosLng	
  for	
  Russian-­‐Ukrainian	
  

criminals”	
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Small	
  abused	
  or	
  rogue	
  hosNng	
  providers	
  
•  hvp://evrohoster.ru/en/	
  hosted	
  browlock	
  through	
  redirecLons	
  from	
  

porn	
  sites	
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Small	
  abused	
  or	
  rogue	
  hosNng	
  providers	
  
•  hvp://www.qhoster.bg/	
  hosted	
  Nuclear	
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Small	
  abused	
  or	
  rogue	
  hosNng	
  providers	
  
•  hvp://www.electrickiven.com/web-­‐hosLng/	
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Small	
  abused	
  or	
  rogue	
  hosNng	
  providers	
  

•  hvp://www.xlhost.com/	
  hosted	
  Angler	
  EK	
  domains	
  
•  hvps://www.ubiquityhosLng.com/	
  hosted	
  browlock.	
  
•  hvp://www.codero.com/	
  
•  hvp://hosLnk.ru/	
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String	
  Analysis	
  of	
  injected	
  subdomains	
  
•  Sample	
  of	
  19,000+	
  malicious	
  subdomains	
  injected	
  under	
  4,200+	
  compromised	
  

GoDaddy	
  domains	
  
•  12,000+	
  different	
  labels	
  
•  Top	
  5	
  used	
  labels:	
  

§  police	
  
§  alertpolice	
  
§  css	
  
§  windowsmoviemaker	
  
§  solidfileslzsr	
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String	
  Analysis	
  of	
  injected	
  subdomains	
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Catching	
  Malware	
  IP	
  style	
  
	
  
	
  
ASN	
  graph	
  topology	
  Sub-­‐allocated	
  ranges	
  



INTERNET	
  101	
  &	
  BGP	
  
IP	
  style	
  



INTERNET	
  101	
  &	
  BGP	
  
IP	
  style	
  



MEET	
  THE	
  INTERNET	
  
Network	
  of	
  Networks,	
  it’s	
  a	
  Graph!	
  
	
  
Each	
  organizaLons	
  on	
  the	
  Internet	
  
is	
  called	
  an	
  Autonomous	
  system.	
  
	
  
Each	
  dot	
  represents	
  an	
  
Autonomous	
  system	
  (AS).	
  	
  
	
  
AS	
  is	
  idenLfied	
  by	
  a	
  number.	
  
OpenDNS	
  is	
  36692,	
  Google	
  is	
  
15169.	
  
	
  
Each	
  AS	
  has	
  one	
  or	
  more	
  Prefixes.	
  	
  
36692	
  has	
  56	
  (ipv4	
  and	
  IPv6)	
  
network	
  prefixes.	
  
	
  
	
  
BGP	
  is	
  the	
  glue	
  that	
  makes	
  this	
  
work!	
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AS	
  graph	
  
•  BGP	
  rouLng	
  tables	
  
•  Valuable	
  data	
  sources	
  
•  Routeviews	
  	
  
•  Cidr-­‐report	
  	
  
•  Hurricane	
  Electric	
  database	
  	
  
•  510,000+	
  BGP	
  prefixes	
  
•  48,000+	
  ASNs	
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AS	
  graph	
  
•  Route	
  Views	
  hvp://archive.routeviews.org/bgpdata/	
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AS	
  graph	
  
•  Cidr	
  Report	
  hvp://www.cidr-­‐report.org/as2.0/	
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AS	
  graph	
  
•  Hurricane	
  Electric	
  database	
  hvp://bgp.he.net/	
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AS	
  graph	
  
•  Build	
  AS	
  graph	
  
•  Directed	
  graph:	
  node=ASN,	
  a	
  directed	
  edge	
  from	
  an	
  ASN	
  

to	
  an	
  upstream	
  ASN	
  
•  TABLE_DUMP2|1392422403|B|96.4.0.55|11686|67.215.94.0/24|

11686	
  4436	
  2914	
  36692|IGP|96.4.0.55|0|0||NAG||	
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AS	
  graph	
  
Focus	
  of	
  this	
  study:	
  
•  Peripheral	
  ASNs	
  that	
  are	
  siblings,	
  i.e.	
  they	
  have	
  common	
  

parents	
  in	
  the	
  AS	
  graph	
  (share	
  same	
  upstream	
  AS)	
  
•  Cluster	
  peripheral	
  ASNs	
  by	
  country	
  
•  Find	
  interesLng	
  paverns:	
  certain	
  siblings	
  in	
  certain	
  

countries	
  are	
  delivering	
  similar	
  suspicious	
  campaigns	
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SemanNcNet	
  Library	
  
#!/usr/bin/env	
  python	
  
	
  
import	
  semanLcnet	
  as	
  sn	
  
	
  
graph	
  =	
  sn.Graph()	
  
	
  
a	
  =	
  graph.add_node({	
  "label"	
  :	
  “A”	
  })	
  
b	
  =	
  graph.add_node({	
  "label"	
  :	
  “B”	
  })	
  
c	
  =	
  graph.add_node({	
  "label"	
  :	
  “C”	
  })	
  
	
  
graph.add_edge(a,	
  b,	
  {	
  "type"	
  :	
  “belongs”	
  })	
  
graph.add_edge(b,	
  c,	
  {	
  "type"	
  :	
  “owns”	
  })	
  
graph.add_edge(c,	
  a,	
  {	
  "type"	
  :	
  “has”	
  
	
  
graph.save_json(“dataset.json”)	
  

DNS	
  style	
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ParNcle	
  Physics	
  
IP	
  style	
  



Canadian	
  AS	
  Network	
  

INSERT	
  FORCE	
  DIRECTED	
  EXPANSION	
  VIDEO	
  HERE	
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ParallelizaNon	
  
IP	
  style	
  



Why	
  ?	
  

	
  
•  Data	
  driven	
  vs	
  user-­‐driven	
  
	
  
•  Layout	
  closer	
  to	
  the	
  “natural	
  shape”	
  of	
  data	
  structure	
  

•  Take	
  advantage	
  of	
  the	
  GPU	
  for	
  acceleraLon	
  

•  Humans	
  are	
  good	
  at	
  processing	
  shapes	
  and	
  colors	
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Data	
  VisualizaNon	
  

IP	
  style	
  

Global	
  ASN	
  graph	
  



Full	
  AS	
  Network	
  OpenCL	
  IteraNons	
  

IP	
  style	
  



OpenCL	
  (~1h	
  later)	
  

IP	
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Full	
  AS	
  Network	
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Full	
  AS	
  Network	
  
IP	
  style	
  



Full	
  AS	
  Network	
  
IP	
  style	
  



ASN	
  Network	
  (Ukraine)	
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Use	
  Case	
  #2	
  

Suspicious	
  Sibling	
  Peripheral	
  ASNs	
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InvesNgaNon	
  Process	
  

	
  
Monitoring	
  

domains	
  &	
  IPs	
  from	
  
traffic	
  and	
  blacklist	
  

Study	
  IP	
  ranges	
  &	
  
fingerprints	
  

Study	
  relaLonships	
  
between	
  ASNs	
  

Propose	
  	
  ASN	
  based	
  
detecLon	
  model	
   Study	
  BGP	
  outages	
   Confirm	
  model	
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•  Taking	
  a	
  sample	
  of	
  160	
  live	
  IPs	
  from	
  malicious	
  domains	
  

•  /23	
  or	
  /24	
  serving	
  TrojWare.Win32.KrypLk.AXJX	
  

•  	
  Trojan-­‐Downloader.Win32.Ldmon.A	
  
	
  

Study	
  IP	
  ranges	
  and	
  fingerprints	
  
IP	
  style	
  



Study	
  IP	
  ranges	
  and	
  fingerprints	
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  style	
  



50	
  IPs	
  with:	
  
22/tcp	
  	
  	
  open	
  	
  ssh	
  	
  	
  	
  	
  	
  	
  	
  OpenSSH	
  6.2_hpn13v11	
  (FreeBSD	
  20130515;	
  protocol	
  2.0)	
  
8080/tcp	
  open	
  	
  hvp-­‐proxy	
  3Proxy	
  hvp	
  proxy	
  
Service	
  Info:	
  OS:	
  FreeBSD	
  
	
  

108	
  IPs	
  with:	
  
22/tcp	
  open	
  	
  ssh	
  	
  	
  	
  	
  OpenSSH	
  5.3	
  (protocol	
  1.99)	
  
80/tcp	
  open	
  	
  hvp?	
  

Server	
  setup	
  is	
  similar	
  !	
  

Study	
  IP	
  ranges	
  and	
  fingerprints	
  
IP	
  style	
  



Propose	
  ASN	
  based	
  detecNon	
  model	
  
SPN	
  Concept	
  (Sibling	
  Peripheral	
  Nodes)	
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Study	
  relaLonships	
  between	
  ASNs	
  
•  January	
  8th	
  topology	
  snapshot,	
  Ukraine,	
  Russia	
  

	
  

•  10	
  sibling	
  peripheral	
  ASNs	
  with	
  2	
  upstream	
  ASNs	
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•  February	
  21st	
  topology	
  snapshot,	
  Ukraine,	
  Russia	
  

	
  

•  AS31500	
  stopped	
  announcing	
  its	
  downstream	
  ASNs'	
  prefixes	
  !	
  
•  More	
  peripherals	
  started	
  hosLng	
  suspicious	
  payload	
  domains	
  !	
  
	
  

Study	
  relaLonships	
  between	
  ASNs	
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•  3100+	
  malware	
  domains	
  on	
  1020+	
  IPs	
  !	
  

•  Payload	
  URLs	
  were	
  live	
  on	
  enLre	
  IP	
  ranges	
  before	
  any	
  
domains	
  were	
  hosted	
  on	
  them	
  

•  Seems	
  the	
  IP	
  infrastructure	
  is	
  set	
  up	
  in	
  bulk	
  and	
  in	
  advance	
  
	
  

hvp://pastebin.com/X83gkPY4	
  

	
  

Study	
  relaLonships	
  between	
  ASNs	
  
IP	
  style	
  



Data	
  VisualizaNon	
  

SPN	
  Concept	
  (Sibling	
  Peripheral	
  Nodes)	
  

IP	
  style	
  



TODO	
  

Applied	
  Dataviz	
  (Color	
  connecLons)	
  +	
  SPN	
  model	
  on	
  
previous	
  ASN	
  list	
  
+	
  Videos	
  of	
  interacLve	
  extracLon	
  (If	
  possible)	
  
+	
  Story	
  of	
  finding	
  (ASN	
  hosLng	
  escort	
  service	
  
websites)	
  

Graph	
  Topology	
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SPN	
  DetecNon	
  

IP	
  style	
  



SPN	
  DetecNon	
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STUDY	
  BGP	
  OUTAGES	
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BGP	
  MESSAGES	
  

Two	
  important	
  BGP	
  message	
  types:	
  
	
  
1.   Update	
  messages	
  to	
  announce	
  a	
  new	
  path	
  for	
  a	
  one	
  or	
  more	
  prefixes	
  

	
  
2.   Withdrawal	
  messages	
  to	
  inform	
  	
  BGP	
  speakers	
  that	
  a	
  certain	
  prefix	
  can	
  

no	
  longer	
  be	
  reached.	
  

By	
  correlaLng	
  these	
  messages	
  we	
  can	
  detect	
  outages	
  globally	
  and	
  in	
  real	
  
Lme	
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OVERLAPPING	
  BGP	
  OUTAGES	
  

	
   57604 8287 50896 49236 29004 45020 44093 48949 49720 50818 48361 
57604 x 20 17 12 22 16 11 24 20 13 5 
8287 20 x 41 15 17 17 15 18 18 15 5 

50896 17 41 x 17 16 17 18 19 16 18 7 
49236 12 15 17 x 8 15 13 8 12 17 3 
29004 22 17 16 8 x 12 22 28 18 9 6 
45020 16 17 17 15 12 x 12 12 12 15 4 
44093 11 15 18 13 22 12 x 16 10 13 6 
48949 24 18 19 8 28 12 16 x 20 9 8 
49720 20 18 16 12 18 12 10 20 x 10 4 
50818 13 15 18 17 9 15 13 9 10 x 4 
48361 5 5 7 3 6 4 6 8 4 4 x 
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OVERLAPPING	
  BGP	
  OUTAGES	
  

  57604 29004 48361 
57604 22 5 
29004 22 6 
48361 5 6 
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ISP	
  48361 AS57604	
  91.233.89.0/24 AS29004	
  195.39.252.0/23 

no	
  outage 
down	
  for	
  35	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  2013-­‐07-­‐12	
  18:53	
  -­‐	
  2013-­‐07-­‐12	
  19:28 

down	
  for	
  36	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  2013-­‐07-­‐12	
  18:53	
  -­‐	
  2013-­‐07-­‐12	
  19:29 

no	
  outage 
down	
  for	
  497	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  
	
  	
  2013-­‐07-­‐12	
  21:33	
  -­‐	
  2013-­‐07-­‐13	
  05:50 

down	
  for	
  497	
  minutes	
  	
  	
  	
  
	
  	
  2013-­‐07-­‐12	
  21:33	
  -­‐	
  2013-­‐07-­‐13	
  05:50 

no	
  outage 
down	
  for	
  479	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
2013-­‐07-­‐22	
  21:57	
  -­‐	
  2013-­‐07-­‐23	
  05:56 

down	
  for	
  479	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
2013-­‐07-­‐22	
  21:57	
  -­‐	
  2013-­‐07-­‐23	
  05:56 

no	
  outage 
down	
  for	
  33	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  2013-­‐07-­‐23	
  18:51	
  -­‐	
  2013-­‐07-­‐23	
  19:24 

down	
  for	
  33	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
2013-­‐07-­‐23	
  18:51	
  -­‐	
  2013-­‐07-­‐23	
  19:24 

no	
  outage 
down	
  for	
  63	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  2013-­‐07-­‐29	
  04:54	
  -­‐	
  2013-­‐07-­‐29	
  05:57 

down	
  for	
  63	
  minutes	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  2013-­‐07-­‐29	
  04:54	
  -­‐	
  2013-­‐07-­‐29	
  05:57 
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•  Unique	
  approach	
  for	
  finding	
  related	
  ASNs	
  

•  Overlapping	
  outages	
  could	
  mean	
  
•  Most	
  likely	
  relying	
  on	
  same	
  infrastructure	
  
•  Same	
  Data	
  center	
  
•  Same	
  RouNng	
  /	
  Switching	
  infrastructure	
  
•  Same	
  organizaNon	
  hiding	
  behind	
  different	
  ASNs	
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Conclusion	
  
•  Zbot	
  fast	
  flux	
  proxy	
  network	
  
•  InvesLgate	
  IP	
  space:	
  AS	
  graph	
  topology	
  and	
  sub-­‐allocated	
  ranges	
  
•  Detect	
  suspicious	
  sibling	
  peripheral	
  ASNs	
  
•  Detect	
  sibling	
  ASNs	
  using	
  BGP	
  outages	
  monitoring	
  
•  Predict	
  malicious	
  IP	
  ranges	
  
•  Detect	
  malicious	
  subdomains	
  under	
  compromised	
  domains	
  
•  Novel	
  3D	
  visualizaNon	
  engine	
  for	
  graph	
  navigaLon	
  and	
  invesLgaLon	
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