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Manna From Heaven




Turn your wifi off!

Our intention is to demonstrate our research
findings, not to cause any damage. Ve have taken
precautions, but some danger is inherent to such
live demos. Please turn off your wifi now if you
would not like to be involved. If you decide not
to, then you do so at your own risk and we take
your continued presence as your consent.
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Creds from the Sky
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The Current State
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Targeted Wifi Primer
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Finding Networks
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Probe Request Access Point
Broadcast ESSID
Broadcast BSSID
Probe Response
«
Specific Destination MAC




Simple Association

Client Access Point

Directed Probe Request

Probe Response
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KARMA Attacks




How KARMA Works




Not so well anymore
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Disclaimer
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On Probes
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Secure Networks
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Supplicant

< EAP |ldentity Req

EAP ldentity Resp

>

PEAP TLS

< Server Certificate

MSCHAPv2

< Server Challenge

MSCHAPv2

Challenge Respong

PEAP TLS
¢PMK Advertisement

EAP success

«

Authenticator

EAP |ldentity Resp >

PEAP TLS

< Server Certificate

< MSCHAPv2
Server Challenge

MSCHAPv2

Challenge Respons%

PEAP TLS
¢PMK Advertisement

< EAP success

RADIUS
< Access-accept

RADIUS

MSCH

PEAR

JAPv2

P TLS

L

sensepost



sensepost



Non-SSL Protocols - SSLSplit
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Fake It until you Make It
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Captive Portal SE
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Side Loading Evil Certs
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HSTS Partial Bypass
y LeonardoNVE
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« ke X M zo0x0.com

The site's security certificate is not trusted!

You attempted to reach zooko.com, but the server presented a certificate Issued by an entity that 15 not
trusted by your computer's oparating system. This may maan that the sarver has generated Its own secunty
credentials, which Google Chrome cannot rely on for identity information, or an sttacker may be trying to

Intercapt your communications.
You should not procead, especlally if you have never seen this waming before for this site.

Proceed anyway | | Back 1o safety
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FireSheep ReBorn as FireLamb




Lots of MitM

Creds
Cookies](kirelfamb)
CendSideloading
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Creds from the Sky
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More Info

Blog: www.sensepost.com/blog

Tools: github.com/sensepost
github.com/sensepost/mana
github.com/sensepost/hostapd-mana
github.com/sensepost/firelamb
github.com/sensepost/crackapd
github.com/sensepost/ssistrip-hsts

SlideShare: slideshare.net/sensepost




