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ABOUT: LARES CORP

« Minimum of 15 years InfoSec Experience per consultant (90+ combined)
* Penetration Testing Execution Standard Core Members (PTES)
* Publications

Aggressive Network Self Defense

Contributing writer to COBIT

Contributing writer to ISO17799, and one of less than 1000 certified
auditors of the ISO17799 (international standards for security best
practices)

Authors of multiple national / international security awareness training
programs

Blogs/Podcasts/Media/Conferences




TedX
InfraGard
Defcon
BlackHat
OWASP
SANS
BruCon
SOURCE
ToorCon
ISACA/ISSA
ShmooCon
PHNeutral

ABOUT: LARES PRESENTERS

Dark Reading
Security B-Sides
ChicagoCon
NotaCon

White Hat World
Sec-T

Troopers

CSl

HackCon
Derbycon
DakotaCon
ShakaCon




ABOUT: ERIC SMITH

Over 15 years IT/IS experience

» Red Team Testing/Physical Security Assessments
 Social Engineering

» Penetration Testing

» Risk Assessments

Qualifications

» B.Sc. Information Security/CISSP, CISA, CCSA, CCNA

Work Experience:

 Senior Partner/Principal Security Consultant — Lares Consulting
 Senior Partner/Principal Security Consultant — Layer 8 Labs
 Senior Security Consultant — Alternative Technology
 Application Security Analyst — Equifax, Inc.

 Senior Security Consultant — International Network Services
 Security Engineer — GE Power Systems

 Security Analyst - Bellsouth




ABOUT. JOSH PERRYMON

Over 15 years IT/IS experience

Risk Assessments

Red Team Testing/Physical Security Assessments

Social Engineering

Vulnerability Assessments & Penetration Testing

Application Assessments

Wireless Security Assessments

Qualifications

« CEH, OPST, OPSA, OSSTMM Trainer

Work Experience:

 Senior Adversarial Engineer— Lares » CEO- PacketFocus
 Senior Partner — Layer 8 Labs » Sr. Consultant — BE&K
 Advanced Insider Threat/Intel — Bank of America  « Sr. Consultant - EBSCO

* Red Team Leader- Bank of America
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WHAT |S RED TEAMING

The term originated within the military to describe a team whose purpose is to penetrate
security of "friendly" installations, and thus test their security measures. The members are
professionals who install evidence of their success, e.g. leave cardboard signs saying "bomb"
in critical defense installations, hand-lettered notes saying that “your codebooks have been
stolen" (they usually have not been) inside safes, etc. Sometimes, after a successful
penetration, a high-ranking security person will show up later for a "security review," and "find"
the evidence. Afterward, the term became popular in the computer industry, where the
security of computer systems is often tested by tiger teams.

How do you know you can put up a fight if you have




REASONS TO CONDUCT

* Real world test to see how you will hold up against a highly
skilled, motivated and funded attacker

* The only type of testing that will cover a fully converged
attack surface

* Impact assessment is IMMEDIATE and built to show a
maximum damage event

« This IS the FULL DR test of an InfoSec Program
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Phishing
Profiling
Creating moles
Blackmail

Attacks on physical * Network Penetration Testing
systems that are network » Surveillance & Implants
enabled

. < RED .
Physical TR Social
! s
- Direct attack on facilites \\ * In person Social

and systems Engineering
* Phone conversations

« Social profiling
« Baiting

PS Convergence
g Tailgating
Impersonation




TRADITIONAL ATTACKS & TECHNIQUES

- Tailgating

» Lock Picking
 Shimming

» Key Bumping

* Under Door Hooks (K22)
 Lock Bypass

* Elevator Keys




RFID OVERVIEW




RFID TAG FREQUENCIES

Low Fequency (LF) 120kHz — 140kHz <3ft (Commonly under 1.5ft)

High Frequency (HF) 13.56MHz 3-10 ft

Ultra-High-Frequency (UHF) 860-960MHz (Regional) ~30ft




WHO USES IT?

Legacy 125-kilohertz proximity technology is still in place at around 70% to 80% of all
physical access control deployments in the U.S. and it will be a long time before that
changes, says Stephane Ardiley, product manager at HID Global.




WHO |S VULNERABLE?

 Government facilities (contractors too)
* Medical Faclilities

* Financial Institutions

Nuclear facilities

Power/Water Facilities

Education

List is endless....




UNDERSTANDING BADGE SYSTEMS
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* No access decisions are made by reader
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Host PC e Add/remove card holders, access privileges __—a -~
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ISOProx Il (1386)

DuoProx Il (1336)

Smart ISOProx Il {1397)
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iCLASS Card
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{2000, 2001, 2002)
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. Contact Smart Chip (optional)

FCLASS embeddable
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ICLASS Prox
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1. 125 kHz Proximity with
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y
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conactiess smart chip
and antenna

2. Magnetic Stripe (optional)

MCLASS Prox
(2020, 2021, 2022)
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. Contact Smart Chip (oplicnal)

TCLASS Prox embeddable
(2030, 2031, 2032)
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TCLASS Prox embeddable
{2030, 2031, 20332)

PROXIMITY CARD
‘Works with existing HID proximity
readers. Add new applications 1o
your presamity card with a contact
smart chip module.

iCLASS ey HID

Features 13.56 MHz iCLASS
readiwrile contactless smart card
technology in vanous combinaliong
wilh magnetic stripe and contact
smart chip module.

ME.I LTI-TECHNOLOGY CARDS
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contactless smart chip
and antenna
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1. 13.56 MHz iCLASS
contactiess smart chip
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2. 125 kHz Proximity
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(2040, 2041, 2042)

(2040, 2041, 2042)
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contactiess smart chip
and antenna

2. Wiegand Strip

. 13.56 MHz iCLASS
conactiess smart chip
and antenna

2. Wiegand Strip
3. Magnetic Stripe (optional)

1. 13.56 MHz iCLASS
contactiess smart chip
and antenna

2,125 kHz Proximity
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2125 kHz Proximity
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4. Conact Smart Chip (optional)
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andfor Wiegand readers and cards
1o a8 contaclless smart card sysiam.
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RFID OVERVIEW — READ RANGES

|3.56 MHz Contactless — Credentials

=] =3 (=] (o= ) o [==) c3 [ —1] = =] fa=]
iCLASS iCLASS iCLASS iCLASS iCLASS Card iCLASS iCLASS iCLASS iCLASS Prox  iCLASS iCLASS iCLASS iCLASS
Clamshell Card  Composite Card Embeddable Prox Prox Prox Embeddable Wiegand Wiegand Key Tag
Card Embeddable  Composite Composite Embeddable  Composite Composite
Base Part Number 2080 200X 210X 201X 211X 202X 212X 203X 213X 204X 214X 205X 206X
Read Range: *
RIORWIO0 Uptwo5 (63am) Up 103257 (8.2 am) Upto3.0° (7.6 cm) 1.5"(38cm)
R3I0O/RW300 Upto3.0° (7.6 am) Up t0 407 (10.1 cm) Up o 3.00" (7.6 cm) 20° (50 cm)
R40/RW400 Upto 4.5 (10.2em) Up to 4257 (10.8 om) Upto4.5” (I1.4em) 20° (50 cm)
RK40/RK400 Upto4.0° (8.9 em) Upto 357 (89 em) Upto 2.5 (6.3cm) 207 (50cm)
Memory Size/ 7 bits with 2 aress 2k bits with 2 application areas; |6k bits with 2 application areas (| 6k/2):
Application Areas > i | &k bits with 16 application areas (16k/18); 32k bits (16k/2+16k/|); 32 bits (16k/16+16k/1)
HID Proximity - I
125 kHz e e e
Contact Smart Chip . v :
Module Embeddable - - 2z = B
Wiegand Strip No Yes No
Magnetic Stripe No Optional No
Printable ** Yes No
onrontal or rocal Iy
Slot Punch Vertical Induded Vertical Optional 2 rmt.tc ‘Yc i ch B'ri No
Opstional Hole
Visual Security N/A Yes N/A
Options i
Warranty Lifetime

* Dependant upon emalation condeions ** Some types of prnang procemes can tike these credenais o of SO compltance for thidness. Consut faceory for more information. - i ;!




RFID OVERVIEW — WIEGAND PROTOCOL

Data 1 L

— — —» 1 meao typ. -
50 usec hp.

d Electrical F
Wiegan cal Format ICLASS® Wiegand Card

PIF[FIF[F[FIF]F]FJu[uJu]u]u]u]u]u]u]u]u]ujuju]u]u]P]
26 BITS WIEGAND

P] [FIFIFIFIFIFIF]F]  [Uu]u[u]uJu]u[U[uu]U[u[u[Ulu[Y] [F]

Start Bit —Facility Code —— ‘. User Code ) Stop Bt

— 8§ bits more ———

FIFFIFFFFFFURULLRULLUUULOuuuoCuule
34 BITS WIEGAND




Internet FTW

FACILITY Code & Access Card #




EBAY FTW
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RESELLER SERVICES

|dentify HID/Indala card programming specs service

50347 21250572-2

i

a5

Name: Identify HID/Indala card programming specs
service

Price: USD$:500

part: HID-Indala-Dcard

Description

If you need to know the format, facility code or seri: er of yo or Indala proximity
cards, please tak -A number
printed near the card’s camer (see example phota of an HID ProxCard ).

We will use this info to check the HID database and locate the format and facility code for
you. '
establis

only- no free email (Yahoo!, Hotmail, Gmail...) requests.

Payment will be reimbursed as a USD$25 coupon to use towards your HID or Indala card
purchase in our store.

H ﬂ D EI 0 | wiweet [$I0G

Product Reviews




RFID HACKING




CLONING/REPLAY — LOW FREQUENCY (PROX II)

ProxCard“11




DEMO
Low Freq Clone/Replay
Proxmark ||




PRIV ESCALATION - PROX BRUTE

tUs | Purc

Threat Center Products & Solutions Services

Business Home » Products & Solutions » Product Downloads & Trials » Free Tools




LONG RANGE READING - LOW FREQUENCY

| MADE @ .
INITALY o———

N-OO® rOWVMEMNHS
e e e R B i t N~V
L DIGITAL (PWM~) E ¥

s

._ WWW.ARDUINO.CC =

:‘ -
>




Long Range Tastic Reader (Low Frequency)




ADVANCED RFID ATTACKS




LONG RANGE READING - HIGH FREQUENCY
ICLASS
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ARDUINO WITH LCD, MOBILE READER
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DEMO
Long Range Read — High Frequency




ICLASS VULNERABILITY (PUBLIC)

 Heart of Darkness - exploring the uncharted backwaters of HID iCLASS security
 Milosch Meriac, meriac@OpenPCD.de

« 27TH CHAOS COMMUNICATION CONGRESS IN BERLIN,
« Firmware was dumped and encryption keys for Standard Security were

That makeS;nela sad panda:.

¥ - b
o




ICLASS CARD CLONING

GeZhi Electronic
http://www.xfpga.com
Email:xfpga@hotmail.com
Tel:+086-13113330725

CARD CONTENT
[FT SCR2000B 1 [

OMNIKEY CardMan 5x21 0 ReadCard
| OMNIKEY CardMan 5x21-CLIS3 -

Card

[ICLASS 2KS |

GeZhi'E|ectronic

R /‘Twwwaa@‘lmd C Qe Block ]
o ‘ Email:xfpga@hotmait.com——

Tel:+086-13113330725

Block

liclass card cloner Application

Any problems, contact email xfpga@hotmail.com
Selected Reader is :

OMNIKEY CardMan 5x21-CL 0




DEMO
|Class Cloning




ICLASS PRIVILEGE ESCALATION

« Block 7 - Contains encrypted format of facility code and access card
number

- Use compromised keys and calculate new block 7 for Weigand data string
* Write block 7 to clone card

- Badge in!

«  Work in progress:

« jClass brute




DEMO
|Class Priv Esc




GECKO WIEGAND CAPTURE

Controller —

D




BLENDED ATTACK - PRIVILEGE ESCALATION

* Information leak from badge system

Remote compromise of access controls

Monitor activity

Identify system faults

Profiling

Access rights modification




UNDER DEVELOPMENT - BIO AND PIN ATTACKS




UNDER DEVELOPMENT - MESH NETWORK

Real Time Mesh Network — collaboration of multiple Red Team members and field

hardware
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UNDER DEVELOPMENT - BACKDOORED READER

Backdoored reader with Audrino

 Captures Wiegand data and transmits over Zigbee or wifi to other Red Team
member’s hardware device in the field




RISK MITIGATION




REMEDIATION/RISK MITIGATION

Standard RFID asset protection/best practices
Protection strategies of badge systems (physical and electronic)

* Protection against blended threads/Red Team targeted attacks
Custom card formats and Time To Reverse (TTR)
Protect badge systems with VLANSs, 2-factor authentication or isolation
Training — Staff and Guards
Log Monitoring — IPS?

SkimSAFE’

RFID Secure Sleeve
Credit Card Protector

‘J4VSUWIDS
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QUESTIONS?

Eric Smith Josh Perrymon
esmith@lares.com jperrymon@lares.com
@infosecmafia @packetfocus

http://www.lares.com

Code: https://github.com/LaresConsulting




