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ABOUT: LARES CORP 

• Minimum of 15 years InfoSec Experience per consultant (90+ combined) 
• Penetration Testing Execution Standard Core Members (PTES) 
• Publications  

• Aggressive Network Self Defense  
• Contributing writer to COBIT  
• Contributing writer to ISO17799, and one of less than 1000 certified 

auditors of the ISO17799 (international standards for security best 
practices) 

• Authors of multiple national / international security awareness training 
programs  

• Blogs/Podcasts/Media/Conferences 
 



ABOUT: LARES PRESENTERS 

TedX 
InfraGard 
Defcon  
BlackHat 
OWASP  
SANS 
BruCon  
SOURCE 
ToorCon  
ISACA/ISSA 
ShmooCon  
PHNeutral 

Dark Reading  
Security B-Sides 
ChicagoCon  
NotaCon 
White Hat World  
Sec-T 
Troopers  
CSI 
HackCon 
Derbycon 
DakotaCon 
ShakaCon 
 



ABOUT: ERIC SMITH 

Over 15 years IT/IS experience 
• Red Team Testing/Physical Security Assessments 
• Social Engineering 
• Penetration Testing 
• Risk Assessments 
Qualifications 
• B.Sc. Information Security/CISSP, CISA, CCSA, CCNA 
Work Experience: 
• Senior Partner/Principal Security Consultant – Lares Consulting 
• Senior Partner/Principal Security Consultant – Layer 8 Labs 
• Senior Security Consultant – Alternative Technology 
• Application Security Analyst – Equifax, Inc. 
• Senior Security Consultant – International Network Services 
• Security Engineer – GE Power Systems 
• Security Analyst - Bellsouth 



ABOUT: JOSH PERRYMON 

Over 15 years IT/IS experience 
• Risk Assessments 
• Red Team Testing/Physical Security Assessments 
• Social Engineering 
• Vulnerability Assessments & Penetration Testing 
• Application Assessments 
• Wireless Security Assessments 
Qualifications 
• CEH, OPST, OPSA, OSSTMM Trainer 
Work Experience: 
• Senior Adversarial Engineer– Lares 
• Senior Partner – Layer 8 Labs 
• Advanced Insider Threat/Intel – Bank of America 
• Red Team Leader– Bank of America 

• CEO– PacketFocus 
• Sr. Consultant – BE&K 
• Sr. Consultant - EBSCO 



TRUE STORY 



WHAT IS RED TEAMING 
The term originated within the military to describe a team whose purpose is to penetrate 
security of "friendly" installations, and thus test their security measures. The members are 
professionals who install evidence of their success, e.g. leave cardboard signs saying "bomb" 
in critical defense installations, hand-lettered  notes  saying  that  “your  codebooks  have  been  
stolen" (they usually have not been) inside safes, etc. Sometimes, after a successful 
penetration, a high-ranking security person will show up later for a "security review," and "find" 
the evidence.  Afterward, the term became popular in the computer industry, where the 
security of computer systems is often tested by tiger teams. 

 

How do you know you can put up a fight if you have  
never taken a punch? 



REASONS TO CONDUCT 

• Real world test to see how you will hold up against a highly 
skilled, motivated and funded attacker 

• The only type of testing that will cover a fully converged 
attack surface 

• Impact assessment is IMMEDIATE and built to show a 
maximum damage event 

• This IS the FULL DR test of an InfoSec Program 



Electronic 

Physical Social 

• Network Penetration Testing 
• Surveillance & Implants 

• Direct attack on facilities 
and systems  

• In person Social 
Engineering 

• Phone conversations 
• Social profiling 
• Baiting 

 

RED 
TEAM 

EP 
Convergence 
Attacks on physical 
systems that are network 
enabled 

ES 
Convergence 
Phishing 
Profiling 
Creating moles 
Blackmail 

PS Convergence 
Tailgating 
Impersonation 



TRADITIONAL ATTACKS & TECHNIQUES 
• Tailgating 
• Lock Picking 
• Shimming 
• Key Bumping 
• Under Door Hooks (K22) 
• Lock Bypass 
• Elevator Keys 

 

 

 

 

 



RFID OVERVIEW 



RFID  TAG FREQUENCIES 



WHO USES IT? 

Legacy 125-kilohertz proximity technology is still in place at around 70% to 80% of all 
physical access control deployments in the U.S. and it will be a long time before that 
changes, says Stephane Ardiley, product manager at HID Global. 



WHO IS VULNERABLE? 

• Government facilities (contractors too) 
• Medical Facilities 
• Financial Institutions 
• Nuclear facilities 
• Power/Water Facilities 
• Education 
• List  is  endless…. 



UNDERSTANDING BADGE SYSTEMS 



RFID OVERVIEW 
 



RFID OVERVIEW – READ RANGES 



RFID OVERVIEW – WIEGAND PROTOCOL 



Internet FTW 
 
 
 

FACILITY Code & Access Card # 
Not so private. 



EBAY FTW 



RESELLER SERVICES 



RFID HACKING 
 
 



CLONING/REPLAY – LOW FREQUENCY (PROX II) 



DEMO 
Low Freq Clone/Replay 

Proxmark III 
 
 



PRIV ESCALATION - PROX BRUTE 



LONG RANGE READING – LOW FREQUENCY 



Long Range Tastic Reader (Low Frequency) 
 



ADVANCED RFID ATTACKS 
 
 



LONG RANGE READING – HIGH FREQUENCY 
(ICLASS) 



ARDUINO WITH LCD, MOBILE READER 



MOBILE READER PCB BUILD 



DEMO 
Long Range Read – High Frequency 

 



ICLASS VULNERABILITY  (PUBLIC) 
• Heart of Darkness - exploring the uncharted backwaters of HID iCLASS security 

• Milosch Meriac, meriac@OpenPCD.de 
• 27TH CHAOS COMMUNICATION CONGRESS IN BERLIN, DECEMBER 2010 
• Firmware was dumped and encryption keys for Standard Security were 

compromised. 
 



ICLASS CARD CLONING 



DEMO 
IClass Cloning 



ICLASS PRIVILEGE ESCALATION 
• Block 7 – Contains encrypted format of facility code and access card 

number 
• Use compromised keys and calculate new block 7 for Weigand data string 
• Write block 7 to clone card 
• Badge in! 
• Work in progress: 

• iClass brute 
 



DEMO 
IClass Priv Esc 

 



GECKO WIEGAND CAPTURE 



BLENDED ATTACK – PRIVILEGE ESCALATION 
• Information leak from badge system 
• Remote compromise of access controls 
• Monitor activity  
• Identify system faults 
• Profiling 
• Access rights modification 

 

 



UNDER DEVELOPMENT – BIO AND PIN ATTACKS 
 



UNDER DEVELOPMENT – MESH NETWORK 
 

• Real Time Mesh Network – collaboration of multiple Red Team members and field 
hardware 

 

 



UNDER DEVELOPMENT – BACKDOORED READER 
 

• Backdoored reader with Audrino 

• Captures Wiegand data and transmits over Zigbee or wifi to other Red Team 
member’s  hardware  device  in  the  field 

 



RISK MITIGATION 
 
 



REMEDIATION/RISK MITIGATION 
• Standard RFID asset protection/best practices 

• Protection strategies of badge systems (physical and electronic) 

• Protection against blended threads/Red Team targeted attacks 

• Custom card formats and Time To Reverse (TTR) 

• Protect badge systems with VLANs, 2-factor authentication or isolation 

• Training – Staff and Guards 

• Log Monitoring – IPS? 



QUESTIONS? 
 
 

Eric Smith    Josh Perrymon 
esmith@lares.com   jperrymon@lares.com 
@infosecmafia    @packetfocus 
 
http://www.lares.com 
 
Code: https://github.com/LaresConsulting 


