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What is PCle?



PCle is PCI!



PCle is NOT PCI!

Photo by snikerdo http://en.wikipedia.org

Foto tomada por Jorge Gonzalez http://es.wikipedia.org



Links and Lanes

Diagram: PCle 2.1 specification



Hierarchy

Diagram: PCle 2.1 specification



Switching and Routing

Diagram: PCle 2.1 specification



Layers

Diagram: PCle 2.1 specification



Accessing PCle Space

Diagram: http://blog.codinghorror.com/dude-wheres-my-4-gigabytes-of-ram/






Configuration Space

Diagram: PCle 2.1 specification



Configuration Space

userBubuntu:®™® lspci -d 8086:244e —xnn
00:1e,0 PCI bridge [0604]: Intel Corporation 82801 PCI Bridge [8086:244e] (rev f2)
00: 86 80 d4e 24 07 01 10 00 £2 00 04 06 00 00 01 00

103 00 00 00 00 00 00 00 00 00 03 03 20 cO d0 80 22
203 20 ef 10 fO 01 el f1 el 00 00 00 Q0 00 00 00 OO0
303 00 00 00 00 50 00 00 00 00 00 00 00 00 00 03 00
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Enumeration

Diagram: PCle 2.1 specification



Routing PCle



The Step-By-Step, Complicated,
Mandatory, Inflexible Rules of
Routing PCle:



The Step-By-Step, Complicated,
Mandatory, Inflexible Rules of
Routing PCle:

1. route pairs adjacent and equal length



The Step-By-Step, Complicated,
Mandatory, Inflexible Rules of
Routing PCle:

1. route pairs adjacent and equal length

... that’'s mostly it



Routing PCle

System Board Traces 12 Inches
Add-in Card Traces 3.5 inches
Chip-to-Chip Routes 15 inches

Follow these rules and your board might work.
Break them and it might not.



Routing PCle

Minimum PCle:

e 25GHz TX
e 2.5GHz RX
e 100MHz Clock (optional)



Routing PCle

Cross-section of a USB 3.0 cable. Image courtesy of USB Implementers Forum
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Thunderbolt



Getting PCle on
Things Without It




































Introducing SLOTSCREAMER









Thunderbolt



Thunderbolt



Thunderbolt



USB3380.c:






Thunderbolt



Thunderbolt



Attacking via PCle



Demo, etc - WIP



Future Plans



Thunderbolt



Thunderbolt

Photo credits: Chris Bergey via imgur.com



inception/funderbolt



Questions?

Miles Crabill Joe FitzPatrick

@milescrabill @securelyfitz

miles@milescrabill.com joefitz@securinghardware.com
http://www.securinghardware.com



