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It ended up that Everybody blamed Somebody when Nobody did what Anybody could
have done.”

Should we rail against the OpenSSL developers for this?

Don't even think about it. The OpenSSL team, which is surprisingly small, has been given the task of

maintaining the world's most popular TLS library. It's a hard job with essentially no pay. It involves
taking other folks' code (as in the case of Heartbeat) and doing a best-possible job of reviewing it.
Then you hope others will notice it and disclose it responsibly before disasters happen.
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It ended up that Everybody blamed Somebody when Nobody did what Anybody could
have done.”

The bug revealed this week was buried inside 10 lines of code and would have been
spotted in an audit, according to Laurie, who works on the security team at Google.

"Unless you're doing an audit, you're not going to see it," he said.

EVERYBODY'S JOB IS NOBODY'S JOB
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Performance

"THERE ARE LOTS OF CRITICAL LIBRARIES MAINTAINED
BY VOLUNTEERS THAT ARE NOT GIVEN ENOUGH
ATTENTION"






C/ C++



"WHEN YOU CARRY POINTERS AROUND AND
CANNOT TRACK WHETHER THEY ARE ALIVE AND
HOW LONG THEY ARE, IT'S GOING TO HURT.”

C/ C++






JAVA



“IT IS NOT LIKE JAVA GOT INSECURE ALL OF A
SUDDEN. IT HAS BEEN INSECURE FOR YEARS.”

JAVA
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Inconsistent coding styles, usage, or complex code
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final String nnAddr = req.getParameter(JspHelper.NAMENODE_ADDRESS);
if (nnAddr == null){
out.print(JspHelper .NAMENODE_ADDRESS + " url param is null");
return;
}

<<<<
DFSClient dfs = getDFSClient(ugi, nnAddr, conf);
String target = dir;
final HdfsFileStatus targetStatus = dfs.getFilelInfo(target);
if (targetStatus == null) { // not exists
out.print("<h3>File or directory : " + StringEscapeUtils.escapeHtml(target) + "
Jsplelper.printGotoForm(out, namenodeInfoPort, tokenString, target,
nnAddr);

SEGRERESES

public static void printGotoForm(JspWriter out,

int namenodeInfoPort,

String tokenString,

String file,

String nnAddress) throws IOException {
out.print("<form action=\"browseDirectory.jsp\" method=\"get\" name=\"goto\">");
out.print("Goto : ");
out.print("<input name=\"dir\" type=\"text\" width=\"50\" id=\"dir\" value=\""+ HtmlQuoting.quoteHtmlChars»
out.print(“<input name=\"go\" type=\"submit\" value=\"go\"/>");
out.print(“<input name=\"namenodeInfoPort\" type=\"hidden\" "

+ "value=\"" + namenodeInfoPort + "\"/>");
if (UserGroupInformation.isSecurityEnabled()) {
out.print("<input name=\"" + DELEGATION_PARAMETER_NAME
+ "\" type=\"hidden\" value=\"" + tokenString + "\"/>");

sUt.print("<input name=\""+ NAMENODE_ADDRESS +"\" type=\

118

119

120
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467

+ "value=\"" + nnAddress + "\"/>");

out.print("</form>");

S8




final String nnAddr = req.getParameter(JspHelper.NAMENODE_ADDRESS);
if (nnAddr == null){
out.print(JspHelper .NAMENODE_ADDRESS + " url param is null");
return;
}

<<<<
DFSClient dfs = getDFSClient(ugi, nnAddr, conf);
String target = dir;
final HdfsFileStatus targetStatus = dfs.getFilelInfo(target);
if (targetStatus == null) { // not exists
out.print("<h3>File or directory : " + StringEscapeUtils.escapeHtml(target) + "
Jsplelper.printGotoForm(out, namenodeInfoPort, tokenString, target,
nnAddr);

SEGRERESES

public static void printGotoForm(JspWriter out,

int namenodeInfoPort,

String tokenString,

String file,

String nnAddress) throws IOException {
out.print("<form action=\"browseDirectory.jsp\" method=\"get\" name=\"goto\">");
out.print("Goto : ");
out.print("<input name=\"dir\" type=\"text\" width=\"50\" id=\"dir\" value=\""+ HtmlQuoting.quoteHtmlChars»
out.print(“<input name=\"go\" type=\"submit\" value=\"go\"/>");
out.print(“<input name=\"namenodeInfoPort\" type=\"hidden\" "

+ "value=\"" + namenodeInfoPort + "\"/>");
if (UserGroupInformation.isSecurityEnabled()) {
out.print("<input name=\"" + DELEGATION_PARAMETER_NAME
+ "\" type=\"hidden\" value=\"" + tokenString + "\"/>");

sUt.print("<input name=\""+ NAMENODE_ADDRESS +"\" type=\

118

119

120
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467

+ "value=\"" + nnAddress + "\"/>");

out.print("</form>");

S8




/0
*> @todo: This code is SHIT. It's badly formatted. It's
*> hard to understand. It re-implements tons of things
*> which are already in the server core.
*/
memset(ht->buffer, 0, 1024);
ht->table = (struct mypasswd **) rad_malloc (tablesize * sizeof(struct mypasswd *));
if (Iht->table) {
> /*
* Unable allocate memory for hash table
* Still work without it
*/
ht->tablesize = 0;
return ht;

memset(ht->table, 0, tablesize * sizeof(struct mypasswd *));

while (fgets(buffer, 1024, ht->fp)) {

>  if(*buffer && *buffer!='\n' && (lignorenis || (*buffer != '+' && *buffer != "-')) ){
> > if(lChashentry = mypasswd_malloc(buffer, nfields, &len))){
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214
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298 /*
299 *> Allocate memory, or exit.
m *
301 *> This call ALWAYS succeeds!
302 */
303 void *rad_malloc(size_t size)
struct mypasswd *t;
/* reserve memory for (struct mypasswd) + listflag (nfields * sizeof (char*)) + Joid *ptr = malloc(size);

** fields (nfields * sizeof (char)) + strlen (inst->format) + 1 */ if (ptr = NULL) {

> ERROR("no memory");

*len=sizeof (struct llypassnd) + nfields * sizeof (char*) + nfields * sizeof (char ) » ; fr_exit(1);

return ptr;
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34 typedef struct filter_aomd {
struct filter_cmd *next;
int command;
BOOL seen;
BOOL noerror;
union argtypes args[1]; //8 bytel
} filter_omd;

if (addr->reply->once_repeat < 0)

{

*error_pointer = string_sprintf("Bad time value for \"once_repeat\" "
"in mail or vacation command: %s",
commands->args[mailarg_index_once_repeat]); //96 bytel

return FF_ERROR;

}

}




34 typedef struct filter_aomd {
struct filter_cmd *next;
int command;
BOOL seen;
BOOL noerror;
union argtypes args[1]; //8 bytel
} filter_omd;

if (addr->reply->once_repeat < 0)

{

*error_pointer = string_sprintf("Bad time value for \"once_repeat\" "
"in mail or vacation command: %s",
commands->args[mailarg_index_once_repeat]); //96 bytel

return FF_ERROR;

}

}
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TUNING AND CORRELATION



: APPLY: G to P to create subpopulations: {Pg
: for all Pg. do
: Pg.p—Pg-8/Pg.n

: if maxPg,.n < 51 then

Ld
m

po— () 2
: else
. Po 0.85
: for all Pg, do
: if Pg,.s = 0 and using NO-SUCCESS HEURISTIC then
Discard Pg,
else
: Pg,.z + (Pg,.p — po)//Po(1 — po)/Pg,.n
3: CREATE equivalence classes {E.,,..., E. }: E:, — {Pg, NE|Pg,.2 = zi}
: SORT {E.,,...,E.,} by z in descending order. Designate that order as
(B yeer By )
: foralli =1,

Inspect error reports in E: . using an auxiliary ranking scheme

TUNING AND CORRELATION



: APPLY: G to P to create subpopulations: {Pg

: for all Pg. do

. pG.-ﬁ'— 'Pg,s/ps, n I —H

: if maxPg,.n < 51 then 2 while U # 0
Pg; do

Po +— (;) f: Pe..p for each r in U

do
: else r. prob «— UPDATEPROBABILITY(r, I, M)
: po+— 085 r. info +— INFOGAIN(r, U, I, M)
: for all Pg, do Fhess +— FIND-MAX-BY-PROB-THEN-INFO( U, €)
: if Pg,.s = 0 and using NO-SUCCESS HEURISTIC then Phest- value «— USER-INSPECT-REPORT (7. )
Discard Pg, I—TU {rse}
else U— U-— {ry}

: Pg.z « (Pg,.p — po)/v/Po(l — po)/Pg,.n
3: CREATE equivalence classes {E.,,..., E. } E:, — {Pg, NE|Pg,.z = zi}

: SORT {E.,,...,E..,} by z in descending order. Designate that order as

: for alli =1,

Inspect error reports in E: . using an auxiliary ranking scheme

TUNING AND CORRELATION
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rocfs_ttyname (int rdev)

FILE *fdev = NULL;
char name[PATH_MAX];

block_input ();
fdev = fopen ("/proc/tty/drivers”, "r");
if (fdev)
{

unsigned major;

unsigned long minor_beg, minor_end;

char minor[25]; /* 2 32-bit numbers + dash */

char *endp;

while (!feof (fdev) && !ferror (fdev))
{
if (3 <= fscanf (fdev, "%*s %s %u ¥s ¥*s\n", name, &major, minor)

2788: char name[PATH_MAX]; // 4,096 Bytes

2802: fscant is 33,554,431 bytes



