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whoami

e Computer Intrusions, Criminal, Counter Terrorism, Counter Intelligence
e Mac, Windows, *nix, Mobile, Malware, anything & everything...

e www.sans.org/course/mac-forensic-analysis




Scope & Agenda

e Static Analysis
e File Types
e Analysis Tools
e Dynamic Analysis
e Virtualization
e Application Tracing
e Analysis Tools
e Analysis Examples




e Application Bundles
e Mach-O
e PKG Files

e MachOView

e lipo

e Strings | | srch_strings
°nm

e codesign

e Hopper

Static Analysis




Locate the Malware




Application Bundle

Safari.app/

|
irectory Contents

F— Info.plist

F— MacO0S
— Resources
e Info.plist (required) — _CodeSignature
e Configuration Information — version.plist
e Executable (required) Dashboard. app/

. L— Contents
e Located anywhere in bundle — Info.plist

e MacQOS Directory — Mac0S
. I — Dashboard
e Executable may be in here too! — PkgInfo

e Resources Directory O ard. icns

e Supporting Files — _CodeSignature
I — CodeResources
L— version.plist




Application Bundle
Crisis Sample

e Executables:
— IZsROY7X.-MP
— 1UnsA3Ci.Bz7
— mWgpX-al.8Vqg

e Kernel Extension =

6EaqgyFfo.zIK.

Key
v Information Property List

Localization native development region
Executable file

Bundle identifier
InfoDictionary version
Bundle name

Bundle OS Type code

Bundle creator OS Type code
Bundle version

Main nib file base name
Principal class

NSUIElement

Type
Dictionary
String
String
String
String
String
String
String
String
String
String
String

Value

(11 items)
English
IZsROY7X.-MP
com.apple.mdworker-user
6.0
mdworker-user
APPL

nn

1.0

MainMenu
NSApplication

1

jlc3V7we.app/
— Contents

I_

TTTTTTTTTTTITTITTTTTTTITITTITTT

5 Info.plist
MacO0S
Resources
L— o6EaqyFfo.zIK.kext
L— Contents
— Info.plist
F— Mac0S

I L— 6EaqyFfo.zIK

L— Resources
IZsROY7X.-MP

krfhIgFRqIgxU8x6eqo68hVjjq.
krfhIgFRxIgxU8x6eqojjUo87jq.
krfhIgFjqIlgxU8x6e68UoHoQqq.
krfhIgFjqIlgxU8x6e68eqUxHjq.
krfhIqgFjqIlgxU8x6ebhFUeebqq.
krfhIqFjqIlgxU8x6e6hFVVFViq.
krfhIqgFjqIlgxU8x6e6hVDRHqgjq.
krfhIqgFjqIlgxU8x6ebhVhU8Zqq.
krfhIgFjqIlgxU8x6ebhjFQgRjq.
krfhIgFjqIlgxU8x6ebhxQ6joqq.
krfhIgFjqIgxU8x6ebhxgxhDjq.
krfhIgFjqIgxU8x6eFFVHeFDqq.
krfhIgFjqIlgxU8x6eFUR8FZZ]jq.
krfhIgFjqIlgxU8x6eFVHoHHhjq.
krfhIgFjqIlgxU8x6eFVx6QRFqq.
krfhIqgFjqIlgxU8x6eFgDFDHZjq.
krfhIgFjqIlgxU8x6eFgHjoUxqq.
krfhIqgFjqIlgxU8x6eFxZDhDRqq.
krfhIqgFjqIlgxU8x6eFxj6qQxqq.
krfhIgFjqIlgxU8x6exU6jejojq.
krfhIqgFjqIlgxU8x6exUQhFhZqq.
krfhIqFjqIlgxU8x6exUUHHHXqq.
krfhIqgFjqIlgxU8xeexUjFQVViq.
krfhIgFjqIlgxU8x6exUojDZ8qq.
krfhIgFjqIlgxU8x6exoF8VUjijq.
krfhIggRqIgxU8x6eqojjUo8ijq.

— 1UnsA3(Ci.Bz7
— mWgpX-al.8Vq
F— mdworker.flg
L— g45tyh

gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai
gai



PKG File

‘y

FlashPlayer-11-macos.pkg




PKG Files

List & Extract the Malware

nibble:malware sledwards$ xar -t -v -f FlashPlayer-11-macos.pkg

-rw-r--r-- alis/wheel 729 2011-10-06 09:09:44 Distribution

drwxr-xr-x alis/wheel 0 2011-10-06 09:09:44 Resources

drwxr-xr-x alis/wheel 0 2011-10-06 09:09:44 Resources/en.lproj

-rw-r--r-- alis/wheel 128522 2011-07-22 14:18:25 Resources/en.lproj/background
drwxr-xr-x alis/wheel 0 2011-10-06 09:09:44 license.pkg

-rw-r--r-- alis/wheel 267 2011-10-06 09:09:44 license.pkg/Packagelnfo
-rw-r--r-- alis/wheel 35129 2011-10-06 09:09:43 license.pkg/Bom

-rw-r--r-- alis/wheel 115 2011-10-06 09:09:43 license.pkg/Payload
-rw-r--r-- alis/wheel 32942 2011-10-06 09:09:43 license.pkg/Scripts

nibble:malware sledwards$ unar FlashPlayer-11-macos.pkg -o flashback_extract/
FlashPlayer-11-macos.pkg: XAR

license.pkg/ (dir)... OK.
license.pkg/PackageInfo (267 B)... OK.
license.pkg/Bom (35129 B)... OK.
license.pkg/Payload (115 B)... OK.
(32942 B)... OK.

license.pkg/Scripts
Resources/ (dir)... OK.
Resources/en.lproj/ (dir)... OK.
Resources/en.lproj/background (128522 B)... OK.
Distribution (729 B)... OK.
Successfully extracted to "flashback_extract/FlashPlayer-11-macos".




PKG Files
List & Extract the Malware

nibble:license.pkg sledwards$ file *
Bom: Mac OS X bill of materials (BOM) file
PackageInfo: ERROR: line 163: regex error 17, (illegal byte sequence)

Payload: gzip compressed data, from Unix
Scripts: ! ressed data, from Unix ‘

nibble:license.pkg sledwards$ unar -r Payload
Payload: Gzip

Payload... OK.
Successfully extracted to "./Payload-1".
nibble:license.pkg sledwards$ unar -r Scripts
Scripts: Gzip

Scripts... OK.
Successfully extracted to "./Scripts-1".

nibble:license.pkg sledwards$ unar -r Payload-1
Payload-1: Cpio

./ (dir)... OK.

./license (@ B)... OK.
Successfully extracted to "Payload-1-1".
nibble:license.pkg sledwards$ unar -r Scripts-1
Scripts-1: Cpio

./ (dir)... OK.

./postinstall (99268 B)... OK.
Successfully extracted to "Scripts-1-1".




PKG Files
List & Extract the Malware

* *-1 (First unar - gzip)
* *-1-1 (Second unar - cpio)

nibble:1license.pkg sledwards$ file *

Bom: Mac 0S X bill of materials (BOM) file
PackageInfo: ERROR: 1line 163: regex error 17, (illegal byte sequence)
Payload: gzip compressed data, from Unix

Payload-1: ASCII cpio archive (pre-SVR4 or odc)

Payload-1-1: directory

Scripts: gzip compressed data, from Unix

Scripts-1:  ASCII cpio archive (pre-SVR4 or odc)

Scripts-1-1: directory

nibble:license.pkg sledwards$ file Payload-1-1/*

Payload-1-1/1license: empty

nibble:1license.pkg sledwards$ file Scripts-1-1/*

Scripts-1-1/postinstall: Mach-0 universal binary with 2 architectures: [x86_64: Mach-0 64-bit
x86_64 executable] [1386: Mach-0 1386 executable]




Mach-O Binaries

* Executable Format used on OS X

e Universal (Fat) Binaries

* File Signatures:
* 0xCAFEBABE — Fat binary
 0OXFEEDFACE — 32-bit
* 0OXFEEDFACF — 64-bit
* 0OXCEFAEDFE — 32-bit, Little Endian
« 0OXCFFAEDFE — 64-bit, Little Endian

32-Bit/Little Endian

nibble:jlc3V7we.app sledwards$ file IZsROY7X.-MP
IZsROY7X.-MP: Mach-0 1386 executable

0000000 0700 0000 0300 0000 0200 0000
0000010: 2300 0000 5412 0000 8500 0001 0100 0000 #...T...........
0000020: 3800 0000 5f5f 5041 4745 5a45 524f 0000 8...__PAGEZERO..
0000030: 0000 0000 0000 0000 0010 0000 V000 0000




Mach-O Binaries
Universal/Fat Binaries

0000000 : 0000 0002 0100 0007 8000 0003
0000010: 0000 1000 0000 ©60e8 0000 VVOC 000D 007
0000020: 0000 0003 0000 8000 000D Sel4 000D VLOC
0000030: 0000 0000 2000 0000 V000 V00 V000 V000

nibble:jlc3V7we.app sledwards$ file mWgpX-al.8Vq
mWgpX-al.8Vq: Mach-0 universal binary with 2 architectures: [x86_64: Mach-0 64-bit x86_64
executable] [1386: Mach-0 1386 executable]

nibble:malware sledwards$ file MacKontrol
MacKontrol: Mach-0 universal binary with 2 architectures: [ppc_7400: Mach-0 ppc_7400 executable]
[1386: Mach-0 1386 executable]




Universal/Fat Binary File Info
lipo

Review Architecture Details:

e_info <file>
e —detailed info <file>

nibble:malware sledwards$ lipo -info MacKontrol
Architectures in the fat file: MacKontrol are: ppc7400 1386
nibble:malware sledwards$ lipo -detailed_info MacKontrol
Fat header in: MacKontrol
fat_magic @xcafebabe
nfat_arch 2
architecture ppc7400

cputype CPU_TYPE_POWERPC

cpusubtype CPU_SUBTYPE_POWERPC_7400

offset 4096

size 44852

align 2212 (4996)
architecture 1386

cputype CPU_TYPE_I386

cpusubtype CPU_SUBTYPE_I386_ALL

offset 49152

size 50692

align 2212 (4096)




Universal/Fat Binary File Info
lipo

Extract Binaries:

e —extract <architecture type>
e —output <output file>

nibble:malware sledwards$ lipo -extract 1386 -output MacKontrol_i386 MacKontrol
nibble:malware sledwards$ file MacKontrol_i386
MacKontrol_i386: Mach-0 universal binary with 1 architecture: [1386: Mach-0 1386 executable]




MachOView - Mach Header

sourceforge.net/projects/machoview/

© 6 6

G RAW

@& RVA

Executable (X86) [SDK10.6 Target10.5]

Mach Hea “,“ er

Load Commands

Section (__TEXT,__text)

Assembly

Section (__TEXT,_symbol_stub)

Symbol Stubs

Section (__TEXT,__stub_helper)

Assembly

Section (__TEXT,__cstring)

C String Literals

Section (__TEXT,__const)

Section (__TEXT,__unwind_info)

Section (_TEXT,__eh_frame)
Call Frame 0x53EEOQ

1 1ZsROY7X.-MP

| Offset

00000000
00000004
00000008

0000000C
00000010
00000014
00000018

Data

FEEDFACE
00000007
00000003

00000002
00000023
00001254
01000085

Q

Description

Magic Number

CPU Type

CPU SubType

00000003

File Type

Number of Load Commands
Size of Load Commands
Flags

00000001

00000004

00000080

01000000

Value
MH_MAGIC
CPU_TYPE_I386

CPU_SUBTYPE_I386_ALL
MH_EXECUTE

35

4692

MH_NOUNDEFS
MH_DYLDLINK
MH_TWOLEVEL
MH_NO_HEAP_EXECUTION




Executables Strings
strings | | srch_strings

Extract all strings:

e ASCII Strings
estrings —a

e Unicode Strings (The Sleuth
Kit)

esrch strings —a -t

mBackdoorPath

mKext32Path

mKext64Path
mServicelLoaderPath
setMBackdoorPath:
setMKext32Path:
setMKext64Path:
setMSLIPlistPath:
setMServiceloaderPath:
setMExecFlag:

isLion

isLeopard
disableSetugidAuth
enableSetugidAuth
unloadKext
loadKextFore4bit:
dropExecFlag
makeSuidBinary:
isBackdoorPresentInSLI:
createLaunchAgentPlist:forBinary:
c16@0: 4@8@12
createSLIP1istWithBackdoor
removeBackdoorFromSLIP1list




MachOView - Strings

sourceforge.net/projects/machoview/

© 6 6 ] 1ZsROY7X.-MP
| @& RAW @& RVA | Q
Executable (X86) [SDK10.6 Target10.5] | Offset Data Description Value

Mach Header 000497C7 6D4261636.. CString (length:13) mBackdoorPath
Load Commands 000497D5 6D4B65787.. CString (length:11) mKext32Path
Section (__TEXT,_ text) 000497E1 6D4B65787.. CString (length:11) mKext64Path
Section (_ TEXT,__symbol_stub) 000497ED 6D5365727.. CString (length:18) mServicelLoaderPath
Section (_ TEXT,_stub_helper) 00049800 7365744D4.. CString (length:17) setMBackdoorPath:
Section (__TEXT,_ cstring) 00049812 7365744D4.. CString (length:15) setMKext32Path:

C String Literals 00049822 7365744D4.. CString (length:15) setMKext64Path:
Section (__TEXT,_const) 00049832 7365744D5.. CString (length:17) setMSLIPlistPath:
Section (_TEXT,__unwind_info) 00049844 7365744D5.. CString (length:22) setMServicelLoaderPath:
Section (_ TEXT,_eh_frame) 0004985B 7365744D4.. CString (length:13) setMExecFlag:
Section (_DATA,_ dyld) 00049869 69734C696.. CString (length:6) isLion
Section (_DATA,__nl_symbol_ptr) 00049870 69734C656.. CString (length:9) isLeopard
Section (_DATA,_la_symbol_ptr) 0004987A 646973616.. CString (length:18) disableSetugidAuth
Section (_DATA,_data) 0004988D 656E61626.. CString (length:17) enableSetugidAuth
Section (_DATA,_ cfstring) 0004989F 756E6C6F6.. CString (length:10) unloadKext
Section (_DATA,__const) 000498AA 6C6F61644.. CString (length:17) loadKextFor64bit:
Section (_OBJC,__message_refs) 000498BC 64726F704.. CString (length:12) dropExecFlag
Section (_OBJC,_ cls_refs) 000498C9 6D616B655.. CString (length:15) makeSuidBinary:
Section (_OBJC,_ class) 000498D9 697342616.. CString (length:23) isBackdoorPresentInSLI:
Section (_OBJC,_meta_class) 000498F1 637265617.. CString (length:33) createLaunchAgentPlist:forBinary:
Section (_OBJC,_instance_vars) 00049913 633136403.. CString (length:12) c16@0: 4@8@12
Section (__OBJC,_inst_meth) 00049920 637265617.. CString (length:26) createSLIPlistWithBackdoor
Section (_OBJC,__symbols) 0004993B 72656D6F7.. CString (length:26) removeBackdoorFromSLIPlist
Section ( OBJC, module info) 00049956 616464426.. CString (length:21) addBackdoorToSLIPlist



Display Symbols

nm

e Variable and Function Names

* Crisis Example:
— “nm IZsROY7X.-MP”

000576b8
000576c0
000576bc
000545d0
00057698
00054510
0005769c¢
00054580
00057600
00057604
00057690
00054620
00057608
000545b0
000576c4
000576ac
000576b0@
00054550
00054664
00054668
000546490
0005466¢C
000576d4
000576¢C
000576d0
00057688
00057694
000576dc
000576e0
000576c8
0005768c
000576e4
00054690
000576b4
000074el
00007c87
00006f5f
00010ceb
00007b3f

_gAgentCrisis
_gAgentCrisisApp
_gAgentCrisisNet
_gBackdoorID
_gBackdoorName
_gBackdoorSignature
_gBackdoorUpdateName
_gConfAesKey
_gConfigurationName
_gConfigurationUpdateName
—gControlFlaglock
_gDemoMarker
—gInputManagerName
—gInstanceld
_gIsDemoMode
_gKext32Name
_gKext64Name
_glLogAesKey
_gMemCommandMaxSize
_gMemLogMaxSize
_gMode

_gMyXPCName
_g0SBugFix

—g0SMajor

_g0SMinor
_g0riginalDesktopImage
_gSessionKey
—gSharedMemoryCommand
_gSharedMemorylLogging
_gSkypeQuality
_gSuidLock

_gutil

—_gVersion

—gXPCName
_getActiveWindowInfo
_getBSDProcesslList
_getHostname
_getRootDomain
_getSystemSerialNumber




MachOView - Symbols

sourceforge.net/projects/machoview

String Table

6 6
| @& RAW @& RVA |
Section (_DATA,__const) Offset
Section (__OBJC,__message_refs) 0005D8CC
Section (__OBJC,__cls_refs) 0005D8D0
Section (__OBJC,_ class)
Section (__OBJC,__meta_class)
Section (__OBJC,__instance_vars) 0005D8D1
Section (__OBJC,__inst_meth) 0005D8D2
Section (__OBJC,__symbols) 0005D8D4
Section (__OBJC,__module_info) 0005D8D8
Section (__ OBJC,_ cls_meth) 0005D8DC
Section (__OBJC,__property)
Section (__OBJC,__class_ext)
Section (_ OBJC,__category) 0005D8DD
Section (__OBJC,__cat_inst_meth) 0005D8DE
Section (__OBJC,__protocol) 0005D8E0Q
Section (__OBJC,__cat_cls_meth) 0005D8E4
Section (__OBJC,__image_info) 0005D8E8
Function Starts
Symbol Table
Symbol 0005D8E9
Dynamic Symbol Table 0005DBEA
External Relocations 0005D8EC
Indirect Symbols 0005D8F0
0005D8F4

1 1ZsROY7X.-MP
Data Description
00000B7F String Table Index
oF Type

OE

01
OF Section Index
0000 Description
000576B8 Value
00000B8D String Table Index
oF Type

OE

01
OF Section Index
0000 Description
000576C0 Value
00000B9E String Table Index
oF Type

OE

01
oOF Section Index
0000 Description
000576BC Value
00000BAF String Table Index

OF

Type

Q

Value

_gAgentCrisis

N_SECT
N_EXT
15 (__DATA,__common)

358072 ($+48)
_gAgentCrisisApp

N_SECT
N_EXT
15 (__DATA,__common)

358080 ($+56)
_gAgentCrisisNet

N_SECT
N_EXT
15 (__DATA,___common)

358076 ($+52)
_gBackdoorID



Hopper - hopperapp.com

1ZsROY7X.hop

() E5) (mam)
[ I I |

0x00005384 dword [ss:esp+0xcl, ¢ v Instruction Encoding
Strings 0x00005388 eax, dword [ds:esi 0x50cd+cfstr1ng_sb1n kextload]
0x0000538e dword [ss:v~;+0x8], eax 55
Q~ Search 0x00005392 j 0x523c

v Format

v Tag Scope
3 B Argument 0 Default
RCSMSharedMemory

RCSMTaskManager CER S Juldo LG v Comment
¥ RCSMUtils
RESTNetworkProtocol
- [RCSMUtils createLaunchAgentPllst forBinary:]:
0x00005397 push
-[RCSMULtils copyWithZone:] 0x00005398 mov
-[RCSMULils retain] 0x0000539a push sbx o i
P v
~[RCSMUtils retainCount] g;ggggggg: gzz: olors and Tags
-[RCSMULils release] 0x0000539d sub 25p, OX5C Area B set
o i 0x00005320 call 0x53a5
[RCSMUt!Is .autorelease] 0x00805335 P es1 RS RCSMULils
-[RCSMULils isLeopard] 0x000053a6 mov ¢, dword [ds:esi-0x53a5+cls_NSMutableDictionary]
~-[RCSMUtils isLion] 0x000053ac mov ecx, dword [ds:esi-0x53a5+objc_msg_dictionaryWithCapacity_]
0x000053b2 mov dword [ss:esp +0x4] , €cx Block
, i 0x000053b6 mov dword [ss:e
-[RCSMULtils removeBackdoorFromSLIPlist] 0x000053b9 mov dword [ss: +0x8], ox1
~[RCSMULils createSLIPlistWithBackdoor] 0x000053c1 call imp___symbol_stub__objc_msgSend Procedure
W T ’ 0x000053c6 mov dword [ss:ebp-0x68+var_88], eax
[RCSMULils isBackdoorPresentinSLI:] 0x000053¢9 ol 1mp ymbol_stub__ getuid
-[RCSMULtils openSLIPlist] 0x000053ce test eax
-[RCSMUtils makeSuidBinary:] 0x000053d0 jne 0x54f6

B iCIonExech 5] 0x000053d6 mov eax esi-0x53a5+cls_NSBundle] Y Is|Referenced By
-[RCSMULils init] 0x000053dc mov X ¢ ,¢—0x5335+obj c_msg_mainBundle] Address instruction
+[RCSMUtils allocWithZone:] 0x000053e2 mov dword [ss: +0x41,
+[RCSMUtils sharedinstance] 0x000053¢6 moy: dword [ss:espl,

0x000053e9 call imp___symbol_ stub ob]c msgSend
~[RCSMULils setMBackdoorPath:] 0x000053ee mov ecx, dword [ds:es —0x53a5+ob]c msg_bundlePath]
~[RCSMULils mBackdoorPath] 0x000053f4 mov dword [ss:esp
; 0x0000538 mov dword [ss ) X
-[RCSMULils setMKext32Path:] 0x000053fb call 1mp symbol_: stub __objc_msgSend Remove Reference Add Reference
~-[RCSMUtils mKext32Path] 0x00005400 mov ecx, dword [ds:esi-0x53a5+objc_msg_range0fString_]
o i g 0x00005406 lea 2dx, dword [ds:esi-0x53a5+cfstring__Library_Preferences]
[RCSMUtfls LG 0x0000540C mov dword [ss:esp 1, edx Have Reference To
-[RCSMULils mKext64Path] 000005410 mov dword [ss:esp ecx Address instruction
-[RCSMULils setMSLIPlistPath:] 0x00005414 rnm{1 dword [ss )
i i f 0x00005417 ca imp___symbol_: stub ob]c msgSend
T st 0x0000541c cmp eax, OXTFFFfTff
-[RCSMULils setMServiceLoaderPath:] 0x00005421 je 0x57e5

-[RCSMULtils mServiceLoaderPath] VOIS p—— — e VTG

. ; p X mov eax, dwor s:esi-0x53a5+cls_NSBundle

[RCSMULlls setMExecklag:] 0x0000542d mov 2cx, dword [ds:esi-0x53a5+objc_msg_mainBundle] Remove Reference Add Reference

~[RCSMULtils mExecFlag] 0x00005433 mov dword [ss:esp+0x4], ecx

~[RCSMULils disableSetugidAuth] gxgggggg7 mo\{l dword [Ssb‘l\]t b“- bi send

’ ’ X a ca imp___symbol_stub__objc_msgSen

~[RCSMUtils enableSetugidAuth] 0x0000543F mov ecx, dword [ds:esi —0x53a5+ob]c msg_bundlePath]

-[RCSMULtils unloadKext] 0x00005445 mov dword [ss +0x4], €

-[RCSMUtils loadKextFor64bit:] 0x00005449 mov dword [ss:espl, Basic Block
CSMULIl h list:forBinary: 0x0000544c call 1mp symbol_: stub ob]c msgSend :

-[RCSMULils createLaunchAgentPlist:forBinary:] 0x00005451 mov ecx, dword [ds:esi-0x53a5+objc_msg_rangeOfString_] L L8 5 o

~[RCSMULils saveSLIPlist:atPath:] 000005457 lea cdx, dword [ds:es i-0x53as+cfstring_Users_] Killed Regs: eax ecx esp esi eip

i i . 0x0000545d mov dword [ss:esp+0x8]

-| MULtil: hSLIPI A

e Uussearc SLPISIFOFKGVI] 0x00005461 mov dword [ss 0x4]: ecx Predecessors

-[RCSMULtils addBackdoorToSLIPlist] 0x00005465 mov dword [ss:espl,

0x00005468 call imp___symbol_: stub ob]c msgSend

0x0000546d cmp eax, Ox7fffffff

0x00005472 je 0x57e5

| Address 0x5397, Segment __TEXT, -[RCSMULtils createLaunchAgentPlist:forBinary:] + 0, Section __text, file offset 0x4397

-[RCSMUtils executeTask:withArguments:waitUnti...

Manage Tags

v Procedure
12 basic blocks




Code Sighed Binaries

codesign —dvvv <*.app or Mach-0>

nibble:Documents sledwards$ codesign -dvvv OSX_Kitmos_A_39FAA22EBOD6B750QEC345EFCB38189F5
Executable=/Users/sledwards/Documents/0SX_Kitmos_A_39FAA22EBOD6B750EC345EFCB38189F5
Identifier=com.util.file

Format=Mach-0 thin (x86_64)

CodeDirectory v=20100 size=1362 flags=0x@(none) hashes=60+5 location=embedded

Hash type=shal size=20
CDHash=b@aa57a281c2d8cce6c9a@9568cbe3fea52ff80e
Signature size=8514

Authority=Developer ID Application: Rajinder Kumar
Authority=Developer ID Certification Authority
Authority=Apple Root CA

Timestamp=Apr 8, 2013, 4:52:49 AM

Info.plist=not bound

Sealed Resources=none

Internal requirements count=1 size=208

KitM Sample = “Kumar In the Mac”




Dynamic Analysis

e XProtect
» Gatekeeper

Application Tracing

¢ Dtrace

e Xcode Instruments

e fs_usage

e fseventer

e Activity Monitor

® procxp

e CocoaPacketAnalyzer
e Wireshark

e tcpdump

e |sock




Virtualization

e \/Mware Fusion
e Parallels

e Capable Versions - 10.7+ (10.6 Server)
e Xprotect & Gatekeeper




e /System/Library/CoreServices/
CoreTypes.bundle/Contents/Resources

XProtect

e XProtect.meta.plist e No Heuristics

e Last Update Date & Version (10.7 &
10.

8)

¢ Java Minimum Version & Blacklisted Attribute

Plugins

e XProtect.plist
e AV Signatures

nibble:Downloads sledwards$ 1s -1 xmount-0.5.0-x86_64.pkg

-rw-r--r-

Weaknesses

e Apple updates it...when they want to.
e Very few signatures on blacklist.

e Only checks “quarantined” files
e com.apple.quarantine Extended

e Mac Threats Only

-@|1 sledwards staff 909305 Dec 24 07:40 xmount-0.5.0-x86_64.pkg

nibble:Downloads sledwards$ xattr -plx com.apple.quarantine xmount-0.5.0-x86_64.pkg

com.apple.

guarantine:

00000000
00000019
00000020
00000030
00000040

30 30 32 31 3B 35 32 62 39 38 30 62 30 3B 47 6F
oF 67 6C 65 5C 78 32 30 43 68 72 6F oD 65 3B 36
46 35 41 38 46 44 30 2D 34 33 31 34 2D 34 45 44
33 2D 42 44 30 45 2D 45 32 33 44 35 37 33 33 38
34 45 35

10021 ;52b980b0; Go |
logle.x2@0Chrome;06l
| FSA8FD@-4314-4ED|
| 3-BDOE-E23D57338 |
|4ES|




SHA256:
File name: sig
Detection ratio:  8/49

Analysis date: 2014-02-13 18:04:47 UTC ( 3 weeks ago)

= Analysis @ Additional information ® Comments o ) Votes

@ File identification

MD5 26d5f81486e4588990a126d51ad5140a

XProtect
Signature by Hash

c6b0f2b35deaab5a85d039fa142adececf495391f15bf26e9b9cc338eb3f202d

SHA1 c2b81f705670c837c0bf5a2ddd1e398e967c0a08 |

SHA256 c6b0f2b35deaab5a85d039fa142adecectd 15b]

49152:1XCptSSCLKOWYOzbC2E6Cyp4tiZLDDERV6
PPzY3Sc

ssdeep

File size 2.2 MB (2292411 bytes )

File type BZIP

Magic literal bzip2 compressed data, block size = 900k

Iltem 2
Description
aunchServices
ContentType
WV Matches
Iltem O
MatchType
Matches
Vv ltem O
Identity
MatchFile
NSURLNameKey
MatchType
Vitem 1
Identity
MatchFile
NSURLNameKey
MatchType

Dictionary
String
Dictionary
String
Array
Dictionary

Data
Dictionary
String
String
Dictionary
Data
Dictionary
String
String

(3 items)

0OSX.CoinThief.B

(1 item)

com.apple.application-bundle

(1 item)

(2 items)

MatchAny

(2 items)

(3 items)

<c2b81f70 5670c837 cObf5a2d dd1e398e 967c0a08>
(1 item)

.sig

Match

(3 items)

<02e24315 7dbc8803 a364e941 0a5c41b3 6de64c95>
(1 item)

.sig

Match




v Item 20
Description

XProtect
Signature by Launch Service & Pattern

Dictionary
String

(3 items)
OSX.Mdropper.i

Vv LaunchServices

LSIitemContentType

Dictionary
String

(1 item)
com.microsoft.word.doc

¥ Matches
vitem O
¥ MatchFile
NSURLTypeldentifierKey
MatchType

Array
Dictionary
Dictionary
String
String

(1 item)

(3 items)

(1 item)
com.microsoft.word.doc
Match

Pattern

String

2F746D702F6C61756E63682D68

Jtmp/ launch-hs*
Jtmp/ launch-hse
“Stmp/i# Abingds
hie/tmp/ launch-h
se Sgopen Stmp/
file.doc 840
_PAGEZEROD**__mh
| _execute_header




Disable XProtect

Delete/Edit XProtect Files ...or...

Remove com.apple.quarantine Extended Attribute

e xattr —d com.apple.quarantine <filename>

“Codec-M Installer” will damage your
computer. You should eject the disk image.

It contains the “"0OSX.FkCodec.i” malware.

1
wday at 2:26 PM.

I_Zf Report malware to Apple to protect other users

| Cancel | | Eject Disk Image |




Gatekeeper

Introduced in 10.7.5
Anti-malware Feature

Application Execution
Restrictio n S Genera FileVault Firewall Privacy

Sec u rity Setti ngs A login password has been set for this user | Change Password...

IZT Require password | immediately 3 | after sleep or screen saver begins

- Mac App Store Show a message when the screen is locked
. Uhsers can only run apps from e o e
the store.
— Mac App Store & Identified e
Deve I (0] pe rs ,;‘r::ﬁ,pe‘::tm and identified developers
 Default Setting (10.8+) ’
e Users can only run software
signed using Apple Developer ID
— Anywhere
* Default Setting (10.7.5)

e Users can run anything from
anywhere

Security & Privacy
> | | Show All

M
i '\ Click the lock to prevent further changes. Advanced... Y/




Disable Gatekeeper

* Permanent: Change to “Allow Applications
Downloaded From:” to “Anywhere” ...or...

e Case-by-case basis: Control+Click Application

“Install Call Recorder Demo" can't be
opened because it was not downloaded
from the Mac App Store.

Your security preferences allow installation of only
apps from the Mac App Store.




Application Tracing




Troubleshooting Utility
Designed by Sun

Dtrace

Microsystems (Originally for

Solaris)

navigation
1 Main page

Added to OS X in 10.5 e

1 Help

links

1 DTraceToolkit

Captures data from:

CPU
Memory
Network

File System

Processes

Uses D Language
dtracebook.com
man —k dtrace

1 solarisinternals.com

search

Go Search

toolbox
1 What links here
' Related changes
1 Special pages
1 Printable version
1 Permanent link

awk-ish

| www.dtracebook.com/index.php/Main_Page

page discussion view source history
DTraceBook

Welcome to www.dtracebook.com! This
website supports the book:

DTrace: Dynamic Tracing in Oracle
Solaris, Mac OS X, and FreeBSD by
Brendan Gregg and Jim Mauro,
Prentice Hall 2011

This book is for sale at amazon.com &,
inform|T &, Safari &, and other book stores. It
is 1152 pages.

On this website you'll find the scripts from the |
book, additional versions of those scripts,
book errata, and links to other online
resources. A tarball & of all scripts has been
made available by Mike Harsch. You can also
download the full TOC B and sample chapter B
(File Systems).

See the updated links to the DTrace Guide.
There are also special pages for Solaris 11,
Solaris Zones and Mac OS X changes.

Table of Contents

Introduction to DTrace

D Language

System View

Disk 1/0

File Systems

Network Lower Level Protocols
Application Level Protocols

©® N O AN S

Languages
Applications
10. Databases

©

11. Security

12. Kemel

13. Tools

14. Tips and Tricks
A-G. Appendices




Dtrace Example

* Files Opened by Process

 Example from dtracebook.com (filebyproc.d)

dtrace -n

'syscall::open*:entry { printf("%s
%$s" ,execname,copyinstr(arg0)); }

nibble:/ sledwards$ sudo dtrace -n 'syscall
dtrace: description 'syscall::open*:entry '
FUNCTION:NAME

CPU

OSNOWROSORRERS

open_nocancel

open_nocancel

open
open_nocancel
open_nocancel

open

ientry
open:
open:
rentry
open:
open:
rentry
:entry
tentry
:entry

entry
entry

entry
entry

::open*:entry { printf("%s ¥s", execname, copyinstr(arg®)); }'
matched 4 probes

kextd //private/var/run/installd.commit.pid

mds_stores .

mds_stores .

Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default/.com.google.Chrome.WNGUaH
Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default/.com.google.Chrome.WNGUaH
mds /Users/sledwards/Library/Application Support/Google/Chrome/Default/TransportSecurity

mds_stores .

Mail /etc/hosts

Mail /etc/hosts

mdworker /Users/sledwards/Library/Application Support/Google/Chrome/Default/TransportSecurity




Xcode Instruments

* |nstalled with Xcode (Xcode Tools)
* Apple Developer: Instruments User Guide
* GUI Tracing Application

»(«.« [0 File Edit View Find Navigate Editor Product
About Xcode

Preferences...
Behaviors

Services @ iOS Simulator

Hide Xcode =g Printer Simulator

Hide Others @ Accessibility Inspector
/ FileMerge

¥ Application Loader
Quit Xcode

More Developer Tools...




Xcode Instruments

©® 066 Instruments1
|7| [ J (@:‘ [C: Google Chrome ("J 4 )| ® | C ] ! [ | ' [ ‘ DJ { J Q~ Recorded Data

Record Target Inspection Range ~ View Library Filter

T 1T
Instruments [

P ;59 Reads/Writes 1 BYEES

N

A
DEp

>
>

n File Attributes ] | | H IH ‘
& ( B UL :
L_J ’

— .
Directory 1/O . ‘
: |

fui] =
; File Activity EH Event List File Activity

Call Tree # Caller Function FD |Path
0xdc9800 close_nocancel 246
mkstemp stat64 /Users/sledwards/Library/Application Support/Google/Chrome
mkstemp open_nocancel 169 ...sledwards/Library/Application Support/Google/Chrome/.com.google.Chrome.7kf\
0x8df750 close_nocancel 169 ...sledwards/Library/Application Support/Google/Chrome/.com.google.Chrome.7kf\
0x8df750 open 169 ...sledwards/Library/Application Support/Google/Chrome/.com.google.Chrome.7kf\
0x8df750 close_nocancel 169 ...sledwards/Library/Application Support/Google/Chrome/.com.google.Chrome.7kf\
Oxdcaf70 close_nocancel 244
Oxdcaf70 close_nocancel 252
Oxdcaf70 close_nocancel 211
Oxdcaf70 close_nocancel 263
Oxdcaf70 close_nocancel 206
0x34dccal stat64 ...t/Extensions/pioclpoplcdbaefihamjohnefbikjilc/6.1_0/images/web-clipper-19x19
0x34dccal stat64 ...Support/Google/Chrome/Default/Extensions/pioclpoplcdbaefihamjohnefbikjilc/6.
0xel2850 stat64 ...t/Extensions/pioclpoplcdbaefihamjohnefbikjilc/6.1_0/images/web-clipper-19x19
0xc1fb90 open 169 ...t/Extensions/pioclpoplcdbaefihamjohnefbikjilc/6.1_0/images/web-clipper-19x19
mkstemp stat64 /var/folders/f1/_wpdftvx3k3_c96vhxd0fkqr0000gn/T
mkstemp open_nocancel 201 /var/folders/f1/_wpdftvx3k3_c96vhxd0fkqr0000gn/T/.com.google.Chrome.I3XpFj
0x8eb570 open 206 /var/folders/f1/_wpdftvx3k3_c96vhxd0fkqr0000gn/T/.com.google.Chrome.I3XpFj
0x8eb570 fstat64 201 /var/folders/f1/_wpdftvx3k3_c96vhxd0fkqr0000gn/T/.com.google.Chrome.I3XpFj
0x8eb620 fstat64 201 /var/folders/f1/_wpdftvx3k3_c96vhxd0fkqr0000gn/T/.com.google.Chrome.I3XpFj
0x8eb620 fstat64 206 /var/folders/f1/_wpdftvx3k3_c96vhxd0fkqr0000gn/T/.com.google.Chrome.I3XpFj

Flatten Recursion
Call Tree Constraints
Specific Data Mining

O oONOUVIDH WNEFEO

L I e e el el e el el
O WOoONOOUI A WNREO




File Analysis

e filebyproc.d

® OPeENsSnoop

® |OosSnoop

e creatbyproc.d




File Analysis — Files Opened By Process
Dtrace - filebyproc.d

CPU — CPU that received event

ID — Dtrace Probe ID
* FUNCTION:NAME — Dtrace Probe Name
 Remaining — Process/Pathname

Cliffs-Mac:~ cliffstoll$ sudo filebyproc.d

Password:
dtrace: script 'Jusr/bin/filebyproc.d' matched 4 probes
CPU ID FUNCTION:NAME
1 151 open:entry touch fdev/dtracehelper
1 151 open:entry touch test.txt
1 151 open:entry Dock fUsers/cliffstoll/Applications
1 151 open:entry Dock fUsers/cliffstoll
1 151 open:entry Dock /Users/cliffstoll
1 151 open:entry Finder /fUsers/cliffstoll
B 151 open:entry mdworker fdev/dtracehelper
B 151 open:entry mdworker fdev/autofs_nowait
B 151 open:entry mdworker fUsers/cliffstoll/.CFUserTextEncoding
5] 151 open:entry mdworker fdev/autofs_nowait
0] 151 open:entry mdworker JfUsers/cliffstoll/.CFUserTextEncoding
4] 937 open_nocancel:entry mdworker fetc/localtime
5] 937 open_nocancel:entry mdworker /System/Library/Frameworks/CoreServices.framework/Frameworks/Metadata. framework/Versions/
5] 937 open_nocancel:entry mdworker /fSystem/Library/Frameworks/CoreServices. framework/Frameworks/Metadata. framework/Versions/
5] 151 open:entry mdworker /System/Library/Frameworks/CoreServices. framework/Frameworks/Metadata. framework/Versions/
B 151 open:entry mdworker fLibrary/Preferences/SystemConfiguration/com.apple.Boot.plist
B 151 open:entry cfprefsd /Users/cliffstoll/Library/Preferences/ByHost/com.apple.SpotlightServer.@0@c29T9c@93.plist
%] 151 open:entry cfprefsd /fUsers/cliffstoll/Library/Preferences/ByHost/com.apple.SpotlightServer.@0@c20f0cP83.plist



File Analysis — Files Opened
Dtrace - opensnoop

UID — User ID

PID — Process ID

COMM — Process Command Name
FD — File Descriptor

PATH — File Path

Cliffs-Mac:~ cliffstoll$s sudo opensnoop
uIp PID COMM FD PATH
581 663 bash
581 1289 open

Lt

fSystem/Library/CoreServices/SystemVersion.plist

501 12089 open fusr/bin

581 1289 open fusr/fbin

581 1209 open fusr/binfopen

581 1209 open Fovol/1677721B/7B/open/. .namedfork/rsrc
501 1209 open Jdev/dtracehelper

581 1289 open
581 1289 open
581 1289 open
581 1289 open
581 1289 open
581 1289 open
581 1289 open
581 1289 open

B 13 taskgated
13 taskgated
13 taskgated
13 taskgated
13 taskgated

SLibrary/Application Support/CrashReporter/SubmitDiagInfo.domains

fdev/random

Jdev/random
fSystem/Library/CoreServices/CoreTypes.bundle/Contents/Library/AppExceptions.bundle/Exceptions.plist
fprivate/var/db/launchd.db/com.apple. launchd.peruser.581/overrides.plist
fprivate/var/db/launchd.db/com.apple. launchd.peruser.581/overrides.plist
fSystem/Library/CoreServices/CoreTypes.bundle/Contents/Resources/Exceptions.plist
fApplications/TextEdit.app

JApplications/TextEdit.app/Contents
FApplications/TextEdit.app/Contents/Info.plist
FApplications/TextEdit.app/Contents/Macl0S5/TextEdit
fApplications/TextEdit.app/Contents/Mac05/TextEdit

13 taskgated fApplications/TextEdit.app/Contents/Info.plist

181 Dock fApplications/TextEdit.app
-

[l -
Lad
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File Analysis — Files Opened
Dtrace — opensnoop -a

 -a=AllData
— TIME — Timestamp (Relative Microsecond Counter)
STRTIME — String Timestamp (Local System Time)
UID — User ID
PID — Process ID
FD — File Descriptor

ERR — Errno Value (See errno.h)
PATH — File Path
ARGS — Argument List

Cliffs-Mac:~ cliffstoll% sudo opensnoop -a

TIME STRTIME UID PID
22505562387 2014 Mar 22 13:44: 501 1418
22505597664 2014 Mar 22 13:44: 581 1411
225056209896 2014 Mar 22 13:44:3 501 1413
22505540462 2014 Mar 22 13:44:3 501 1485
22505548075 2014 Mar 22 13:44: 581 1485
22505552023 2014 Mar 22 13:44: 501 1485
225055522091 2014 Mar 22 13:44: 501 1485
22505552381 2014 Mar 22 13:44: 581 1485
225@5552085 2014 Mar 22 13:44:3 501 1485
22505553120 2014 Mar 22 13:44: 501 1485
22505553185 2014 Mar 22 13:44:3 581 1485
22505554577 2014 Mar 22 13:44:3 501 1485

-n

[FER PR O I
m
2

= 0

PATH ARGS

fdev/dtracehelper cath@

Jdev/dtracehelper groffy@
fdev/dtracehelper less\@
Jusr/lib/libxcselect.dylib man\@
Jdev/dtracehelper man@
fusr/shareflocalefen_US.UTF-B/LC_CTYPE man'@
fusrfshareflocalefen_US.UTF-B/LC_MESSAGES/LC_MESSAGES man\@
fprivate/etc/man.conft man\@
fusr/share/xcode-select/xcode_dir_path man'@
fusrfshare/man/htmll/ man'\@
Jusrfshare/man/manl/ man\@
Jusr/share/man/manl/opensnoop.1lm man\@

=& @

=& @

|
LN R B PR R PR R P
[ R I

=




File Analysis - Files Read/Written by Process
Dtrace - iosnoop

UID — User ID

PID — Process ID

D — Direction (Read/Write)

BLOCK — File System Block for Operation
SIZE — Operation Size

COMM - Process Command Name
PATHNAME - File Path

Cliffs-Mac:~ cliffstoll$ sudo iosnoop
UID PID D BLOCK SIZE COMM PATHNAME
5] W 22281784 4096 Llaunchd 77?/as1/2014.83.21.G88.as1l
W 222B1768B 4096 Llaunchd 77/as1/2014.83.21.U0.GB8B.as1

W 35040 8192 launchd ?7?/=unknown (NULL v_parent)>/<unknown (NULL v_name)=
36256 8192 launchd ?7?/=unknown (NULL v_parent)=/<unknown (NULL v_name)=
36728 8192 launchd ?7?/<=unknown (NULL v_parent)=/<unknown (NULL v_name)=

1
1
1 W 16515888 4@06 launchd ??faslsStoreData
1
1
1

W
W




File Analysis — Files Created by Process
Dtrace — creatbyproc.d

CPU-CPUID
D — Process ID
FUNCTION:NAME — Dtrace Probe Name

Remaining — Command/Application & File
Path

nibble:Documents sledwards$ sudo creatbyproc.d

dtrace: script '/usr/bin/creatbyproc.d' matched 1 probe

CPU ID FUNCTION:NAME

151 open:entry Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default/Local Storage

151 open:entry Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default/Local Storage/http_www.rdio.com_0.localstorage-journal
151 open:entry Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default/Local Storage/http_www.rdio.com_0.localstorage-journal
151 open:entry Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default

151 open:entry man /dev/dtracehelper

151 open:entry tbl /dev/dtracehelper

151 open:entry cat /dev/dtracehelper

151 open:entry Google Chrome /var/folders/fl/_wpdftvx3k3_c96vhxd@fkqr@@@dgn/T/.com.google.Chrome.LcnDaW

151 open:entry sh /dev/dtracehelper

151 open:entry sh /dev/tty

151 open:entry cat /usr/share/man/manl/creatbyproc.d.1lm

151 open:entry troff /dev/dtracehelper

151 open:entry less /dev/tty

151 open:entry grotty /dev/dtracehelper

151 open:entry Google Chrome /var/folders/f1l/_wpdftvx3k3_c96vhxd@fkqre@@dgn/T/.com.google.Chrome.hEiMHy

151 oien:entri Gooile Chrome /Users/sledwards/Librari/Aiilication Suiiort/Gooile/Chrome/Default/Cookies—iournal

PRRPRPRPPPOOCOOSORRLS

N




File Analysis
fs usage

e pathname — File Path Events

e filesys — File System Events

e exec — New and Spawned Process Events
e diskio — Disk Input/Output Events

e cachehit — Cache Hits

e network — Network Events




File Analysis — Pathname Events
fs usage —f pathname

* Columns * Calls of Interest
— Timestamp — getattrlist —Getfile
Call system attributes
File Descriptor (F=##) getxattr - Get
[ERRNO] — Error Code extended attribute
File Path setattrlist —Setfile

Ti | (W = Wai system attribute
— [lme Interva (W= Wait stat64, lstat64 — Get
Time)

file status
— open — Open/Create File

— mkdir, rmdir — Make/
Remove a directory

— Process Name




File Analysis - Pathname Events
fs usage —w —f pathname

08:05:21.631155 getattrlist /Applications/
Messages.app 0.000011 Dock.513976

08:05:21.006391 open F=135 (R ) /Users/
sledwards/Library/Application Support/
Google/Chrome/Default/Local Storage

0.000022 Google Chrome.7460




File Analysis — Disk I/O Events
fs usage —f diskio

e Columns e (Calls of Interest

— Timestamp — WrMeta — Write
— call Metadata

— Disk Block (D=##) — WrData — Write Data
— Byte Count (B=##) — RdData — Read Data
— Disk — Pgln — Page In
— File Path — PgOut — Page Out
— Time Interval (W = Wait

Time)
— Process Name




File Analysis — Disk I/O Events
fs usage —w —f diskio

08:15:54.847585 WrMeta[AT3] D=0x01471e78
B=0x2000 /dev/diskl /Users/sledwards/Library/
Mail/V2/IMAP-sledwards@imap.gmail.com/[Gmail].mbox/
Trash.mbox/65AE84E4-7606-4E45-BC3F-E5E3398FDCEQ/
Data/0/7/Messages 0.000262 W launchd.207

08:15:55.005800 WrData[AT1] D=0x125£2870
B=0x1000 /dev/diskl /Users/sledwards/Library/
Application Support/Google/Chrome/Default/Local
Storage/http www.rdio.com 0.localstorage-journal
0.000169 W Google Chrome.7458




File Analysis
fseventer

e Graphical “Tree” View
e Table View




File Analysis - fseventer

fseventer - Stopped

Opreferences Qcom.apple.recentitems.plist
“Heom.apple.recentitems.plist.nLgneC2
' dat01ff.006
O dat011.004

BSyncedPreferences »©.dat01ff.002
~!Macintosh HD ‘fb::n:d?ﬂqjﬁ.fyncedpreferen{:es.plist
ada SR

Renamad low 1‘c.13ta
= “ierlows.plist

6'30 mmmes?ﬂ..data

Saved Application State | ©com.fernlightning. fseventer.s:

StempContainer.z2mimXped

" BContainer.plist

" el

Desktop

OSDownloads

OPictures

BMusie

OMovies

_©Documents &iChats

Scom.apple.geod @ CFUserTextEncoding
SDictionaries
Simages »¥People
SApplication Seripts “Peom.apple.geod
OMail '

CaolorSync

QuickLook

PCompaonents

©Input Methods

95aved Application State

_O3pelling

D50unds
[11[] - o 100%

Users “§ cliffstoll _ Library

SData



File Analysis - fseventer

800 fseventer - Stopped
0.\ Al
Time Type Process Euid

JUsers [cliffstoll/Library/Containers /com.apple.Maps/Container.plist 12:04:41 PM Renamed xpcd [
|| /Users/cliffstoll/Library/Containers 12:04:42 PM Folder Changed ¢ System 229777
|1 /Users/cliffstoll/Library/Containers/com.apple.Maps/Data 12:04:42 PM Folder Changed . System 229942
|l /Users/cliffstoll/Library/Containers/com.apple.Maps/Data/Library /Application Scripts 12:04:42 PM Folder Changed . System 229966 =
|1 /Users/cliffstoll/Library/Containers /com.apple.Maps/Data/Documents 12:04:42 PM Folder Changed . System 229972
Ll /Users/cliffstoll/Library/Containers/com.apple.Maps/Data/Library /Application Support | 12:04:42 PM Folder Changed . System 229975
|1 /Users/cliffstoll/Library/Containers/com.apple.Maps/Data/Library/Images 12:04:42 PM Folder Changed . System 229984
|l /Users/cliffstoll/Library/Containers/com.apple.Maps/Data/Library 12:04:42 PM Folder Changed . System 229987
|1 /Users/cliffstoll/Library/Containers/com.apple.Maps/Data/Library/Preferences 12:04:42 PM Folder Changed . System 230005
|l /Users/cliffstoll/Library/Containers /com.apple.Maps 12:04:42 PM Folder Changed . System 230015
}’\fjUsers.n'cIiffstoll,-‘Lihrarw‘Containers{com.apple.Maps/tempContainer.GhExis 12:04:42 PM File Created xpcd
f*‘fsters.fcliffstoll,-'Libraerontainersfcom.apple.Maps,itempContainer.GbE)(if. 12:04:42 PM Content Modified xpcd
}’\fjUsers.f'cliffstcll,-‘Lihrarw‘Containers{com.apple.Maps/tempContainer.GhExis 12:04:42 PM Renamed xpcd

JUsers (cliffstoll/Library/Containers/com.apple.Maps/Container.plist 12:04:42 PM Renamed xpcd
|| /private/var/folders/fd fc2kwf8893ysdrkkgpS5f7 7¢j40000gn/T/com.apple.Maps 12:04:42 PM Modified xattr - Maps
| /private/var/folders/fd /c2kwf8893ysdrkkgp5f77¢j40000gn/T/com.apple.Maps 12:04:42 PM Folder Created ; Maps

JUsers [cliffstoll/Library/Saved Application...fernlightning.fseventer.savedState/data.data | 12:04:42 PM Content Modified C_-g:a fseventer

fUsers (cliffstoll/Library/Saved Application.. lightning.fseventer.savedState /windows.plist | 12:04:42 PM Stat Changed &) fseventer

fUsers (cliffstoll/Library/Saved Application.. lightning.fseventer.savedState /windows.plist | 12:04:42 PM Content Modified C_-g:a fseventer

., JApplications/Maps.app 12:04:43 PM Launched App launchd
/Users /cliffstoll/Library/Saved Application...ghtning.fseventer.savedState/window 1.data|12:04:43 PM Stat Changed =7 fseventer




File Analysis - fseventer

fseventer - Stopped

i | L— |
Any of the following are true
path includes | O~ plist
Path Time i Type Process
fUsers/cliffstoll/Library/Containers/com.a.. ary/Preferences/com.apple.Hl Toolbox.plist | 12:04:43 PM File Created xpcd r
" /Users/cliffstoll/Library/Containers /com.apple.geod /Container.plist 12:04:43 PM Renamed xpcd
X,sters.f'cIiﬁstoII,fLibrarvﬁ'Containers,ﬁmm.a...a{LibrarwPreferences{com.apple.GEO.plist 12:04:43 PM File Created xpcd
Xsters.-"cIiffstoII,"Librarw‘Containersfcom.a...ByHostjcom.apple.GE0.000c29f9c093.plist 12:04:43 PM File Created xpcd
7 fUsers/cliffstoll/Library/Containers /com.a.../Library/Preferences/com.apple.Maps.plist | 12:04:44 PM File Created cfprefsd
1 /Users/cliffstoll/Library/Containers /com.a.../Library/Preferences/com.apple.Maps.plist | 12:04:44 PM Chown cfprefsd
}(sters,n‘cIiﬁ’stolI,fLibrarWContainersfcom.a...Preferences.-’com.apple.Maps.plist.Nszth 12:04:44 PM File Created cfprefsd
X,"Users.fcliffsmlIjLibrary!Containersfcom.a...Preferences!com.apple.Maps.plist.Nszth 12:04:44 PM Chown cfprefsd
}:’:sters.-‘cIif‘fstoIIjLibrarw‘Containersfcom.a...Preference5;’com.apple.Maps.pIist.Nszth 12:04:44 PM Chown cfprefsd
X JUsers/cliffstoll/Library/Containers /com.a...Preferences/com.apple.Maps.plist. NzSmbtL | 12:04:44 PM Content Modified cfprefsd
X,sters.f'cIiﬁstoII,fLibrarvﬁ'Containers,ﬁmm.a...Preferences;"com.apple.Maps.plist.Nszth 12:04:44 PM Renamed cfprefsd
fUsers (cliffstoll/Library/Containers/com.a.../Library/Preferences/com.apple.Maps.plist | 12:04:44 PM Renamed cfprefsd
7 /Users/cliffstoll/Library/Containers /com.apple.geod /Container.plist 12:04:45 PM Renamed xpcd
1 /Users [cliffstoll/Library/SyncedPreferences/com.apple.syncedpreferences.plist 12:04:47 PM Renamed 511 (exited?)
fUsers (cliffstoll/Library/SyncedPreferences/com.apple.syncedpreferences.plist 12:04:47 PM Chown 511 (exited?)
X,"Users.fcliffsmlIjLibraer‘referencesjcom.apple.recemitems.plist.nancCE 12:04:47 PM File Created cfprefsd
}:’:sters.-‘cIif‘fstoIIjLibrarw‘Preferencesjcom.apple.recemitems.plist.nancCZ 12:04:47 PM Chown cfprefsd 1
Xsters.n‘cIiffstolI,/Librarw’Preferen:es}com.apple.recentitems.plist.nancC2 12:04:47 PM Chown cfprefsd E
X JUsers/cliffstoll/Library/Preferences/com.apple.recentitems.plist.nLgncC2 12:04:47 PM Content Modified cfprefsd
Xsters.-"cIiffstoII,"Librarw’Preferences;’com.apple.recemitems.plist.nancC2 12:04:47 PM Renamed cfprefsd
7 fUsers/cliffstoll/Library/Preferences/com.apple.recentitems.plist 12:04:47 PM Renamed cfprefsd
1 /Users [cliffstoll/Library/SyncedPreferences/com.apple.syncedpreferences.plist 12:04:47 PM Renamed 511 (exited?)
fUsers [cliffstoll/Library/SyncedPreferences/com.apple.syncedpreferences.plist 12:04:47 PM Chown 511 (exited?)



Process Analysis

® execsnoop
® newproc.d




Process Analysis — Snoop New Processes
Dtrace — newproc.d

Timestamp

Process ID

Parent Process ID

Architecture = 32b/64b

Command & Arguments / Application

nibble:Documents sledwards$ sudo newproc.d

2014 Mar 25 07:
2014 Mar 25 07:

55:13 2137 <151> 32b /Applications/Microsoft Office 2011/0ffice/0Office365Service.app/Contents/Mac0S/0ffice365Service
55:17 2138 <151> 64b /System/Library/Frameworks/CoreServices.framework/Frameworks/Metadata.framework/Versions/A/Support/md

worker -s mdworker -c MDSImporterWorker -m <...>

2014 Mar 25 07:
2014 Mar 25 07:
FLIconTool com.
2014 Mar 25 07:
2014 Mar 25 07:

55:50 2142 <151> 64b /Applications/Notes.app/Contents/Mac0S/Notes

55:50 2143 <37> 64b /System/Library/Frameworks/CoreServices.framework/Frameworks/0SServices.framework/Versions/A/Support/S
apple.recentitems RecentApplications

55:50 2144 <151> 64b /System/Library/Frameworks/OpenGL.framework/Versions/A/Libraries/CVMCompiler 3

55:51 2145 <1> 64b xpcproxy /System/Library/Frameworks/Security.framework/Versions/A/XPCServices/XPCKeychainSandboxCheck.x

pc/Contents/Mac0S/XPCKeychainSandb (...)

2014 Mar 25 07:
2014 Mar 25 07:

55:51 2146 <1> 64b com.apple.iCloudHelper
55:51 2146 <1> 64b xpcproxy /System/Library/PrivateFrameworks/AQSKit.framework/Versions/A/XPCServices/com.apple.iCloudHelp

er.xpc/Contents/Mac0S/com.apple.iC (...)

2014 Mar 25 07:
2014 Mar 25 07:
2014 Mar 25 07:
2014 Mar 25 07:
FLIconTool com.
2014 Mar 25 07:
2014 Mar 25 07:

55:51 2145 <1> 64b com.apple.security.XPCKeychainSandboxCheck

56:23 2157 <2154> 64b troff -Wall -mtty-char -mandoc -c -Tascii

56:23 2148 <420> 64b man ifconfig

56:43 2161 <37> 64b /System/Library/Frameworks/CoreServices.framework/Frameworks/0SServices.framework/Versions/A/Support/S
apple.recentitems RecentApplications

56:43 2159 <420> 64b open -a TextWrangler

56:43 2160 <151> 32b /Applications/TextWrangler.app/Contents/Mac0S/TextWrangler



Process Analysis - New Processes
Dtrace — execsnoop

TIME — Relative Timestamp
STRTIME —Timestamp (String)
PROJ — Project ID

UID — User ID

PID — Process ID

PPID — Parent Process ID

ARGS — Program/Application

nibble:Documents sledwards$ sudo execsnoop -a

TIME STRTIME PROJ UID ARGS
1580104042 2014 Mar 25 08:06:08 501 cat
1581769527 2014 Mar 25 08:06:10 501 xxd
1584611113 2014 Mar 25 08:06:12 501 TextWrangler
1584576058 2014 Mar 25 08:06:12 501 open
1584848351 2014 Mar 25 08:06:13 501 SFLIconTool
1593140847 2014 Mar 25 08:06:21 501 cookied
1595461967 2014 Mar 25 08:06:23 (/] find
1595448068 2014 Mar 25 08:06:23 501 sudo
1611400046 2014 Mar 25 08:06:39 501 man
1611442879 2014 Mar 25 08:06:39 501 man
1611462816 2014 Mar 25 08:06:39 501 grotty
1611462074 2014 Mar 25 08:06:39 501 troff
1611457535 2014 Mar 25 08:06:39 501 less
1611450569 2014 Mar 25 08:06:39 501 cat
1611451542 2014 Mar 25 08:06:39 501 groff
1611452923 2014 Mar 25 08:06:39 501 tbl

(SIS IS IS IS IS IS IS I RS BEGCS I C IECS IS I




Process Analysis — New Processes
fs usage —f exec

* Columns * Calls of Interest:
— Timestamp — execve — New Process
— Call — pOSix spawn-—
— Pathname Spawned Process
— Time Interval (W = Wait
Time)
— Process Name




Process Analysis - New Processes
fs usage —w —f exec

20:53:48.539284 posix spawn /Applications/0xXED.app/
Contents/MacOS/0xXED 0.000270 launchd.777421

20:54:04.592903 execve /usr/bin/man 0.000175 bash.777569

20:54:04.600445 posix spawn /bin/sh 0.000165 man.777569

20:54:04.603848 execve /usr/bin/tbl 0.000224 sh.777573

20:54:04.604053 execve /usr/bin/groff 0.000173 sh.777574




Process Analysis — Real-time Processes
procxp




@8:19:51 Up 53:56.8@ Load Average:
2/2 active <Unable to get processor information=
673M + Inactive:

CPU:
RAM : 9@8M Free + 1146M
Memstatus:

1824M Free + eM

TX: 614/53K (@ bytes/sec)

89 Comp:

Used (Active:

Used (enc)

Unable to get Power Source information

none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
268435
268435
268435
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none

| COMMAND

68435|procexp.univers||

QuickLookSatell
quicklookd

pbs

cookied
IMRemoteURLConn
spindump_agent
mdflagwriter
EscrowSecurityA
storeagent
CloudKeychainPr
vmware—-tools-da
AppleIDAuthAgen
helpd
SocialPushAgent
WiFiKeychainPro
bash

bash

bash
com.apple.dock.
Toweannle. WebKi
com.apple. WED
accountsd
com.apple.geod
CalendarAgent
secd
identityservice
IMDPersistenceA
imagent
com.apple.Share
1sboxd
com.apple.IconsS
NotificationCen
usernoted

ubd

librariand
sharingd

fontd

pboard

xpcd

Finder
SystemUIServer
Dock

Activity Monito
Safari

Terminal

tced

cfprefsd
distnoted

PRI

M + Decomp:

1.29 1.34 1.29

#TH
#TH

250

MEMN=-IOhEWWRWAENRPRKRWNODMNWRRMNWR WERMNRMWHE MWW 2R R WE R WWR KN WK RN B0

RX: 995/158K (@ bytes/sec)

268BM + Wired:
File: 1255M Anon:

284M Comp: eM) 1M purgeable
475M Throttled: M

73]

STIME | TIME
| @8:19:33 |||
#8:19:16 20.47
@8:19:16 20.21
@8:19:13 20.03
@8:19:09 20.01
@8:19:08 20.03
@7:28:16 20.02
24/02 22:28 20.00
24/82 21:53 20.08
24/02 21:47 20.88
24/02 21:47 20.01
24/02 21:47
24/02 21:47 .02
24/02 21:47 .02
24/02 21:47 .02
24702
247082
24/082
24/02
24/02
24702
24702
24/02

2412M
239eM
2389M
2448M
2416M
23BBM

642M
239eM
2411M
239eM
2411M
2385M
2385M
2385M
2437M
3455M
3438M | 10096
2416M | 5784K

5588K
2288K
720K
11M
9164K
1924K
6188K
1936K
4532K
5272K
24B4K
1284K
118BK
1284K
16M
12M

0 n

eK
eK
24K
416K
121K
92K
25K

oo onog
Mwwwhthhn oW = 0

&&&GQQQO@&&&S&&GQQQOQ&E

L
=
L=0g-~ -~

243 Mame: bash
Flags: 64-bit,called exec,has
UID: 581 RUID: 581

ID: 28 RGID: 28

Process: Parent: 242 Status:
SVUID: 501

SVGID: 20

2385M (2501206016)

ime: ee.e3 = ©0.91 (User) +
Syscalls: 1749 Mach Traps:
Disk I/0: Read BK Written:

Resident size:
@e.02 (System)
118
16K

irtual size:

Threads: 1 (Process has no workgueues)
(press T to display Thread Information)

Process Hierarchy:
243 bash
L 443 procexp.univers

3 File descriptors: 3 files (press F for detailed information)

runnable
control tty,has controlling terminal,may suspend

1244K (1273856)

2516M 48M
2413M | 318BK
2390M [ 1624K
2411M | 2524K

24702 21:47
24702 21:47
24702 21:47
24702 21:47




Process Analysis — Real-time Processes
Activity Monitor

© 6 6 Activity Monitor (All Processes)

(©) (6] (-] & Memory | Energy | Disk | Network | <5

Process Name % CPU w| CPUTime | Threads | Idle Wake Ups PID | User Real Mem Sandbox
E8 Activity Monitor 6.1 1:21.27 7 18 2085 sledwards 125.2 MB No
@ Google Chrome 5.1 38:11.85 39 19 581 sledwards 314.6 MB No
WindowServer 3.9 28:07.53 4 24 124 _windowserver 592.9 MB No
vmware-vmx 3.7 3:40:31.81 16 1882 root 2.14 GB No
bluetoothaudiod 3.6 1:12.05 3 2901 root 7.4 MB No
coreaudiod 3.2 7:43.02 184 _coreaudiod 11.3 MB
kernel_task 3.2 19:29.74 0 root 1.33 GB No
Google Chrome Helper 3.1 9:55.02 599 sledwards 236.8 MB
Google Chrome Helper 3.0 38:07.04 621 sledwards 200.3 MB
hidd 1.1 4:06.25 92 root 4.8 MB
Google Chrome Helper 1.1 12:04.68 618 sledwards 87.4 MB
launchd 0.9 1:24.85 1 root 4.8 MB

.# Dropbox 0.8 20:22.95 456 sledwards 124.6 MB
NanoSnapper 0.2 20.93 455 sledwards 29.1 MB
sysmond 0.2 52.35 44 root 4.3 MB
Microsoft PowerPoint 0.1 2:29.17 1843 sledwards 151.6 MB
distnoted 0.1 13.79 155 sledwards 7.8 MB
Adium 0.1 44.70 170 sledwards 79.6 MB
Google Chrome Helper 0.1 1:22.81 607 sledwards 34.8 MB

' N 1 AN N 04 coos [ W VI,}

Ho=
O = N U

VO M = 00 O O U1 O

System: 4.80% CPU LOAD Threads:
User: 5.75% Processes:
Idle: 89.45 %

MMM_—JM




Network Analysis




Network Analysis - CocoaPacketAnalyzer
www.tastycocoabytes.com/cpa/

Untitled_3262014-083017.pcap

F peap peap & e
Open Capture Jump Find Print Filter

=

Source Destination Captured Length | Packet Length | Protocol | Date Received Time Delta | Information
172.16.148.135 172.16.148.1 76 76 uppP 2014-03-26 08:30:20.006 0.000000 60895 > DOMAIN
172.16.148.1 172.16.148.135 70 70 ICMP  2014-03-26 08:30:20.007 0.001410 Destination unreachable...
172.16.148.135 172.16.148.1 98 98 ICMP 2014-03-26 08:30:20.639 0.633687 Echo request (Code=0)
172.16.148.1 172.16.148.135 98 98 ICMP 2014-03-26 08:30:20.640 0.633816 Echo reply (Code=0)
172.16.148.135 172.16.148.1 76 76 uDP 2014-03-26 08:30:21.041 1.035184 60895 > DOMAIN
172.16.148.1 172.16.148.135 70 70 ICMP 2014-03-26 08:30:21.041 1.035376 Destination unreachable...
172.16.148.135 172.16.148.1 98 98 ICMP  2014-03-26 08:30:21.641 1.635041 Echo request (Code=0)
172.16.148.1 172.16.148.135 98 98 ICMP  2014-03-26 08:30:21.641 1.635171 Echo reply (Code=0)
172.16.148.135 172.16.148.1 98 98 ICMP  2014-03-26 08:30:22.642 2.636535 Echo request (Code=0)

in 1979 1€ 140 1 1979 1€ 140 12F O ng L~ hAD INTA NT_TIE NI EAT D EIEEODT Celn wnmbis (T ada N

1
2
3
4
5
6
7
8
9
1

Details Values
Packet
Ethernet-Header
IP-Header
ICMP-Header
Length 64 bytes
Type 8 (Echo request)
Code 0
Checksum 0x91a8
.. Identifier 0x9702
L Sequence 1
Data

0@ 5@ 56 (@ @0 o1 93 08 @@ 45 0@ @@ 54 B5S C

94 B7 AC 1@ 94 01 92 @@ @1 53 32 C8 5D @0 @ .

@E @F 10 11 12 13 19 1A 1B 1C 1D 1E 1F 2@ 2 1H$%E" O
2A 2B 2C 2D 2E Z2F *+,-./01234567

Fileformat: 2.4 Snaplength: 65535 bytes Linktype: ETHERNET (DLT_EN10OMRB) Filesize: 5752 bytes Packets: 52 of 52 (1 selected)




Network Analysis — Wireshark
www.wireshark.org/download.html

O 00O %\ en0 [Wireshark 1.8.5 (SVN Rev 47350 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

HEeea EEXEE C > FLEE Qe |

Filter: | J Expression...

No. |Time |Source |Destination |Protocol|Length| Info
1089 26.419702000 fe80::60c5:300d:c4 ff02::1:3 LLMNR 86 Standard query 0x824f A isatap
1090 26.419899000 192.168.1.222 224.0.0.252 LLMNR 66 Standard query 0x824f A isatap
1091 27.649425000 169.254.1.63 255.255.255.255 UDP Source port: 21302 Destination port: 21302

1093 27.649833000 192.168.1.205 108.160.162. 52 TCP 66 52796 > http [ACK] Seq=1 Ack=180 Win=8180 Le
1094 27.651265000 192.168.1.205 108.160.162. 52 HTTP GET /subscribe?host_int=829560406&ns_map=546
1095 27.743346000 108.160.162.52 192.168.1.205 TCP 66 http > 52796 [ACK] Seq=180 Ack=381 Win=83 Le

1097 28.262447000 192.168.1.222 192.168.1.255 NBNS 92 Name query NB ISATAP<00>
1098 29.491288000 fe80::60c5:300d:c4 ff02::c SSDP M-SEARCH * HTTP/1.1 E]
1099 30.720081000 169.254.1.63 169.254.1.255 UDP 78 Source port: silhouette Destination port: s
1100 32.358202000 192.168.1.206 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1101 32.407665000 192.168.1.205 192.168.1.254 79 Standard query 0x5b14 A clients4.google.com v
<& : ] -
P Frame 1092: 245 bytes on wire (1960 bits), 245 bytes captured (1960 bits) on interface ©
P Ethernet II, Src: Pegatron_50:4c:06 (e0:69:95:50:4c:06), Dst: b8:e8:56:37:ec:06 (b8:e8:56:37:ec:06)
P Internet Protocol Version 4, Src: 108.160.162.52 (108.160.162.52), Dst: 192.168.1.205 (192.168.1.205)
¥ Transmission Control Protocol, Src Port: http (80), Dst Port: 52796 (52796), Seq: 1, Ack: 1, Len: 179
Source port: http (80)
Destination port: 52796 (52796)
[Stream index: 20]
Sequence number: 1 (relative sequence number)
[Next seauence number: 180 (relative seauence number)]
e8 ec ed® 69 95 50 4c 06 08 45 00 ..V7...1 .PL...E.
e7 ce 40 34 06 bb f8 6¢c abd a2 cO a8 ...@ 4. 1. .4..
cd ce 62 la db 7c 2a coPu<bl LR
53 00 01 01 2e 79 d7 ; oY
be 54 2f 31 20 30 ?7.HTTP/1 .1 200 O

od 2d 2d 6d 6f K..X-DB- Timeout:
31 od 50 72 6d 3a 120..Pr agma: no

O #|File: '/var/folders/fl/_wpélf“_ i Packets: 1281 Displayed: 1281 Ma... | Profile: Default




Network Analysis
tcpdump

Without Content: tcpdump -i en0 -n host #.#.#.#

nibble:~ sledwards$ tcpdump -i en@ -n host 192.168.1.205

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on en@, link-type EN1OMB (Ethernet), capture size 65535 bytes

16:26:16.626586 IP 192.168.1.205.53398 > 108.160.165.212.443: Flags [F.], seq 2979705787, ack 3210059276, win 8192, options [nop,nop,TS va
1 760117124 ecr 3433675004], length @

16:26:17.202780 IP 192.168.1.205.52626 > 192.168.1.128.5001: Flags [P.], seq 222079171:222079481, ack 980612418, win 8192, options [nop,no
p,TS val 760117699 ecr 2488032], length 310

16:26:17.202959 IP 192.168.1.205.52626 > 192.168.1.128.5001: Flags [P.], seq 310:382, ack 1, win 8192, options [nop,nop,TS val 760117699 e
cr 2488032], length 72

16:26:17.204283 IP 192.168.1.128.5001 > 192.168.1.205.52626: Flags [.], ack 310, win 2641, options [nop,nop,TS val 2488537 ecr 760117699],
length @

With Content: tcpdump -i en0 -n -X host #.#.#.#

nibble:~ sledwards$ tcpdump -i en@ -n -X host 192.168.1.205
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on en@, link-type EN1@OMB (Ethernet), capture size 65535 bytes
16:47:15.694066 IP 192.168.1.128.5001 > 192.168.1.205.52626: Flags [P.], seq 980659379:980659434, ack 222192319, win 2641, options [nop,no
p,TS val 2614360 ecr 761370136], length 55
0x0000: 4500 006b 9396 4000 4006 2259 c0ad 0180 E..k..@.@."Y....
0x0010: c@a8 0lcd 1389 cd92 3a73 acb3 @d3e 62bf ........:s...>b.
0x0020: 8018 QaS51 4fea 0000 0101 080a 0027 e458 ...Q0........ '.X
0x0030: 2d6l 9618 1703 0300 3235 192f 427b 51c0 25./B{Q.
0x0040: claf 1984 6097 41lcc 95fd 6a45 92ac 8720 .... .A...jE....
0x0050: 97e2 d240 9618 9489 8d4f 1325 8716 737d ...@.....0.%..s}
0x0060: €191 lefe 457c 22c6 1e80 77 ... BT LW
16:47:15.694134 IP 192.168.1.205.52626 > 192.168.1.128.5001: Flags [.], ack 55, win 8188, options [nop,nop,TS val 761370908 ecr 2614360],
length @
0x0000: 4500 0034 d3a7 4000 4006 e27e c0a8 @lcd E..4..0.@..~....
0x0010: c@a8 0180 cd92 1389 @d3e 62bf 3a73 acea
0x0020: 8010 1ffc eeae 0000 0101 080a 2d61 991c
0x0030: 0027 e458




Network Analysis
Activity Monitor

® 6 6 Activity Monitor (All Processes)

(0] (6] () | CPU | Memory | Energy | Disk NS Q-

Process Name Sent Bytes w| Rcvd Bytes | Sent Packets | Rcvd Packets User

mDNSResponder 1.4 MB 1.6 MB 5,816 4,701 _mdnsresponder

%< Dropbox 870 KB 1.3 MB 7,179 9,452 sledwards
Google Chrome 468 KB 398 KB 452 452 sledwards
netbiosd 138 KB 885 KB 1,708 10,114 _netbios
Finder 125 KB 32 KB 1,595 798 sledwards
Mail 53 KB 259 KB 827 851 sledwards
Adium 11 KB 225 KB 74 395 sledwards
VMware Fusion 9 KB 2.3 MB 44 1,694 sledwards
apsd 3 KB 3 KB 16 12 root
Notes 2 KB 6 KB
ntpd 96 bytes 96 bytes
kernel_task 0 bytes 0 bytes
Evernote Helper 0 bytes 0 bytes
tced 0 bytes 0 bytes
systemstatsd 0 bytes 0 bytes
corestoraged 0 bytes 0 bytes
periodic-wrapper 0 bytes 0 bytes
SocialPushAgent 0 bytes 0 bytes
ubd 0 bytes 0 bytes

ey ]l N b N b

=
o]
N
o

sledwards
root
root
sledwards
sledwards
root
root
root
sledwards
sledwards

5> 0 O OO O O o onN
5> 0 O OO O O o onN

m———

Packets in: 734,523 PACKETS & Data received: 634.3 MB
Packets out: 575,652 Data sent: 144.0 MB
Packets in/sec: 1 %d Data received/sec: 156 bytes

Packets out/sec: 0 Data sent/sec: 0 bytes




Network Analysis — [sock
www.newosxbook.com/index.php?page=downloads

Time Local Addr Remote Addr If State PID (Name)




Malware Analysis Examples

e * pkg Installer

e * app disguised as a photo




Example - LogKext

« Install logKext

® 00 LogKext v2.2
> | |2 ] | + | O file:///LogKext%20Readme. html
[I] 22 Apple iCloud Facebook Twitter Wikipedia Yahoo News ¥ Popular ¥

@ Introduction
tination Seled

Welcome to the logKext Installer
logKext v2.3
Snow Leopard update: 2009-11-18

Summary:
LogKext is an open source keylogger for Mac OS X, a product of FSB software.

Requirements:
Mac OS X 10.5 Leopard or 10.6 Snow Leopard (32-bit or 64-bit kernel)

Details:

Simply install the package and logKext will begin running and logging all
keystrokes.

A logKext help HTML file will be installed in your home directory and opened
after installation.

LogKext v2.3 also includes a stand-alone script to uninstall logKext.

http:/icode.google com/p/logkext/

Continue

logKext v2.2

Release Date: 2008-1-9

Summary:
LogKext is a freeware keylogger for Mac OS X, a product of FSB software.

Requirements:
Mac OS X 104 or 105

How to get started:

Control and usage of logKext is through logKextClient. LogKextClient runs through the Mac OS X Terminal.

Step 1: Finding the Terminal

Locate the Terminal Application (/Applications/Utilities/Terminal)

Step 2: Using the Terminal

The window that pops up will have a command prompt that looks something like this:
[Bill's-Computer:~] bill$

At the prompt type the following command and press return:

sudo logKextClient

You will be prompted for your account password (you must be an administrator). Enter it.
Next, logKext will prompt you for your logKext password:

logKext password:

Type in your logKext password. The default password is "logKext".
You will not see the password echoed to the screen as you type it.




Example - LogKext
newproc.d

2014 Apr 1 17:46:48 1445 <444> 64b /bin/sh /tmp/
PKInstallSandbox.82TjPW/Scripts/

com. fsb.logkext.logkextExt.pkg.V8BqhR/postinstall /Users/
cliffstoll/Desktop/logKext-2.3.pkg /System/Library/
Extensions / /

2014 Apr 1 17:46:49 1457 <1445> 64b /Library/Application
Support/logKext/logKextKeyGen

2014 Apr 1 17:46:49 1458 <1445> 64b /bin/launchctl
load /Library/LaunchDaemons/logKext.plist

2014 Apr 1 17:46:49 1460 <1445> 64b /usr/bin/open /
LogKext Readme.html




Example - LogKext
newproc.d

2014 Apr 1 17:46:48 1455 <1445> 64b /sbin/kextunload -b
com. fsb.kext.logKext

2014 Apr 1 17:46:49 1456 <1445> 64b /sbin/kextload /
System/Library/Extensions/logKext .kext

2014 Apr 1 17:46:49 1459 <1> 64b /Library/Application
Support/logKext/logKextDaemon

2014 Apr 17:47:00 1472 <897> 64b 1login -pf cliffstoll
2014 Apr 17:47:00 1473 <1472> 64b -bash

2014 Apr 17:47:11 1476 <1473> 64b sudo logKextClient
2014 Apr 17:47:11 1477 <1476> 64b logKextClient




Example - LogKext
fs usage —f pathname

17:40:24.418176 getattrlist /Users/cliffstoll/Desktop/
logKext-2.3.pkg 0.000004 Finder.7100

17:40:24.418285 getattrlist /System/Library/CoreServices/
Installer.app 0.000012 Finder.7100

17:40:24.641275 open F=15 (RW A E) private/var/log/install.log
0.000028 syslogd.30889

17:40:39.296222 statfs64 /Library/Application Support/logKext
0.000021 mds .30953

17:40:39.296445 stat64 /System/Library/Extensions/logKext.kext
0.000010 mds .30953

17:40:43.135053 getattrlist /LogKextUninstall.command 0.000014
mds.31061




Example - LogKext
fs usage —f pathname

17:40:58.946647 open F=3 (R ) /usr/bin/logKextClient
0.000007 logKextKeyGen.31301

17:40:59.028515 open [ 2] (R ) /Library/Preferences/
com. fsb.logKext.plist 0.000003 cfprefsd.31142

17:40:59.056241 statfs [ 2] /Library/Preferences/com.fsb.logKext
0.000018 logKextDaemon.31319

17:40:59.190232 open F=11 (R ) /LogKext Readme.html 0.000007
mds.31061

17:41:06.808873 open F=25 (_WC_T ) /Users/cliffstoll/Library/
Caches/Metadata/Safari/History/file:%2F%2F%2FLogKext
%$2520Readme.html .webhistory 0.000110 Safari.31520

17:41:31.191547 stat64 /usr/bin/logKextClient
0.000007 sudo.31638




Example - Imuler

o

Name Date Modified Size
W DSC08381JPG Today 1:59 PM 141 KB
¥G DSC08387 Oct 30, 2012 4:55 PM 717 KB
Applications B DSC08511 Oct 30, 2012 4:55 PM 739 KB
Desktop

All My Files




Example - Imuler

fs usage —f exec

Elwoods-Mac:~ elwoodblues$ sudo fs_usage -T exec

WARMIMNG:

Improper use of the sudo command could lead to data loss
or the deletion of important system files.

Please double-check vyour

typing when using sudo. Type "man sude" for more information.

To proceed,

Password:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

58
58
58
58
58
58
58
58
51
51
52
52
52
52
52
53
53
54

PoOs1l¥_spawn
pPos1lx_spawn
EXECVE
pos1lx_spawn
EXECVE
poslix_spawn
EXECVE
Execve
EXecve
posix_spawn
ExXecve
posix_spawn
EXECVE
posix_spawn
EXECVE
EXECVE
Pos1lx_spawn
posix_spawn

enter your password,

or type Ctrl-C to abort.

p/Group photo/DSCRE3IEBL.app/Contents/MaclsS/FileAgent
fusr/flibexec/taskgated

D5S5ervices. framework/Versions/ A/ Support/SFLIconTool
Sbin/sh

private/tmp/Spotlight

Sbin/sh

private/tmp/ launch-IC5888

Jusr/binfopen

AfSupport/lssave
JApplications/Preview.app/Contents/MaclS/Preview
05Services. framework/Versions/A/Support/SFLIconTool
Sbin/fsh

Sbin/rm

Jusr/libexec/xpcproxy
v.pboxd.xpc/Contents/Macl0S/com. apple.security.pboxd
D5S5ervices. framework/Versions/ A/ Support/SFLIconTool
Jusr/libexec/ lsboxd

s/0penGL. framework/Versions/A/Libraries/CVMCompiler

L N R R o R T R R o o T T O R o o R T TR o o

BBBe41
.BBB338E
LBeB3T1
.BB1554
.0pB223
.BB3831
.Bpa23z2
.BB1563
.BB2385
.BB396E
.BBB363
. 081929
.BBa153
. BB5484
.BB4938
. BBB4459
LBB2383
.BBle3z

Launchd
Launchd
coreservices
FileAgent

sh

FileAgent

sh

sh
COreservices
Launchd
Coreservices
FileAgent

sh

Launchd
KPCproxy
coreservices
Launchd
Launchd



Example - Imuler

fseventer [1]

fUsers felwoodblues /Desktop/Group photo/DSC08381.JPG
fUsers/elwoodblues /Library/Preferences /SDMHelpData/AppleExtra/English /HelpSDMIndexFile
fUsers/elwoodblues/Library/Saved Application State/com.fernlightning.fseventer.savedState
/private/tmp
“ (Users/elwoodblues/Desktop/Group photo/DSC08381.JPC
“ fprivate/tmp/DSC0O8381.)PC
“ fprivate/tmp/DSC0O8381.|PC
™ /private/tmp/launch-1CS000
™ /private/tmp/launch-1CS000
M /private/tmp/launch-1CS000
}(,.-'.Spotlight—VlUD,-f5tore—V2 /552B9C16-9B3A-4E91-B1C4-9128412E64ED/journal Attr.6
M /Users/elwoodblues/Library/LaunchAgents /ScheduledSync
M /Users/elwoodblues/Library/LaunchAgents /ScheduledSync
fUsers/elwoodblues /Library/LaunchAgents /ScheduledSync.plist
JUsers/elwoodblues /Library/LaunchAgents /ScheduledSync.plist
M /Users/elwoodblues /Library/LaunchAgents /ScheduledSync
fUsers felwoodblues /Library/LaunchAgents /ScheduledSync.plist
JUsers /elwoodblues /Library/.confback
JUsers /elwoodblues /Library/.confback

1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:
1:59:

54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM
54 PM

File Created
Folder Changed
Folder Changed
Folder Changed
Content Modified
File Created
Content Modified
File Created
Content Modified
Chown

File Created

File Created
Content Modified
File Created
Content Modified
Chown

Chown

File Created
Content Modified

950 (exited?)

L System

A System

4 System
950 (exited?)
950 (exited?)
950 (exited?)
950 (exited?)
950 (exited?)
950 (exited?)
mds
953 (exited?)
953 (exited?)
Spotlight
Spotlight
Spotlight
Spotlight
Spotlight
Spotlight




Example - Imuler

fseventer [2]

4 /Users/elwoodblues /Desktop/Group photo/DSC0O8381.app

% (Applications/Preview.app
fUsers felwoodblues /Library/Saved Application State/com.apple.finder.savedState /window_14.data
fUsers felwoodblues /Library/Saved Application State/com.apple.finder.savedState /window_14.data
fUsers felwoodblues /Library/Saved Application State/com.apple.finder.savedState/data.data
fUsers felwoodblues /Library/Saved Application State/com.apple.finder.savedState /windows.plist
fUsers /elwoodblues /Library/Saved Application State/com.apple.finder.savedState /windows.plist

% /Users/elwoodblues /Desktop/Group photo/DSC08381.app/Contents/Info.plist

< {Users/elwoodblues /Desktop/Group photo/DSC08381.app/Contents/MacOS/.cnf

X,."Users felwoodblues /Desktop,/Group photo/DSC08381.app/Contents/MacO5/.confr

)-(_,."Users Jelwoodblues /Desktop,/Group photo/DSC08381.app/Contents/MacO5/.conft

% {Users/elwoodblues /Desktop/Group photo/DSC08381.app/Contents/MacOS/FileAgent

X,."Users Jelwoodblues /Desktop,/Group photo/DSC08381.app/Contents/MacOs

% /Users/elwoodblues /Desktop/Group photo/DSC08381.app/Contents/Pkginfo

% {Users/elwoodblues /Desktop/Group photo/DSC08381.app/Contents/Resources/co.icns

X,."Users.-'elwoodblues,‘Desktop;‘Group photo/DSC08381.app/Contents/Resources/English.lproj/InfoPlist.strings

){,."Users.-'elwoodblues.."Desktop,."Group photo/DSC08381.app/Contents/Resources/English.lproj/MainMenu.nib

% fUsers/elwoodblues /Desktop/Group photo/DSC08381.app/Contents/Resources/English.lproj

)(,."Users.-‘elwoodblues,"Desktop,."Group photo/DSC08381.app/Contents/Resources

X /Users/elwoodblues /Desktop/Group photo/DSC08381.app/Contents

A /Users/elwoodblues /Desktop/Group photo/DSC08381.app

1:59:55 PM
1:59:56 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM
1:59:55 PM

Terminated App
Launched App

Stat Changed

Modified xattr
Content Modified

Stat Changed

Content Modified

Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted

L System
launchd
& Finder
& Finder
& Finder
& Finder
& Finder
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)
959 (exited?)



Example — Imuler
tcpdump

e Beacons to “ouchmen.com”

12:47:04.282628 IP 172.16.148.1 = 172.16.148.136: ICMP 172.16.148.1 udp port 53 unreachable, length 36
Bx00B0: 4500 PB3B ccft 0DBD 4801 2d24 acle 9481 E..B....@8.-%....

Bx@0168: acle 9488 8383 2112 0000 G060 4500 6849 ......!..... E..I
Ox@020: ed458 0000 111l 5620 acl® 9488 acle 9481 .X....V.........
Ox@030: daad 0035 8035 ooee TE-I-1X

13:47:04.202647 IP 172.16.148.136.61721 = 172.16.148.1.53: 54718+ A? www.ouchmen.com. (33)
@x0086: 4500 003d 6914 0000 Tf1l 6080 acle 9488 E..=l...........

BxB@16: acld 9481 119 @835 A@29 B@e5 d5be 8108 ....... T I
BxBB268: GOR1 G020 Q0OR0 QRed e3TT TITT BT7eT THREI ... ...... Wil . OUC
BxBB30: 686d G656e B3IG3E G6TEd GOEE G108 81 hmen.com. . ...

13:47:84.2682779 IP 172.16.148.1 = 172.16.148.136: ICMP 172.16.148.1 udp port 53 unreachable, length 36
BxB0006: 4580 BB38 5461 0080 4881 aS5b9 acld 9481 E..BTa..@.......

Bx081@: acld 9488 0303 ObE5 0000 2000 4580 803d ...... .00 ..n E..=
Bx0820: 6914 0000 ff1l d1f@ acl® 9488 acld 9481 i...............
@x@e30: {119 0835 8025 aoee - T

13:47:04.202807 IP 172.16.148.136.58918 > 172.16.148.1.53: 35328+ AAAA? www.ouchmen.com. (33)
Bx0000: 4500 883d do9S56 QEee Tfll @@l acld 94BE E..=.V....ieeeua.
Bx8018: acld 9481 e626 QB35 BB29 BE@eS Bafe 8les ..... BeSidasaass
BxBB20: Q281 GGER QRRR Qaed e3TT TITT 8TeT V563 L........ Wil . OUC
BxBB30: GEG6d 656e B3IG3 GTEd GG 1cB@ A1 hmen. com. . ...




Resources & References

* “Reverse Engineering OS X” - reverse.put.as (@osxreverser)
e “Reverse Engineering Resources” - http://samdmarshall.com/re.html| (@dirk_gently)
e Hopper App Blog - hopperapp.tumblr.com (@hopperapp)

e Apple Developer Website
e man Pages

e Contagio - contagiodump.blogspot.com

e \/XShare - virusshare.com

e Open Malware - www.offensivecomputing.net
e Malwr - malwr.com




