


Don’t Fuck It Up!







jackdawsart.com

Unjust laws exist: shall we be content to obey
them, or shall we endeavor to amend them,
and obey them until we have succeeded, or

shall we transgress them at once!?

—Henry David Thoreau, Civil Disobedience
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edu>
# MPEG 2 PS VOB file
Sdescrambled cutput on stdout.
[~DDGINC;s/...8/153.,)QungV,

# AT2-byte qrpit

EKoith Winsteln and Marc Morowitz

*(U-2T0:S417)),

HA A= _%04T12:0,8:2)( %8])

+ J(20)5.48)
(16.. 271 JM(D>>=B)e=Ps

(D=89; =unqb24,9q7.0

part
T RA» <k 5> qrpff

k5 are the title key bytes
significant order

s * 2048 while(ONG=2BR=142;
yungbB,gq

H*73;058b{4]<<

1Q=Q>>8*(P=(E=255)4
(C>>12°Q>>47 Q0" Q))<<17,0=0>>

# usage:
k3>

Nl usrSing

A8 BAGach))c<h, »
(map(U=_%160rE*sR*=110&

T, xbintdixbrixtdd™)[ MERSIHE
~FAE)forGol128..58a])
print+qT,0a)is{0-HO0-U ]

B<sipb-tap-dvilmit

SMEA(F=(S=0>>1447"0)
/384 /gis/g'packe/gieval

qb2s,
1256|35(3

k1™
¥ where k1
H(Garung T C*™,
b=map{ord qB88

#in least to most
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‘@ Spy Ey

Encryption key (For config): |smthrand0mkey

;ﬁ Anti-Rapport:

@.’ FF webinjects:
O Opera formarabber

T e
-~

Clear cookies every startup (J7F,
Delete non-exportable certificates:

Don't send http-reports:

\e‘ Chrome tormagrabber:

compress build by UPX v3.07w:

Make LITE-config

(without webinjects, plugins & screenshots):

Tl ¥ ] - . ‘ %7 e -‘.
EXE name ! ‘REC$C|e B|n 7 viutex ame | LS','stemSer'.'lce

Make config & get build
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"On the Internet, nobody Enows you're a dog.”



*you*have*been*BS0Domized
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On the Internet, everyone knows you like ASCIl Goatse.
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SECRET//REL TO USA, AUS, CAN, GBR, NZL//20320108 |

New Collection Posture

Torus increases
physical access

Sniff it All

Work with GCHQ, share
with Misawa

Partner it All Know it All

Automated FORNSAT
survey - DARKQUEST

Analysis of data at scale:
LEGANTCHAQOS

Exploit it All Collect it All

Increase volume of signals:
ASPHALT/A-PLU

Process it All

Scale XKS and use
MVR techniques

SECRET//REL TO USA, AUS, CAN, GBR, NZL//20320108
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Tradecraft

Perceptual Biases
Expectations
Resistance
Ambiguities

Biases In Evaluating
Evidence
Consistency

Missing Information
Discredited Evidence

Biases In Estimating
Probabilities
Availability
Anchoring
Overconfidence

Biases In Perceiving
Causality
Rationality
Attribution




Tradecraft

® Key Assumptions Check
® Quality Of Information Check

® Contrarian Techniques

® Devil’s Advocacy




ENEMY EARS are listening




We all have information that the Bad Guys need to hurt us. We don't want them to get it.
The OPSEC process helps us to look at our world through the eyes of an adversary and
to develop measures in order to deny them. Get it?

= The OPSEC Process:
.-_._J,...-* B

\ e:n-t:ce-tj Cri<ical \m&o

& Awalyze Threats

&) Avalyze Vulmerabilities
) Assess the Risks

@ Apply Coumtermeasures

STEPS...
g \\/ 1 MINDSET

WHAT IS OPERATIONS SECURITYY
Uperalions Secunty, or QPSEL, 15 a8 risk
management methodology. used o deny
BN BOYVErsary information CONCEMInG Our
intentions and capabilities by ldentifying,
contralling, and protecting, critical
information assocated with the planning
and execution of 3 mission, ‘5

. .
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The 7 Deadly Fuckups

® Overconfidence

® [rust

® Perceived Insignificance
® Guilt By Association

® Packet Origin

® (Cleartext

® Documentation

WE CAUGHT HELL!

—eamanno mud hova $mllrad

FREE SPEECH
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Keep hands away
from jet.




Don’t Fuck It Up When You Use AVPN
..

S
webserver
_ the |
. internets
your ISP .
your b %
computer ' webserver

Secure Proxy or
Personal VPN

® Traffic Encryption




oM A A\ *Ethernet: en0  [Wireshark 1.10.8 (v1.10.8-2-952a5244 from master-1.10))
File Edit View Go Capture Analyze Statistics Telephony Jools [nternals Help

©® 4 m o P - RREE '4-»"|l|[3 REARE PN %

|[fprnsmon Clear Apply Save

ISource |Dest|nat|on |"rotoco leathl Info
27386000 10.1.10.23 224.0.1.76 1APP 128 Announce Response(l) (version=1)
+ 728072000 .1.10. 224,0.1.7 TAPP 128 Announce Response(l) (versxon:l)
10 224.0.0.25 MONS 147 Standard query response Ox0000 TXI
224.0.0.25 MDNS 194 Standard query © _afpovartcp.

.

' 224.0.0.25 MONS 147 Standard quer =
>3, 788231000 AU | - ) | -O : BINP 60 Scanner ”crm.:rd Discover
.“8823@0JC .10. .0. .7 BINP 60 Scanner Command: Discover
. ! 10.1 0. 1 : ' g FONS 147 Standard ¢ sponse C
< D MONS 147 Standard ¢ X
879248000 +1,10. «1.10,2 BINP &0 Scanner Command: Daiscover
LB75254000 10.1.10.: .0.0,1 BINP 60 Scannar Command: Discover
BINP 60 Scannar Command: Discover
BINP 80 Scannear Command: Discover

L8 1L.sP-D1 155 Dropbox LAN sync Dascovery Protocol

wire (480 bt 60 bytss capture
Interface 1d: O
Encapsulation type: Ethernet (1]
Arrival Time: Jul 1S, 2014 16:38:29.084650000 EDT
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1405456709.084650000 seconds
[Time delta from previous captured frame: 0.135622000 seconds)
[Time delta from previocus displayed frame: 0.000000000 seconds)
[Time since reference or first frame: 4.134823000 seconds)
Frame Number: 6
Frame Length: 80 bytes (480 bits)
Capture Length: 60 bytes (480 bats)
[Frame 15 marked: False]
[Frame 1s ignored: False]
[(Protocols in frame: eth:ip:udp:binp)
[Coloring Rule Name: LDP]

_’z:'ao'af‘ ). 00 -
ff d?.l 1 a4
: w .

© | Frame (frame), 60 bytes i Packets: - Displayed: 53 (18.2%) - Dropped: 0 (0.0%) ] Profile: Default




AnyConnect
Secure Maobility Client

VPN

The VPN connection has been disconnected due to
the system suspending. The reconnect capability is
disabied. A new connection is necessary, which
requires re-authentication.

R
[lall Mail thunde ogle Safari Firefox Adium Dropbox
Killall Ma thunde le Safari Firefox Adium Dropbox
3 ¥y, —
- s 4 'y - Y -
- . - - e -
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e Show me all the VPN startups in

country X, and give me the data so I
can decrypt and discover the users

e These events are easily browsable in
XKEYSCORE

 No strong-selector

* XKEYSCORE extracts and stores authoring
information for many major document types - can
perform a retrospective survey to trace the

document origin since metadata is typically kept for
up to 30 days

e No other system performs this on raw unselected
bulk traffic, data volumes prohibit forwarding

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL




TOP SECRET // COMINT // REL TO USA, AUS, CAN, GBR, NZL

CES/SSC/AAD VPN “Surge”

Special Collection Service

« Main Goal:

— To evaluate SCS VPN access and analysis to determine better methods
of identifying and exploiting networks of interest.

 Two Focuses:
— What can we do with VPN data that is already ingested into the system?

* Find better methods of reporting VPN stats and exploitation
determinations from CES back to SSC and site.

— Are there methods to better identify and survey VPN’s to provide CES
the data they need?

« Can we leverage MIRROR, DARKQUEST, PANOPLY survey
information to quickly identify and report the presence of VPN's in
surveyed signals?

« Can we use BIRDWATCHER or other means to automatically
resurvey for key exchanges and obtain paired collect?

TOP SECRET // COMINT // REL TO USA, AUS, CAN, GBR, NZL




TOP SECRET // COMINT // REL TO USA, AUS, CAN, GBR, NZL

SCS Opportunities

iIal Collection Service

9

TERRORISTS

® 6 6

e &

I
BOTNET DDOS

\% S
e . SUPPLY CHAIN

76T\ /

i
i

!

/ ’ FOREIGN INTEL AGENTS
. CELL PHONE
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TOP SECRET//SI//REL TO USA, FVEY :
Private Networks are Important .........)

0 Many targets use private networks.

Google infrastructure SWIFT Network
REDACTED | REDACTED

REDACTED | Gazprom
Aeroflot REDACTED

French MFA REDACTED
Warid Telecom Petrobras
REDACTED REDACTED

9 Evidence in Survey: 30%-40% of traffic in
BLACKPEARL has at least one endpoint private.

TOP SECRET//SI//REL TO USA, FVEY




APEX VPN Exploitation

HAMMERSTEIN

Key exchange

|

FASHIONCLEFT .

Wrapped T
Exfil ) FC Unwrapper
Turmoil

Look Up IP
Address For
Content Targeting

IKE Full take RO -
Metadata : + Socket Connection (SSL) IKE Exchanges
(Files) : i Socket Connection (S5L) Key Requests/Responses

Painng & Er'f]::l Attacks

il ... A e
Selected Decrypted _ CAF

ﬂﬂ"{“ﬁ W e i
Comtent NS%N.:_;F--F fatehay

it

Full take

metadata repository
r——"

M| e 2 .
T MY -';IH_J!! wiat = i Cryptovariable
Management

— k= X —z

TOP SECRET/COMINT//REL USA, FVEY
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Don’t Fuck It Up
When You Use




Case Study: LulzSec/AntiSec







-] yorabbits

What advice would you give new hackers?

Twitter: Stick to yourselves. If you are in a crew - keep your
opsec up 24/7. Friends will try to take you down if they have
to.

® Don’t Fail Unsafe With Tor
® Always Check What You're Exposing
o OPSEC Is 24/7



Case Study: Harvard Bomb Hoax

I VING




WHAT AIN*T-NO COUNIRY-EVERHEARDIOF




What Fucked It Up?

® Harvard Network Registration

® Outgoing Traffic Logs TransUnion

® Pervasive Surveillance Microcosm

o Morat  EQUIFAX




(TS//SI/IREL) Fingerprinting TOR '{g& (TS//SI//REL) Fingerprinting TOR %}j

(TS//SI//REL) BuildID gives a timestamp for = (TS//SI//|REL) TorButton cares about TOR
when the Firefox release was built users being indistinguishable from TOR users
* (TS//SI//[REL) We only care about TOR users
2012102407303 2 versus non-TOR users
Ve  Month day Hour Min  Sec = (TS//SI//REL) Thanks to TorButton, it’ s easy!

(TS//SI//REL) tbb-firefox’ s BuildID:

(TS//SI//REL) Exploiting TOR rgg.s (TS//SI//REL) Exploiting TOR (68

= (TS//SI//REL) tbb-firefox is barebones = (TS//SI//IREL) ERRONEOUSINGENUITY
Flash is a no-no Commonly known as ERIN
NoScript addon pre-installed... First native Firefox exploit in a long time
...but not enabled by default! Only works against 13.0-16.0.2
TOR explicitly advises against using any addons or = (TS//SI//REL) EGOTISTICALGOAT

extensions other than TorButton and NoScript

Commonly known as EGGO
= (TS//SI//REL) Need a native Firefox exploit

Configured for 11.0-16.0.2...
...but the vulnerability also exists in 10.0!



Tor Stinks.... Analytics:
Goes Inta Goes Outta/Low Latenc?/
* We will never be able to de-anonymize all Tor Find possible alternative accounts for a target: look
users all the time. for connections to Tor, from the target’ s

° W|th manual analys|s we can de_anonymize a SUSpected Country, near time Of target' S aCthty
very small fraction of Tor users, however, no Current: GCHQ has working version (QUICKANT). R has

success de-anonymizing a user in response to a alpha tested NSA' s version. NSA’ s version produced no
TOPI request/on demand obvious candidate selectors.

Goal: Figure out if QUICKANT works, compare
_ methodologies. Gathering data for additional tests of
NSA’ s version (consistent, random and heavy user)

Exploitation: QUANTUM ...
* QUANTUM to degrade/deny/disrupt Tor access?

* QUANTUMCOOKIE - forces clients to divulge
stored cookies.

Analytics: Cookie Leakage ...

Use cookies to identify Tor users when they are
not using Tor
* Current: preliminary analysis shows that some cookies

“survive” Tor use. Depends on how target is using Tor
(Torbutton/Tor Browser Bundle clears out cookies).

* Goal: test with cookies associated with CT targets
— ldea: what if we seeded cookies to a target?

— Investigate Evercookie persistence




TOP SECRET//SI//REL TO USA,FVEY ,
(C//REL) Types of IAT — Advanced Open Sourcc Ms

— N\ V-
“ N1 :" LAY AL i* ‘ '. / .
‘( ' \\x\ A AN QS i \ : >

» (S//REL) Open Source Multi-Hop Networks

(S//IREL) Tor
(S//REL) Very widely used worldwide

(S//REL) Open Source

. (S//IREL) Active Development
« (S//REL) Mitigates Threats

(S//REL) Very Secure
(S//REL) Low enough latency for most TCP
(S//REL) Still the King of high secure, low latency Internet Anonymity

* (S//IREL) There are no contenders for the throne in waiting

TOP SECRET/COMINT REL TO USA FVEY




TOP SECRET//SI//REL TO USA,FVEY

(S//REL) Tor Project and friends Recent Activity

> e m&bmn..d’\ th\

4

(S//REL) Tails: Complete Bootable OS on CD for anonymity — includes Tor

(S//REL) Adds Severe CNE misery to equation

(S//SI//IREL) Has been discussed by CT targets
TOP SECRET/COMINT REL TO USA.FVEY

Tails

theamnesicincognitolivesystem




// START_DEFINITION
/..
* Fingerprint Tor authoritative directories enacting the directory protocol.
./ 77 START _DEFINITION

fingerprint( ‘anonymizer/tor/node/authority') = $tor_authority AT AL ey

and (Stor_directory or preappid(/anonymizer\/tor\/directory/)); * Jdentify clients accessing Tor bridge iAformation
// END_DEFINITION v

fingerprint( ‘ancoymizer/tor/bridges/tls') »
// START_DEFINITION s3]l _x500_subject('bridges. torproject.org’) or
/. ssl _dns_name( 'Dricges. torproject. org’),
Global Variable for Tor foreign directory servers. Searching for potential Tor yuo
clients connecting to the Tor foreign directory servers on ports 86 and 443. * Database Tor bBridge information extracted from confirmation emails
./ e ;
fingerprint( ‘ancnymizer/tor/oridge/email’)
esall_address( 'briggesplorproject.org’)

Stor_foreign_directory_1ip = 1p( '193.23.244.244"' or '194.109.206.212"' or and esail _body( 'hitps: //Dr109es. LOTProject. org/' © Ces

'86.59.21.38"' or '213.115.239.118"' or '212.112.245.170') and port ('80"' or extractors: {4
n443.). brioges|) Oriogons([0-9J (8. 3N [0-9){8. 3N (09 (2. N [O-9)(2.3)):7( [0-9
b 1(2,4)?[0-9))/;
// END_DEFINITION N
it ((
ks lunderfine_nase( “anoaymizer/tor/torbricges/emalilconfirmation™);

// START_DEFINITION 1)
s main: ({
this variable contains the 3 Tor directory servers hosted in FVEY countries. static const stg::string SCHEMA OLD » “tor_Drioges™;
Please do not update this variable with non-FVEY IPs. These are held in a static coast sta:i:string SCHERANEW = “tor_routers®;
tatic const ta t FLAGS *Brigge”
separate variable called $tor_foreign_directory_ip. Goal 1is to find potential :fu;'uw«:); ol fiau
Tor clients connecting to the Tor directory servers. for (size_t 1s0; 1 < bridges.size(); ++1) (
./ stad: i string acocress priogesfi][0] « *:* « brioges[1)][1]).

$tor_fvey_directory_1ip = 1p('128.31.0.39"' or '216.224.124.114"' or Eiliéifjfnblr‘ﬁ'b'“”°"] Acdress
'208.83.223.34"') and port ('80' or '443'); DB [SCHEMA_NEW] [*tor_1p*] = bridges1](0];

// END_DEFINITION DB [SCHERA_NEW] ["tor_port_or®] = briages{1]{1];
DE[SCHENA _NEW] [“tor _flags™) FLAGS;

/7 START_DEFINITION DB.apply(),
)

/ xks:Tire_fingerprint(“anonymizer/tor/directory/bridge”),
The fingerprint identifies sessions visiting the Tor Project website from )

non-fvey countries. return true;
. 1}).

4 // END_DEF INITION
fingerprant( 'anonymizer/tor/torpoject_visit')=http_host( 'www.torproject.org')
and not(xff_cc('US' OR 'GB' OR 'CA' OR 'AU' OR 'NZ'));

// END_DEFINITION

/7 START_DEFINITION

s

These variables define terms and websites relating to the TAILs (The Amesic
Incognito Live System) software program, a comsec mechanism advocated by
extremists on extremist forums.

"7

STAILS_terms=word( 'tails' or 'Amnesiac Incognito Live System') and word( 'linux’
or ' USB ' or ' CD ' or 'secure desktop' or ' IRC ' or 'truecrypt' or ' tor '),
STAILS websites=('tails.boum.org/') or ('linuxjournal.com/content/linux*‘');

// END_DEFINITION




Case Study: Silk Road/DPR

b Silk Road

anonymous marketplace

THIS HIDDEN SITE HAS BEEN SEIZER

By 1hae Fedars! Buresu of Inwwal gation,

N CoNfuncion with the RS Crimingd vwestigation Davision,
KX someland Security invest -

Shop by category:
Cannabis(162)

Ecstasy(33)

Psychedelics(119)

Opioids(33) rel 2o B Ve Mgt 2

Stimulants(56) bl 222 IS E AT

Dissociatives(6) 1 hit of LSD 1/8 oz high

Other(199) (blotter) quality cannabis
B1.13 B3.17




What Fucked It Up!?

* altoid
Stranger
P .

v . . » .
Registered. 01/27/11
Posts. 1

months

How can | connect to a Tor hidden service using curl in php?

WHERE CAN YOU FIND THE BEST
NEW DEVELOPER FOR YOUR TEANT

CAREERS 2.0

Sarl = "intip hMisiilg

ampy

=h

« curl Init();

setopt(Sch, CURLOPT URL, Sur)
setopt (Sch, CURLOSPT PETURNTRAMSFER,
setopt (Sch, CURLOPT _PROXY ney 12

PROXYTYPE , CURLPROXY

curl troe);
curld 0. 15N T),
curl setcpt(Sch, CLRLOST SOCKSS ),
Soutput +» 'l ¢ h);

$Scurl _erroe = curl_ervar{Sch);

curl close(Sach);

peint r(Soutput );

peint (Sl erroe);
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Eretawr Lisening

NEW YORK STATE
R CIAT5-0251 . fne U3-37-20M
T b —

DRIVER LICENSE

: . -

2. 1N 00

-
e i i

Py

CALLEQ

S & \emaeien

& parm
T AARN
= ALAW DAV
-
A A -

fr—
| —
- .
- -

-
- .
-~
-——

-~ aw
I W——T R S

3 JUmp 10 fiest unmead post

Last seen: 2 years, 7

Pages: 1
8 anonymous market online? =~
GO0t 01/27/11 04:28 PM (2 years. 8 months 290)

| came across this website called Silk Road. It's a Tor hidden service that claims to allow you to
buy and sell anything online anonymously. I'm thinking of buying off it, but wanted to see if anyone
here had heard of it and could recommend it

| found it through silkroad420.wordpress.com, which, if you have a tor browser, directs you to the
real site at http:/itydgcecykixpbubuz.onion

Let me know whalt you think

Post Extras ( '™ ii"

g Tor venture hached Ditcoin siartug
-

IT pro need
Qctaber 11, 2011, 00,0622

Malla, sorry If there 18 ancther thread for this kind of post, But | couldnt find ona. I'm ooking for tha bast and brightest IT pre In
The deal candidete would have st
A solid

Experience in & Mart-up anvirooment i a plus, oF Just being super hard

he Ditcoin communily to De the eed daveloper = o v COMPany

wast soversl years of wed application deveiopmaent nd up
uncerstanding of cop and software architectune Is a must

working, seif-motiveted, and Crestive
Compernation can be In the form of eguity or 2 salary, ar somewhere In-between

I interested, Dlease send your Snswers 10 the fFOBowing QuesLons 10 rossuliricht ot gmal dot com

1) What are your guaifications for this postion?

2) What wterests you about bitzoin?

From there, we con talk about things like compensation and references and [ can amswer your guestions a¢ wall. Thanks n
advance 20 any Intorested partes. If anyone knows another $o0d place to recrut, 1am ab sars
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Figure 4. Hidden service descriptor request rate during one day.
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Technical Analysis: Hidden Services

What do we know about Hidden Services?
* Current: No effort by NSA, some DSD and
GCHQ work on ONIONBREATH.
* Goal:
— Harvest and enumerate .onion URLs

— ldentify similar HS based on referrer fields
— Distinguish HS from normal Tor clients

Technical Analysis: torservers.net ...

Investigate the Amazon AWS cloud instances of
Tor servers. How are |Ps allocated and
reassigned once bandwidth limit is reached?
Impact on RONIN’ s ability to detect nodes?

* Current: GCHQ set up Tor nodes on the AWS
cloud during REMATION II.




my talk my preferences my watchlist my contributions
page  discussion edt | history | | delete | move waich | | additional staistics
TOP SECRET STRAP1 COMINT
The maximum classification allowed on GCWiki is TOP SECRET STRAP1 COMINT. Click to report inappropnate content.

For GCWiki help contactt_Suppon page
JTRIG too|s and techniques

im JTRIG CITD - Coven Internet Technical Development

navigation

Main Page

Help Pages
Wikipedia Mirror
Ask Me Abour...
Fandom page
Recent changes
Feport a Problem
Contacts
GCWeb

Overview JTRIG Capabilities Contacts

[edit) JTRIG tools

search

ALLIUM ARCH JTRIG UIA via the Tor network. OPERATIONAL IJTRIG Infrastructure Team =3

ASTRAL

Remote GSM secure covert internet proxy using TOR hidden services. OFERATIONAL ITRIG Infrastructure Team =3
PROJECTION

CERBERUS UIA Replacement and new tools infrastructure — Primary
FRUIT BOWL Domain for Generic User/Tools Access and TOR split into 3 sub- JTRIG Infrastructure Team =3
systems.

JTRIG Tor web browser - Sandbox |IE replacement and FRUIT BOWL
sub-system

NUT ALLERGY ITRIG Infrastructure Team =3

BUMBLEBEE e
DANCE JTRIG Operational VM/TOR architecture OPERATIONAL ITRIG Infrastructure Team =3

SILVER JTRIG Software
Allows batch Nmap scanning over TOR ' 'l_ < n Development
SPECTER Developers =3

SHADOWCAT End-toEnd encrypted access to a VPS over SSH using the TOR network JTRIG DSO =




Don’t Fuck It Up
When You Use The Phone

® How Does Your Phone Betray You?! Let Me Count The Ways...

® Metadata
® |ocation
® (Contacts

® Networks
® Unique ldentifiers
® (Cookies

Searches



TOP SECRET//COMINT//REL TO USA, FVEY TOP SECRET//COMINT//REL TO USA, FVEY

Example of Current Volumes and Limits

Dupe Methodology

Compare records within various time windows that share
identical selectors and locations, specifically:
LAC CellID VLR DesigChannellD
eleted IMEI ESN IMSI MIN
AR TMSI MDN CLI ODN
B hecord MSISDN RegFMID CdFMID CgFMID

Backlog RegGID CdGID ReglID Kc
 Total ONR CdID CglID MSRN Rand

Records

Received by

FASCIA Sres Opcode RQI1 XR1
Q CKIl Q IKl1 AUl NewPTMSI
OSME DSME RTMSI PDP Address
TEID TLLI PTMSI PDDG

28

TOP SECRET//COMINT//REL TO USA, FVEY TOP SECRET//COMINT//REL TO USA, FVEY



(U) Converged Analysis of
Smartphone Devices

ToF JECRETVODMINTIREL TD

User 5u..ln. ity Lde'-.

Examine settings of phone as well as service
providers for geo-location; specific to a certain
region

Networks connected

Websites visited

Buddy Lists

Documents Downloaded

Encryption used and supported

User Agents

TOPF BECRETOCOMINT/REL TD UFSA, FVEY

0P SECRE TIRCOMSNTATL 10 USA. FVWY

l’mldt.n Nugg ot !

Perfect Scenario — Target uploading
photo to a social media site taken
with a mobile device.

What can we get?

TOF SECRETVCOMINT/REL TO LFSA, FVEY

FOPF Sl CHETVODMINTINEL 10 USA, VEY

Targeting

Targeting both Telephony and DNI systems
Call Logs
SMS
SIM Card Leads
Email address
IMEI/IMSI
Unique Identifiers
Blackberry PINS

To# SECAETACOMINTAEL TO LA, FYEY




Case Study: CIA/Abu Omar
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OCD OPSEC:

Using A Burner Phone Without Fucking It Up

o DO:
® Advance Purchase

® Register Far Away

® Lie To Phone Companies
® Stay Dumb pr— —_ "

Remove Battery



OCD OPSEC:

Using A Burner Phone Without Fucking It Up

e DON’T EVER:

® Co-Localize

® (Co-Activate

®
=\ C



Don’t Fuck It Up
VWhen You Use Messaging

e After All These Years, E-Mail Still Sucks
® Spam Fighting Aids Tracking
® Webmail Using HTTP
® Weak Server-Side Storage
® Encrypted Content Not Metadata
® |nsecure Client-Side Logging
® Bad Retention Habits
® Google
® And IM Is Not Much Better
® Psycho Ex Principle




SECGURITY BY OBSCURITY DOESN'T WORK




Case Study: ClA/Petraeus

LL-IN

MY SNATCH

| Sex, lugen und dle ClA
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What Fcked *

e

Plug-ins extract and index metadata into
tables

Technique Already Identified & Compromised

Pervasive Surveillance Designed To Expose Exactly This
Type Of Access Correlation

Deleted Things Aren’t
Understand & Manage Insecure Channels

® Quality Of Information Check,“What If?”



Common Broken/Compromised Services

AY o .
- - oy - -, p

I S
.736’ SURPREM Seovi€l C;b.,:._caLJ e o

£ 4

OF TRE V55K aff/—/—ar :

\ ory CECR

. rmascew
HoTEl BERLIN BheTiepocclf, 1OEh
' ROOM“ IL0 KEeweane 370
. LZE fppnsy Qp bd  Poonoguny Cedaisyd

® Commercial Webmail

® Run Your Own Mailserver

® Metadata’s Still A Bitch



Common Broken/Compromised Services

TOP SECRET//SI//NOFORN

D/DA; Mr.
, SUSLAG

(TS//SI//NF) POTENTIAL LANDMINES:
e (TS//SI//NF) SKYPE: The Germans may bring up the subject of SKYPE. NSA’s _ Fully
lesponse has been lhal it gs had some sucess \01lung SKYPE VlalallOlEd gc;ess at the ’ operational, but

MINIATURE  Active § When Hr. Klaus Fntsche (State Secnetaw Germanv Ministry oflntenm) soughtNSA s y note usage

HERO bhidirect assistance with intercepting SKYPE transmissions during a 10 January 2012 meeting

gested [he DNI Relesentauve Benhn take the lead in restrictions.

again, recommend that NSA once agam redirects them to FBI and CIA.

® Skype

e PRISM, SIGINT Enabling, JTRIG, Forced
“Upgrades”, Pre-MS EOL

® Fuck Skype



Common Broken/Compromised Services

Why are we interested in HT'TP? XKS HT TP Activity Search

* Almost all web—browsing uses HTTP:
" Internet surfing
* Webmail (Yahoo/Hotmail/Gmail/etc.)
* OSN (Facebook/MySpace/etc.)
* Internet Searching (Google/Bing/etc.)
= Online Mapping (Google Maps/Mapquest/etc.)

Another common query is analysts who
want to see all traffic from a given IP
address (or IP addresses) to a specific
website.

® Many Chats
® |Let’s Just Assume IRC Is All Collected
® Why Not Grab 6667 Like 80?
® TLS Only Protects You To The Server
e QUANTUMBOT
® GChat’s “Off The Record” Isn’t The Same As OTR
® That First OTR Message




What Might Not Be Completely Fucked

7 «.u(,- gfiak v/

el Pha8~a7sd v fd
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® Some OTR Implementations (But Which Ones?)
® Cryptocat!
® Bitmessage!
® Retroshare!
® We Need More:
® Auditing
® Steganography



So what if 'm a glasshole? You are too.




Steganography:
Hiding In Plain Sight

(U) Analytics for Targets in Europe
- (C//FVEY) OPSEC Savvy Targets

2

« *...most terrorists stop thru Europe

- (TS//FVEY) Use advanced
techniques
- Steganography
- Forensics or Analytics on front end

 Encryption
- Takes time and has “black hole” 1ssue

- ('TS//SI//FVEY) Reliance on
“special” collection
- GCHQ and FAA

* Problems processing w/r to TS

TOP SECRET//SI//REL USA, FVEYS




Steganography:
Hiding In Plain Sight

TOP SECRET//SI//INOFORN

Scenario: -@yahoo

@yahoo.com has a number of Yahoo groups in his/her
contact list, some with many hundreds or thousands of
members

+ At DS-200B in particular, collection spiked as:

— The initial spam messages were sent (and collected)

— Inboxes of email recipients were viewed by- contact list

— Messages were sometimes viewed, but more often sent as precached
views on Google and Yahoo (along with inboxes)
Inboxes where the recipient did not delete the spam message continued to
be collected every time they were viewed

Some recipients added -@yahoo.com to their address books
(possibly as a spam defeat?) — address books were collected every time

TOP SECRET//SI//INOFORN

TOP SECRET//SI//INOFORN

Scenario: -@yahoo

@yahoo.com emergency detasked from DS-200B and
US-3171 at 13:04Z on 20 Oct

Numerous first-order address books and inboxes collected
meant tasked selectors on address books or buddy lists of
contacts of @yahoo.com also affected:

- @yahoo.com and @gmail.com emergency

detasked off US-3171 at 13:10Z on 20 Sep

Memorializing to PINWALE only address books and inboxes
owned by target selectors would have reduced PINWALE
volumes 90%+

— Site XKEYSCORESs would buffer data for SIGDEV purposes

— Metadata from known owner address books and inboxes stored regardless

TOP SECRET//SI//INOFORN

® Reported But Docs Not Released:
® P2P Traffic High Volume/Low Value
o GCHQ TEMPORA Minimizes, 30% Ingest Reduction
® Need To Hide In This Flood



Steganography:
Hiding In Plain Sight

27. Unfortunately, there are issues with undesirable images within the data. It would appear
that a surprising number of people use webcam conversations to show intimate parts of their
body to the other person. Also, the fact that the Yahoo software allows more than one person
to view a webeam stream without necessarily sending a reciprocal stream means that it appears
sometimes to be used for broadcasting pornography.

28. A survey was conducted, taking a single image from each of 323 user ids. 23 (7.1%) of

those images contained undesirable nudity. From this we can infer that the true proportion of
undesirable images in Yahoo webcam is 7.1% + 3.7% with confidence 95%.

[edit] Potentially Undesirable Images

We use face detection to try to censor material which may be
offensive but this does not work perfectly so you should read
the following before using OPTIC NERVE:

« It is possible to handle and display undesirable images.
There is no perfect ability to censor material which may
be offensive. Users who may feel uncomfortable about
such material are advised not to open them.
You are reminded that under GCHQ's offensive material
policy, the dissemination of offensive material is a
disciplinary offence. :
Retrieval of or reference to such material should be AG 13. WAVEFORMS A US | NAP RADAR SYSTEM
avoided; see IB 150 for guidance on dealing with
offensive material




H4x0rz: Lose The Ego

<CW-1> you mother fuckers are going to get me raied [“raided,”
i.e., arrested]

<CW-1> HAHAHAAHA

<@sup_g> we put out 30k cards, the it.stratfor.com dump, and
another statement

<@sup_g> dude it’s big..

<CW-1> raided

<CW-1> if I get raided anarchaos your job is to cause havok in
my honor

<CW-1> <3

<CW-1> sup g:

<@sup_g> it shall be so

’ For example, in a chat with the defendant on or about December 26,
2011, discussed in greater detail below, CW-1 referred to the

defendant as both “sup g” and “anarchaos.” The defendant responded
to both aliases. 1In a chat with CW-1 over Jabber on or about November
6, 2011, the defendant, using the alias "“yohoho,” told CW-1 “k im
sup_g,"” that is, identifying himself as both "“yohoho” and "“sup g.”

Burner Rules For IDs

IRL Identity Real And Separate

Know & Compartmentalize Pseudonyms
Cred Is Another Enemy

Really Burn Them, No Really



Don’t Fuck It Up,
And After You Do:

® Contingency Planning
® Plausible Deniability
® Adversary Capability
® Seek Advice In Advance
® Support Those Who Provide It

® Good Luck & Never Surrender To Obedience









Stylometrics: Don’t Fuck It Up

%

® |mitate -

® Resist Providing A Corpus

® Obfuscate

® Machine Translate

® Alpha Tools: JStylo/Anonymouth



