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How to solve these problems? 



* Adobe engineers have internal tools to analyze vulnerabilities. This research is mainly for those 

of us analyzing SWF malware or bugs who need more powerful tooling. 



Examples 





•



1. A block is split into A1 and A2 

2. B -> C control flow has been changed to B -> A2 



1. A is split into A1 and A2 

2. New control flow B -> A2 is 

created. 
A 

A1 

A2 

B 

Original 
Mutated B 



Bytecode 

JIT Code 

A’ 

A 



Split Basic Block 

Bytecode 

JIT Code 

B 

B’ 

A2 

A1 

A1’ 

A2’ 



• Get property <namespace_set>.paused is confused as to what type of variable 

it will get as a 1st argument 

• Com.greensock.core.SimpleTimeLine or vars property type (declared as var 

vars:Object) 

• The code is generated to comply with the com.greensock.core.SimpleTimeline 

type instead of the object type 

A1 

A2 

B 

The code generation 

takes path A 

to generate JIT Code 

Path A 

Path B 

* For every SWF disassembly example in this presentation, we used our colleague, 

Marian Radu’s excellent SWF disassembler plugin for IDA. For more information, 

please visit http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf. 

http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf


The actual control flow is A1 to A2. 

This is a problem because: 

• The JIT code is expecting B -> A2 control flow 

• The A2  code is expecting the com.greensock.core.SimpleTimeLine data 

type, but it’s getting the data type from the vars variable 

This leads to an invalid memory access vulnerability 

• With a heap spraying technique, this can be used for code execution 

A1 

A2 

B 
Path B 

The actual control flow is  A1 to A2 





eax=06ddfc41 ebx=06dedb08 ecx=06e06040 edx=b805f20b 
esi=06ded7a8 edi=05ee31d8 

eip=06e1b58e esp=0013e0b8 ebp=0013e150 iopl=0         nv up ei pl nz 
na pe nc 

cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             
efl=00040206 

06e1b58e 8b4a70          mov     ecx,dword ptr [edx+70h] 
ds:0023:b805f27b=???????? 

 

Debugging with JIT code is a 
nightmare for analysts 





Tags 
Malicious 

AVM tag 

Instrumented AVM tag 

1. Dissection of AVM tag  

        structure & methods 

2. Instrumentation of  

        instructions 

Header 

Instrumented 

SWF 

Malicious 

SWF 

3. Reinsertion into original file 



Added debugging  

messages By  

instrumentation 



….  

Entering: [314, 279, 194, 72, 1, 56, 72] 

       Entering: [314, 279, 194, 72, 1, 56, 72, 1] 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:2 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:3 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:5 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:7 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:8 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:10 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:11 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:12 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:13 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:14 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:15 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:16 

        BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:18 

       Leaving: [314, 279, 194, 72, 1, 56, 72, 1] 

      Leaving: [314, 279, 194, 72, 1, 56, 72] 

     Leaving: [314, 279, 194, 72, 1, 56] 

     BasicBlock: [314, 279, 194, 72, 1]:19 

     BasicBlock: [314, 279, 194, 72, 1]:21 

     BasicBlock: [314, 279, 194, 72, 1]:23 

     BasicBlock: [314, 279, 194, 72, 1]:24 

     Entering: [314, 279, 194, 72, 1, 73] 

     Leaving: [314, 279, 194, 72, 1, 73] 

     BasicBlock: [314, 279, 194, 72, 1]:26 

     BasicBlock: [314, 279, 194, 72, 1]:27  The last line shows the crash point 



 BasicBlock: [314, 279, 194, 72, 1]: 

27 

 Crash Point is BasicBlock 27 



 BasicBlock: [314, 279, 194, 72, 1]: 27 

public  method MainTimeline.frame1 () 

… 

pushstring "Entering: 314“ 

callpropvoid trace, 1 

public  constructor TimelineMax.TimelineMax (Object) 

… 

pushstring "Entering: 279“ 

callpropvoid trace, 1 

public  constructor TimelineLite.TimelineLite (Object) 

… 

pushstring "Entering: 194" 

callpropvoid trace, 1 

public  constructor SimpleTimeline.SimpleTimeline (Object) 

… 

pushstring "Entering: 72" 

callpropvoid trace, 1 

public  constructor TweenCore.TweenCore (Number, Object) 

… 

findpropstrict trace 

pushstring "Entering: 1" 

pushstring "BasicBlock: 27" 

callpropvoid trace, 1 

getproperty <namespace_set>.paused 



Examples 







Container 

Layer 1 SWF 

Layer 2 SWF 

Vulnerability trigger 

Payload 





Layer 2 SWF 

vulnerability trigger 

Invalid memory access 

Heap-sprayed 

payload 

Layer 1 SWF  



1. Look for ‘FWS’ or ‘CWS’ SWF signature strings inside. 

2. Cut out and save the part after the signature. 



3. The copy & paste line starts with “465753”(FWS) or 

“435753”(CWS). Convert it to binary. 



Container 

Layer 1 SWF 

Obfuscated layer 2 SWF 

Vulnerability trigger 

Obfuscated payload 



Copy & paste doesn’t work. 

 

You need to calculate the 

actual byte representation of 

all the integer and double 

values here. 













Chromosome A 

Chromosome B 

Chromosome A Chromosome B 



Library SWF 

Original SWF 

Library SWF Instrumented SWF 

AVM tag with hook functions 



Library SWF Instrumented SWF 

AVM with hook class 

Analysis target with 

modified class name 



Original malware Instrumented malware 

… … 

Flash.display.Loader Class LoaderHook Class 



 Dump the bytes to a log file 

 You can call the original class member 
or you can just skip it. If you skip it layer 2 SWF will never be loaded.



Generating these 

instructions manually 

without using the AVM 

insertion technique would 

be a nightmare. 



Loader.loadBytes 

************************************************ 

 46 57 53 0A CC 05 00 00 78 00 05 5F 00 00 0F A0 

 00 00 18 01 00 44 11 00 00 00 00 3F 03 A7 05 00 

 00 96 0C 00 05 00 07 95 C3 7C 13 07 FB C3 7C 13 

 0E 12 9D 02 00 4C 04 9D 02 00 18 00 88 15 00 09 

 00 41 00 42 00 43 00 44 00 45 00 46 00 47 00 48 

 00 49 00 A1 8E 11 00 64 65 66 61 75 6C 74 00 01 

 00 04 2A 00 02 00 98 01 96 0A 00 07 58 C0 49 48 

 07 A7 3F B6 B7 60 9D 02 00 00 00 99 02 00 49 00 

 40 96 05 00 07 16 74 70 0B 4C 62 9D 02 00 0C 00 

 87 01 00 03 17 87 01 00 01 96 0A 00 07 EB 68 21 

 4E 07 14 97 DE B1 60 9D 02 00 00 00 17 87 01 00 

 01 96 0A 00 07 91 FC 36 1A 07 6E 03 C9 E5 60 9D 

 02 00 00 00 99 02 00 15 00 96 0D 00 01 00 00 00 

 00 03 01 00 00 00 00 08 00 99 02 00 A2 FF 17 96 

 06 00 04 01 04 02 08 01 4E 48 96 0A 00 07 DD 7F 

… 

Getting layer 2 SWF takes at least a few hours without 

bytecode instrumentation 





Trustworthy Computing 


