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Header
@ Signature (3 bytes)

Tag (Type, Length,
e FWS: Normal Flash File ag (Type, Leng

: Data)
° .CWS. Compressed Flash File T

e Version(1)/ Data)

FileLength(4)/FrameSize(RECT)/

FrameRate(2)/FrameCount(2) Tag (Type, Length,

Tags Data)
e Short Tag Tag (Type, Length,

e TagCodeAndLength(2): Type(10 Data)
bits)/ Length (6 bits) Tag (Type, Length,

© Long Tag Data)

© TagCodeAndLength(2):
Type (10bits) / Length (6bits) value
should be Ox3F

Length(4): Actual Length




Do ABC tag

Type = 82
This tag contains AVM2 bytecode.
AVM?2 bytecode contains logic for Flash files.

Some Flash files don't require any special actions - this tag can be
missing in that case.




AVM?2 (ActionScript VirtualeVe

. B o | . |

®  Virtual Machine for ActionScript3
© Runs bytecode generated by ActionScript 3.
© Creates JITed bytecode on the heap
o JITed means the code is actually native
o Creates potential risks

e If the JITed code is messed up, it could lead to code execution conditions
© Verification process required to block potentially dangerous control flows

® AVM2 has been a popular target for attack since 2010







Vulnerabilities

Simple deduction
o Usually, software has vulnerabilities
© Application VM is software
o Usually, application VM has vulnerabilities




Debugging application VM issues is extremely hard when compared to
debugging traditional applications.

All logic is encapsulated inside the Virtual Machine
© Vulnerabilities usually occur as bugs in the JIT code generation

© Manually debugging and tracing invalid JIT code generation is not practical
(in any way).

Many malware are loaded dynamically inside carrier SWF, which means
the potential for static analysis is limited.




How to solve these problems?
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® Change the bytecode so that we can use it for our purposes

© Code coverage investigation
e Utilizing debug output instruction
e Utilizing debug instructions
© Hooking classes: Sandboxing AVM bytecode
© Bytecode loading classes
® Network-related classes
© Data allocation classes

* Adobe engineers have internal tools to analyze vulnerabilities. This research is mainly for those
of us analyzing SWF malware or bugs who need more powerful tooling.







Code coverage Iinvestigation

Using debug output instructions or debug instructions

@ Insert trace instructions in every function and basic block, or even for
each instruction

© trace = printf in Actionscript

@ Insert debugfile and debugline instructions to make the binary
debuggable

o debudfile, debugline = int 3




CVE-2011-0609

The control flow modification made the JIT engine create invalid
Instructions

- The instructions are created to work with object type A, but the
instructions are getting object type B

This is a JIT code generation issue.

«  Security Advisory APSA11-01 published March 14, 2011
Patch released 7 days later




Breaking control flow

Original Control Flow Modified Control Flow

..
U
.
U

1. A block is split into Al and A2
2. B -> C control flow has been changed t



Breaking control flow

¥ Mutated

getlex com.greensock.TweenLite

getproperty rootFramesTimeline x r ¥
coerce com.greensock_core._SimpleTimeline e =
jump loc_524A getlex con.greenso
getproperty ro amesTimeline loc 3ECB:
coerce comcgreensock.core.SimpleTimelinef |getlocal 8
L J ¥ jump getproperty vars

kil e =3

L A ;

loc_524A:

coerce com.greensock.core.SimpleTimeline
setlocal_3

getlocal_ @

getlocal_ 3

getproperty cachedTotalTime

getlex com.greensock.core:TweenCore. delay

l}l

loc_3ECE:
getproperty <namespace setr.paused
iffalse locret 3EDY

e 1. Aissplitinto Al and A2
getlocal_ @ .
E:ﬂ;::;wty cachedReversed 2' NeW ContrOI flOW B _> A2 IS

created.

B
(=

loc 5269:
getlocal_#@
getproperty vars
getproperty <namespace_se
iffalse locret 5277




Bytecode

-

Ll e B3

getlocal @
pushtrue
initproperty cachedReversed

X

[

W s =
nov eax, ds:766B2F8h
push ecx
push esi
push T66BZE8Nh
call eax
add esp, OCh
push eax
call  near ptr [EEEEEE0EN|
add esp, 4
test eax, eax
jz short loc_7DF
Wl s =
nov eax, [ebp+var_ 58]
mnov dword ptr [eax+1Ch], 1
al g = Ty
1oc_7DF:
mov eax, [ebp+var_58]
mov ecx, [eax+34h]
cmp eCx, 4
jb short loc_866
—

(= o

loc_5269:

getlocal @

getproperty vars

getproperty <namespace set>._paused
iffalse locret_5277

I I

N—

¥

eax, ds:766B318h
ecx
esi
76683000
eax
esp, HCh
eax
near ptr [EEEESEDEN
esp, 4
ec®, esi
esi, [ebp+uar_7H]
edx, eax
eax, [ebp+uar_A8]
edx, edx
short loc_8A4F
—




eax, [ebp+var_58]
now dword ptr [eax+1Ch], 1

push 7C1F0ABK

push esi
call near ptr [IEEESIERER
add esp, 6Ch

mov ecx, [eax+16h]
test ecx, ecx
jz loc_868

I;'
"
moy eax, [ecx+26nh]

moy [ebp+var_20], eax
jmp loc_7EG
—

ecx, [ebp+var_58]
eax, [ecx+3sh]
[ebp+uvar_ 28], eax

E

I

B
-

loc_7E6:
mow eax, [ebp+var_20]
test eax, eax
jz short loc_868
=

ol |

Bytecode

edx, [eax+8]
ecx, [edx+76h]

lea edx, [ebp+var_7o]
mov [ebp+var_708], eax

mou eax, [ecx]
push edx
push a

eCx
eax

getlex com.greensock.TweenlLite ﬂ: 32;22
getproperty rootFramesTimeline loc_3ECB: Split BaSiC BIOCk R
coerce conm.greensock.core. SimpleTimelinef (getlocal_@ lea eax, [ebptuar_ng]
jump  loc_3ECE getproperty vars Je~ ket Doc 858

L |

I !
vy

r

=]

loc_ 3ECE:
getproperty <namespace set>._paused
iffalse locret 3EDY




L 3

R
getlex com.greensock._TweenlLite
getproperty rootFramesTimeline

The code generation coerce con.greensock.core.SimpleTimelinef |getlocal @
jump loc_3ECE getproperty vars
takes path A

—
to generate JIT Code = LA

loc_3ECE:
getproperty <namespace setX_paused
iffalse locret 3EDY

loc_3ECB:

» Get property <namespace_set>.paused is confused as to what type of variable
it will get as a 15t argument
« Com.greensock.core.SimpleTimeLine or vars property type (declared as var

vars:Object)
* The code is generated to comply with the com.greensock.core.SimpleTimeline

type instead of the object type

* For every SWF disassembly example in this presentation, we used our colleague,

Marian Radu'’s excellent SWF disassembler plugin for IDA. For more information,
please visit



http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf

Actual code run

x L3 x

i =
getlex con.greensock.TweenLite Path B
getproperty rootFramesTimeline loc 3ECB:
coerce com.greensock_core SimpleTimelinel| |getlocal @

Jump loc_3ECE getproperty vars

Yy

=]

loc_3ECE:
getproperty <namespace_ set>_paused
iffalse locret_ 3ED9

The actual control flow is Al to A2.
This is a problem because:
« The JIT code is expecting B -> A2 control flow
« The A2 code is expecting the com.greensock.core.SimpleTimeLine data
type, but it's getting the data type from the vars variable
This leads to an invalid memory access vulnerability
« With a heap spraying technique, this can be used for code e




Common approach -
Differential analysis

SWE diffing

e If you can obtain an original template of the SWF file fuzzing, then you can
use SWF diffing to get the difference between them

@ This is very helpful in determining the cause of VM failure

®  When a new 0-day Adobe Flash file is found, you can search for the
original Adobe Flash file used for the fuzzing.

© You can get clues from the disassemblies that show unique symbols from
the source code.

© The symbols represent component names which may be unique




eax=06ddfc41l ebx=06dedb08 ecx=06e06040 edx=b805f20b
esi=06ded7a8 edi=05ee31d8

eip=06e1b58e esp=0013e0b8 ebp=0013e150 iopl=0 nv up ei pl nz
na pe nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000
efl=00040206

06elb58e 8b4a70 mov  ecx,dword ptr [edx+70h]

—>Debugging with JIT code is a
nightmare for analysts




Problems

If a template is not available, you have no luck performing differential
analysis of the sample.

®  With JIT level debugging, it is very hard to find which part of the AVM
code is actually related to the crash.

® Code coverage or control flow tracing is needed —
Instrumentation solves this problem




Malicious
SWF

Malicious
Header AVM tag ’_‘ Tags

‘_L'

I:I l:l :l I:l 1. Dissection of AVM tag
—_— " L structure & methods
[]:I EI:' I]j] ] | 2. Instrumentation of

instructions

Instrumented
SWF

3. Reinsertion into original file

1
Instrumented AVM tag



Instrumenting AVM code

I}I—

[
findpropstrict trace
pushstring "BasicBlock: 25"
callpropuoid trace, 1

settocal o I Added debugging

initproperty cachedReversed
y f— messages By

"I fla = = L . .
findpropstrict trace InStrU mentatlon
pushstring "BasicBlock: 22" loc_4EB3:
callpropvoid trace, 1 findpropstrict trace
getlex com.greensock.TueenLite pushstring "BasicBlock: 26"
getproperty rootFramesTimeline callpropvoid trace, 1
coerce com.greensock.core.SimpleTimelinel| [getlocal_@
jump loc_4E18 getproperty vars
| i I
vy
[P
loc_ 4E18:

findpropstrict trace
pushstring "BasicBlock: 27" é—
callpropuoid trace, 1
getproperty <namespace_set>_paused
iffalse loc_ ME2F

%I—

s =
findpropstrict trace
pushstring "BasicBlock: 28"
callpropvoid trace, 1
getlocal_#8

pushtrue

initproperty paused

 —

bl e 3

loc_ 4E2F:
findpropstrict trace
pushstring “BasicBlock: 29"
callpropvoid trace, 1
returnvoid

¥ // TweenCore.TuweenCore




Entering: [314, 279, 194,72, 1, 56, 72]
Entering: [314, 279, 194,72, 1, 56, 72, 1]
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:2

BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:3
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:5
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:7
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:8
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:10
BasicBlock: [314, 279, 194,72, 1, 56, 72, 1]:11
BasicBlock: [314, 279, 194,72, 1, 56, 72, 1]:12
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:13
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:14
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:15
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:16
BasicBlock: [314, 279, 194, 72, 1, 56, 72, 1]:18
Leaving: [314, 279, 194,72, 1, 56, 72, 1]

Leaving: [314, 279, 194,72, 1, 56, 72]

Leaving: [314, 279, 194,72, 1, 56]

BasicBlock: [314, 279, 194, 72, 1]:19

BasicBlock: [314, 279, 194, 72, 1]:21

BasicBlock: [314, 279, 194, 72, 1]:23

BasicBlock: [314, 279, 194, 72, 1]:24

Entering: [314, 279, 194,72, 1, 73]

Leaving: [314, 279, 194,72, 1, 73]

BasicBlock: [314, 279, 194, 72, 1]:26

BasicBlock: [314, 279, 194, 72, 1]:27 € The last line shows the crash point




ing the crash point

li L

bl e

findpropstrict trace
pushstring "BasicBlock: 25"
callpropvoid trace, 1
getlocal_@

pushtrue

initproperty cachedReversed

¥  —

[ [
findpropstrict trace

pushstring "BasicBlock: 22" loc_4EB3:

callpropvoid trace, 1 findpropstrict trace

getlex com.greensock.TweenLite pushstring "BasicBlock: 26"
getproperty rootFramesTimeline callpropuoid trace, 1

coerce con.greensock _core_SimpleTimelinel| getlocal_@

jomp__tecuets e BasicBlock: [314, 279, 194, 72, 1].

vy

[ | ;277
Finaprt;;;trict trace 9 CraSh POint iS BEISiCBlOCk 27

pushstring "BasicBlock: 27"
callpropvoid trace, 1

T T T ] E——

iffalse loc_A4E2F

L*I—

[~ -]

findpropstrict trace
pushstring "BasicBlock: 28"
callpropuoid trace, 1
getlocal_ @

pushtrue

initproperty paused

 —

(=]

loc_4E2F:
findpropstrict trace
pushstring "BasicBlock: 29"
callpropvoid trace, 1
returnvoid

Yy /f TweenCore.TweenCore




Call stack trace

BasicBlock: [314, 279, 194, 72, 1] 27

pushstring "BasicBlock: 27"
callpropvoid trace, 1
getproperty <namespace_set>.paused

public constructor TweenCore.TweenCore (Number, Object)

findpropstrict trace
pushstring "Entering: 1"

public constructor SimpleTimeline.SimpleTimeline (Object)

pushstring "Entering: 72"
callpropvoid trace, 1

public constructor TimelineLite.TimelineLite (Object)

pushstring "Entering: 194"
callpropvoid trace, 1

public constructor TimelineMax.TimelineMax (Object)

pushstring "Entering: 279"
callpropvoid trace, 1

public method MainTimeline.framel ()

pushstring "Entering: 314"
callpropvoid trace, 1




=
V.
<
o
= 2
Z 9
> X
o™
—
T
DO

7208 O~
D IS

Q N
| 1

e
S QOISO




Hooking classes -
Sandboxing AVYM

Class hooking

© Bytecode loading classes
e Network-related classes
e Data allocation classes

®  You can run the code inside a complete sandbox you create with all
the actual operations wrapped and virtualized.

o This is very useful for behavioral analysis




Obfuscated AVM c

Many exploits use obfuscated VM instructions to conceal their
Intentions.
® Many AVM1-based malware use heavy obfuscation.

© Now, AVM obfuscation is a headache to malware analysts as much as
JavaScript obfuscation.

¢ (CVE-2011-0611
o Security Advisory APSA11-02, published April 11, 2011
© Patch released 4 days later




Anatomy of modern SWEsexploits

Layer 2 SWF




Container file contains layer 1 SWF
Layer 1 SWF contains layer 2 SWF

Layer 1 SWF loads heap spray shellcode on the memory and load layer
2 SWF to exploit the vulnerability

With layer 2 SWEF, it only triggers the vulnerability, and is not able to
execute anything. Usually harmless in itself.




Layer 1 SWF e

, Layer 2 SWF
vulnerability trigger

* Invalid memory access

Heap-sprayed
payload



Acquiring layer 1 SWE.file

00002EDD ;
00D002E1LD .. ... s D.
00D002E20 T TTTE e e
DDD02E30 1n Scene 1..z..°"
00002E40 10 B2 B85 BL 04 FCHEE €.4, 5.1
0DD02ESD FO BC .89, 2+ ZFOEO™.
00002E&D 01 EE cU=~.86 ,.CZ.i."
O0002ETO BE BE B:d.Z.Z.%%4, . .iH
DDD02ERD oD 0z . Z.2.CFf v.=2®;*
0D002ESD &F B3 .CZyoc .i8.CFf-E. 5
O000ZERD o4 CE far."=.g.&¥i* . ;§
0O0002EEOD B0 BI .2 .EEEE.E0E . <N |
DDD02ECO BB L wtie . Ye BRESL .S
00002EDD i 98 E°#t-1.89 . Bc.4&
O000ZEED BO B1 Ew.I.v-iB.°5. 5
DDD02EFD BD p ..E #BpC-..°vE.6
00002F00 B1 B H.8.,6 8. 4-,D.0p
00002F10 B2 BI B, .2 £.8€ . A-AN
00002F20 a1 | f; 9C.E—.€aks . 2a0
D0D002F30 EL &, .%5.. =y%..0
NNNN2F40 10 o n. 8 £ O’ &8

1. Look for 'FWS’ or ‘CWS’ SWF signature strings inside.
2. Cut out and save the part after the signature.




Acquiring layer 2 SWEF fileg=

Simple case

pushstring "WG57530ACCASA0007E00055F OBABFAOBBAA1E010A04411000000003F 0ZA7 05 0000960C00A5000795C37C1307FB
C37C13BE129DB2864CA40DB20A120088150009004100L2 0043 004400450046 0047 0048 A04?A0A1BE11006L656661756C7 40001 00842400082 089
BOE1960RB0A7S8CH494BAFA73IFBOE7H 09D BZ200000099020049004089605 888716747 00B4C629D02000C 0087 010003178701 088196 0ABBB7EBGE21
LEB71497DEB1609D 020000001737 010060196 0AB0O791FCI61ABFGERICOESGA9D A2 0000A09902001500960000010000000003 0100000000063 09
0B280A2FF1796060004081 0402 A8 G14EL4R060ABAB7DD7FLD61072288B29E6A9DB2A0000A129D02 BBEB0A0002 BB ARG ANBOBY A8LG322DAFF7RED
COD2689D020000065226960D00040304010701000000048208025296 050007 EAAS97BAC629D 020013 0096850007 8300000006896 85 08B7FF536
FO84C629DA2000A0A96507 0007 0100000008 001CP60AB0O7 4 4FAZELPO7BEBASD1BFGO9DA200000096020008035247960500076091982F4C629D 82
BOBBAA87A1008683170602000401060500072582FBLLLC629D B2 009865087 A18861179902003900260AB007 8724872887 FEDBFED76ACDAZA000A
B960B 0004018781 0000000402 08049902 0048FF260A00A7 BBA3113707F4FCEECBOB9D A2 0000009902 08F 4FEP6 020004039605 0007AEAS382A4E
629D020004003E96 0900080501 0000000008 06403C9902007500960A0087 BFLC2DLEA7FOE3D2B4609D020000001CY607 000807 7640000004F1
CO6BABBA74ES2236287B1ADDCFD6B?DB2000080L4D52171C4D26 A5 8887 CB55C5754C629D 020005 0052173D1C?60B 000208 B8RP A7 0100000868 BA
3D1CP6620008 BBHESP 020038009605 0007CIFEQFOFACH629DB2000E0A262100630C 70100000003 BANEBDAY 0100000003 OE B8 0568 BF 07 8100088
HO8PEGS V508059902007 5FF4F9609 0003 0C 070100000008 BAY6A5000785588C354C629D 020007 BB3D1C2605000787257C684C629D02 00087 0096
B200081608E A8 0RABO0RAA229001DAB26020061 0006000068481 88 0896 A5 BAA718DFDO7BAC629DB2000ABRS2172608ABBB76CHBCLBA7 9397 36BFH
B9D B2 0000A04FO20200CH00L4A960ADDATA17EB62CATSERYFODI609D020000083CHA3CY60ABBDYIDPAF23BO7C265BDCAGA9D B2 0080AB1CHD523C0
068A0BB7C31F7D37073CEAR2CE600DH20000061CLD5206050007EGBBE7554C620D 020068 0017 1C4DE2171CHDO60ABB07 YABCYE7EBB7BSL3B1876
B9D B2 B0B0AAS2171C96 A5 087EZDDYD1ELACH29D B2 ABBD ABLDE 29685 A087AAAS7ELALCHZ2OD B2 BBBC AR 71CLD 2605 ABB7B3SB3E624C629D B2 AAE1
Ba52171C4D5217 96 0ABAB7AP1CO65AB7SGEIFPAS6 09D A2 00000A9902ABE3 A1967 40001 000000000811881267010000000813070200000003140
815881607681 00006008 BE AR A5 A817 070100000008 BEBSASBR18A70100000AAEBEASA5A8 1907010000000 DEBEASA81A01 00OBOA0B0A% 1088 1B 088
1B860000008861811111167 0100000008 1CE81DB6FB2109404AD8124D 07 81000000068 1C9908208CHFEY6085 0007 BCFS4E154C629D82000F BB960R 8
BO7E91BBB3IFA7661CEBIFOE129D 020084018824 011EGRS 3747 2696E67 BBGCG56E67 7680063686 172436F 6465017400667 26F6DU3686172436F
GL4650863686172417400863617 365005465787 4L66F 72606174807 3607A6500635F66756E00566B6L756B6752656D686G6F7317I7ST2777277TCT
B68006U656661750C7HAB6765FUS369FAGS BN TONF OB 7 377277727 iCT 36800777 FF27375T27 7728768006705 745405787 445787 465
GE7MBO7AT 7 i 37733737y 27T 27T 2B7 u6B 0067657 a6 1790067657 4u66FGE7UACGD7 37005 L657R7 4669656064 004D6174680063726561746
CULAD7 A7 47 OUDGF 7669654260607 BAA7 4GB607 3004073527 56E6EGPGEG7 BA7 3657 UUDGF G465 BBLCOF616L4566172730067 657440657 A7 4680063
61736520002063617365004461746500636F6E74096E7565004C1299028011089627 B1FB6BDBI9DS5473340F 46409E6AG129902 0087 BFABBL0088
ST Ts |

3. The copy & paste line starts with “465753"(FWS) or
"435753"(CWS). Convert it to binary.



Obfuscation

Obfuscated layer 2 SWF




getproperty jit eqq
pushdouble 3.324286G72409
callpropuoid writelnt, 1
getlocal r@

getproperty jit egg !
Pushdouble 54149997 06¢9 Copy & paste doesn't work.
callpropuoid writelnt, 1
getlocal r@

etproperty jit e

pushint GxGBFBIFG. You need to calculate the
callpropvoid writelnt, 1 .
getlocal ro actual byte representation of
getproperty jit egg .

pushdouble 4.251381145e9 all the mteger and double
callpropuoid writelnt, 1

getlocal ro values here.

getproperty jit egg

pushdouble 4_ 2785546239
callpropuoid writelnt, 1

getlocal r@

getproperty jit egg

pushdouble 4.294967231e9
callprupmn 1
findpropstrict Encrypt

getlocal r@

getproperty jit egg

callpropvoid Encrypt, 1

getlocal ri

getlocal r@

getproperty jit egg

callpropuoid <namespace set>_.loadBytes, 1
getlocal r@

getlocal r@

getlocal ¢1

callproperty addChild, 1
setproperty childRef

returnvoid
¥y /7 CHYK.explode




le.-

™~

Acquiring layer 2 SWF fi

Encoded payload/S\A

= =]

public method CHYK.Encrypt {ByteArray)
{
getlocal 1
getproperty length
setlocal r2

pushint @
convert_u
setlocal r3
0¥
=]
loc_112D:
label

getlocal r3
getlocal ¢2

lessthan
iffalse loc_1166
-
¥ ¥

s = "
getlocal 1
getlocal r3 loc_1166:
getlocal r1 nop
getlocal r3 kill r3
setlocal ri kill r2
dup returnvoid
getlocal r4 ¥ /7 CHYK_Encrypt
swap

getlocal r4

getproperty <namespace_set>_<{runtime_name>
pushshort 6xFF

coerce_a

dup

setlocal rh

setproperty <namespace_set>_<runtime_name>
getlocal r&

kill 4
setproperty <namespace_set>_<runtime_name>
nop

getlocal r3

increment_i

convert_u

setlocal r3

jump loc_112D
=




Method 1: Inserting dump code

@ Method 2: AVM insertion




a8881F9E

callpropvoid writelnt, 1

apa1FA1 62 Aa getlocal r@
go0e1FA3 66 A2 getproperty jit eqgqg
aoaB1FAS 2D 38 pushint BxG61BFBYFA
ge@B1FA? 4F 81 81 callpropvoid writelnt, 1
agae1FAn 62 A8A getlocal v@
g88B81FAC 66 B2 getproperty jit egg
B0861FAE 2F 8D 02 pushdouble 4_.251381145e9
A0ae1FB1 4F 81 a1 callpropuoid writelnt, 1
d6ae1FBLY 62 6@ getlocal r@
g8881FB6 66 @2 getproperty jit egg
B00B1FBE 2F BE B2 pushdouble 4. 27855462300
g00e1FBE 4F @1 o1 callpropuoid writelnt, 1
BOAO1FBE 62 0@ getlocal r@
aeae1FCca 66 A2 getproperty jit eqgq
aeae1FCc2 2F 8F @2 pushdouble 4.294067231e9
88881FCS 4F 81 81 callpropvoid writelnt, 1
g88e81FC8 5D 88 findpropstrict Encrypt
doao1FCA 62 4@ getlocal r@
@eae1FCC 66 A2 getproperty jit eqgq
@8d81FCE 4F 88 a1 callpropvoid Encrypt, 1
aeasiFp1 62 81 getlocal r1
a0ae1Fp3 62 A8A getlocal v@

getpropertu iit eoog
B0861FD7 2hA dup
geae1FD8 5D 24 findpropstrict Dump
aage1FDA 2B swap
AO0AB1FDE 4F 24 61 callEruEUDid Dump. 1
B0001FDE 29 pop
80001FDF 29 pop
BOAB1FED 62 0@ getlocal r@
A8aB1FE2 62 6@ getlocal r@
A8a81FEL 62 81 getlocal r1
BOAO1FEG 46 1D 81 callproperty addChild, 1
B0AB1FE? 61 11 setproperty childRef
O0AB1FEB 47 returnuoid
A0081FEB ¥ f/ CHYK.explode




Problems

@ Stack level calculations
® Not fully controlling the class or member functions inside




A better method?

Class can be hooked
Every class resolution is through name
The name is contained in a multi-name table

By modifying the multi-name table, you can redirect every call to a
specific class to your own class

® Problem:
© How can you create your own class in the target SWF?




Chromosome A

Chromosome B
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AVM insertion

=

Original SWF

— AVM tag with hook functions

Library SWF



AVM insertion

Analysis target with
modified class name

—— AVM with hook class

Library SWF  Instrumented SWF



Analysis targ

modified class

A~ 1 A~ Tl N a Bals

Original malware

= B~ ]

public

{

getlocal_@a
ushscope

method CHYK.explode ()

findpropstrict flash.display.Loader
constructprop flash.display.Loader, @
coerce a

setlocal r1

- ... 00 @
getproperty jit eqg
pushdouble 4.0760808114e9
callpropvoid writelnt, 1
findpropstrict Encrypt
getlocal r@

getproperty jit egg
callpropvoid Encrypt, 1
getlocal r1

getlocal r@

getproperty jit_egg
callpropvoid <namespace set>_loadBytes, 1
getlocal r@a

getlocal r@

getlocal r1

callproperty addChild, 1
setproperty childRef
returnvoid

¥ 7/ CHYK.explode

Flash.dis

lay.Loader Class

Instrumented malware

il 5 =

public

{

getlocal_@a

pushscope

Findpropstrict trace

pushstring "Entering: 2"
pid {race

Findpropstrict LoaderHook

constructprop LoaderHook, @

COEFCe a

method CHYK.explode ()

cetlocal r1

getproperty jit «@(@® ®
pushdouble 4. 076088114e9
callpropvoid writelnt, 1
findpropstrict Encrypt
getlocal r@

getproperty jit_eqgg
callpropvoid Encrypt, 1
getlocal ¢1

getlocal r@

getproperty jit eqgg
callpropvoid <namespace_set>.loadBytes, 1
getlocal r@

getlocal r¢@

getlocal ¥1

callproperty addChild, 1
setproperty childRef
findpropstrict trace
pushstring “Leaving: 2
callpropvoid trace, 1
returnvoid

¥ 7/ CHYHK.explode




with hook clas

package {

import flash.display.Loader;
public class LoaderHook{ < This is the hooking class name
private var loader:flash.display.Loader €< Our loader to call the original loader

public function loadBytes(bytes:ByteArrayHook, context:LoaderContext = null):void
{

trace( "Loader.loadBytes" );
Dump( bytes.byteArr ); < Dump the bytes to a log file

loader.loadBytes( bytes.byteArr, context ); < You can call the original class member

or you can just skip it. If you skip it layer 2 SWF will never be loaded.

}




AVM with hook class (bytecode)

(=

public method LoaderHook.loadBytes {BytefirrayHook, LoaderContext):void
{
debugfile

debugline 8xu49

getlocal @

pushscope

debug 1, "bytes™, rA, B:49

debug 1, "'context", r1, Hx49

debugline Bx4B

getlocal_ @

callproperty LoaderHook _UpdateOrig, 8

pop .

debugline Bx4D G t th
findpropstrict trace enera Ing ese
pushstring "Loader.loadBytes"

o P frace Instructions manually

debugline Bx4E

e i without using the AVM

getproperty bytefrr

o PPy D Insertion technique would

debugline B8x52

tlocal o "
ggllgﬁgpgrty LoaderHook .UpdateThis, @ be a nlg htma re-

pop ]

debugline 6x%53

returnvoid

¥ // LoaderHook.loadBytes
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46 57 53 0A CC 05 00 00 78 00 05 5F 00 00 OF AO
00 00 18 01 00 44 11 00 00 00 00 3F 03 A7 05 00

0096 0C0005000795C37C1307FBC37C13
OE 12 9D 02 00 4C 04 9D 02 00 18 00 88 15 00 09
0041 0042 0043 0044 0045 004600470048

00 49 00 A1 8E 11 00 64 65 66 61 75 6C 74 00 01
00 04 2A 00 02 00 98 01 96 OA 00 07 58 CO 49 48
07 A7 3F B6 B7 60 9D 02 00 00 00 99 02 00 49 00
40 96 0500 07 16 74 70 OB 4C 62 9D 02 00 0C 00
8701000317 8701000196 0A0007 EB 68 21

4E 07 14 97 DE B1 60 9D 02 00 00 00 17 87 01 00
01 96 OA 00 07 91 FC 36 1A 07 6E 03 C9 E5 60 9D
02 00 00 00 99 02 00 15 00 96 OD 00 01 00 00 00
00 03 01 00 00 00 00 08 00 99 02 00 A2 FF 17 96

06 00 04 01 04 02 08 01 4E 48 96 OA 00 07 DD 7F

Getting layer 2 SWF takes at least a few hours without

bytecode instrumentation




Just like native binaries, bytecode binaries can be instrumented.

Binary instrumentation helps analysts to speed up their analysis.

In a real world situation, this method makes the analysis process up to
several times faster.

You can apply the same methodology to other VMs. We can use these
methods to perform quicker analysis of malware that abuses
application VMs.
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